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Abstract—The industrial Internet of Things (IIoT) is currently
foreseen as a foundation to implement the Industry 4.0 vision.
However, device heterogeneity and the need of integration and
configuration exposes the industrial infrastructure to potential
threats, such as black-hole, man-in-the-middle, and malicious con-
figuration attacks. In this article, we investigate how to manage
distributed trust information and to enable trusted configuration
actions in the IIoT, by opportunistically intermingling blockchain
with the software defined networking and container orchestration
technologies. In particular, we focus on how the joint and coordi-
nated adoption of such technologies can make technicians’ inter-
ventions on industrial equipment both easier and more trusted. To
this purpose, we present the design of a software architecture to
simplify the management, configuration, and assessment of IloT
systems, and we discuss our experiences with the application of the
proposed architecture in a railways use case.

Index Terms—Blockchain, fog/edge computing, industrial
Internet of Things (IIoT).

I. INTRODUCTION

HE recent widespread use of sensor and actuator networks
T and the convergence of wireless/wired technologies into
the so-called edge/fog computing are giving rise to the indus-
trial Internet of Things (IIoT) [1], whose exemplification is in
Fig. 1. IIoT refers to the application of the Internet of Things
(IoT) paradigm to industrial environments, and it is nowadays
considered the foundation to implement Industry 4.0 [2]. In
a typical IIoT deployment, end devices, such as sensors and
actuators installed on the field to control a given phenomenon or
plant, are connected together. Moreover, often they interconnect
through wireless channels, via a set of more powerful devices,
generically indicated as edge/fog devices. Those edge devices
host more advanced functionalities, and in turn can integrate
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Fig. 1. High-level distributed architecture of IIoT.

advanced services from the cloud, similarly to the classical [oT
cloud scenario. However, the IIoT scenario differs from the IoT
cloud one due to its more stringent requirements in terms of
heterogeneity, management, and trustworthiness.

Typical IIoT applications range from digital factories and
product lifecycle management to the supervision and control
of critical infrastructures, such as smart electric grids and smart
transportation systems. In these applications, the need of trust-
worthiness and resiliency is urgent both in terms of safety and
security, to prevent harms, life and money losses, and catas-
trophic failures.

The application of existing trust and security countermea-
sures to the IIoT is complicated by the large heterogeneity.
Adopted devices range from resource constrained wireless mi-
crocontrollers to powerful supervision systems, robotic arms,
and edge/fog devices, as shown in Fig. 1. Heterogeneity is
also coupled with the large scale of IIoT devices and calls
for innovative autonomous network management solutions to
enable flexible and smart deployment and configuration of
hardware/software/networking components based on applica-
tion needs and constraints. Moreover, to further complicate
this (realistic) scenario, several recent efforts are investigating
how to effectively deploy distributed software defined network-
ing (SDN) control planes atop heterogeneous edge/fog IloT
deployments [3].

The wide integration and reconfiguration of the hardware
and software substrate, needed for the implementation and
management of IIoT, increases the attack surface, exposing the
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IIoT to advanced security threats. Examples are the addition
of new sensor nodes or fog devices to perform black-hole and
man-in-the-middle attacks, or the change of configuration of
a device. For instance, the change of measurement rate could
cause physical damage on the controlled cyber physical system
(CPS) as in the famous case of Stuxnet [4]. While a plethora
of solutions have emerged for IoT security, only a few have
looked into malicious configuration issues. However, they often
mandate the use of centralized authorities that do not scale with
the size of the system [2]. In addition, even when those solutions
are available, their offline assessment and prediction, in terms of
trust properties, is often insufficient in highly complex dynamic
systems as the IIoT [5], [6].

The adoption of IoT in the industrial environment and ap-
plication is strongly increasing due to its growing economic
importance in strengthening competitiveness and efficiency of
the players in the industry sector. A study from the IoT platform
particle [52] shows that the IoT industry may eventually have
an economic impact of more than $11 trillion by 2025, and IoT
devices are mostly used for remote monitoring (78%), preventa-
tive maintenance (55%), and asset tracking (33%). However, the
study also points out that IoT professionals struggle to manage
IoT devices in the most effective and efficient way. For example,
development teams have troubles to fix malfunctioning devices,
install software updates, and perform other management op-
erations in a secure and scalable way. This article proposes a
solution tailored on the needs of IIoT professionals, able to cope
with the security and scalability issues in IoT device manage-
ment [53], so as to fully unleash the potential of IoT within
industrial contexts. Moreover, the proposed solution opens up
novel business opportunities by facilitating the outsourcing of
maintenance activities to a contractor rather than hiring an
in-house maintenance team, or supporting the predictive main-
tenance within the context of Industry 4.0. Such a so-called
Maintenance 4.0 is extremely important for the industry sector,
as it is expected to grow to $6.3 billion by 2022 [54], and is
calling for a new scalable and secure technological substrate,
which can consists in the fog and chains for trUSted Industrial
Internet Of ThiNgs (FUSION) platform proposed in this article.

This article presents FUSION, a software platform, which
has been designed to face the abovementioned challenges. FU-
SION promotes the convergence of advanced network manage-
ment (based on SDN) and configuration solutions (based on
cloud orchestration and container technologies), and it exploits
blockchain as enabling technology for trust and configuration
management. In particular, this article focuses on the specific
goal of making both easier and more trusted the intervention
of technicians on industrial equipment, by properly exploiting
the abovementioned technologies in a joint and coordinated
manner. To this purpose, we make the assumption that industrial
equipment is connected to edge devices, the latter characterized
by relevant computational and memory capabilities if compared
with the former. Moreover, we limit the focus on the manage-
ment of industrial equipment with the assumption that different
technicians can operate on the same equipment at different times,
and these technicians do not trust one another.

We observe that blockchain is currently foreseen as a dis-
ruptive technology by the IoT industry, and it is expected to
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play a major role in managing, controlling, and securing IoT
devices [7]. At the same time, despite the hype of the recent
years, to the best of authors’ knowledge, there are still no
works addressing the specific challenges and threats of the
IIoT scenario highlighted earlier. To overcome such limita-
tions, FUSION originally proposes to integrate and intermingle
blockchain with SDN and cloud container orchestration. The
main idea is to treat network admin operations as transactions,
traced, and validated through the blockchain, as currently done
worldwide for crypto currencies. In particular, the FUSION
platform pursues the following main elements of originality.

1) It investigates the use of blockchain technologies in the
IIoT to perform decentralized trust management, to assure
integrity, and to perform secure and resilient management
and configuration operations.

2) It introduces the notion of FUSION edge smart nodes
(FESNSs) as computing nodes that can be flexibly reconfig-
ured to act as end devices, access nodes, SDN nodes, fog
nodes, etc., depending on application needs and exploring
the adoption of the SDN approach in the IIoT to simplify
the management of network resources.

3) It defines solutions for the continuous assessment of de-
pendability and security properties in the IIoT, exploring
tradeoffs to reduce the effort to specify complex models
of the system, through model-driven engineering MDE,
which are fed, at runtime, with data collected from moni-
tors deployed on FESNSs, to update the models and set/fine-
tune specific model parameters resembling the current
status of the system;

4) Tt describes our experience at applying FUSION to a
realistic railway business use case. The idea is to show
how FUSION can support physical infrastructures to en-
able innovative solutions to track and certify maintenance
interventions to repair/update/reconfigure the rail control
system, in a trusted way through the blockchain.

Finally, let us stress that FUSION is aligned with the current
technology management trend of outsourcing the maintenance
activities to third parties instead of relying on in-house main-
tenance divisions. Along this direction, the railway business
use case allows us to show the advantages of adopting MDE
and continuous assessment to evaluate the impact of adopting
different predictive maintenance strategies on the reliability and
availability of the railways infrastructure.

The rest of this article is organized as follows. Section II
provides the needed background knowledge and position our
work with respect to the state of the art. Section III details the
FUSION platform, while our railway business case is presented
in Section IV, along with preliminary results of the application
of the continuous assessment approach. Section VI concludes
this article.

II. BACKGROUND AND RELATED WORK

We present background notions and we position this article
with respect to the related work in the IIoT domain by consider-
ing the pillar areas of our research: SDN, fog and edge comput-
ing, trust management, and continuous assessment, anticipated
by a short introduction to blockchain.
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A. Blockchain

A blockchain [8] is a distributed and immutable ledger that
stores blocks of data containing transactions between nodes in
a peer-to-peer network. It allows realizing a global consensus
model despite Internet scale possible attacks/faults. A block
contains batches of valid transactions inserted within the chain
after being validated. In case of concurrent block additions by
multiple nodes, a temporary fork can be produced, which is
resolved afterward when the longer fork dominates and substi-
tutes the other one. The integrity and immutability of the blocks
is guaranteed by proper hash functions (generally a Merkle
tree root hash) that allow us to have a block containing the
hash of the previous block. To this aim, any modification of
the data within the distributed ledger demands modifying all
previous blocks, which is possible only with the consensus of
the network majority. The way new blocks are validated defines
the consensus model implemented by a blokchain platform,
and one of the most known approaches is the Proof-of-Work
in the BitCoin blockchain [8]. To reach the consensus each
peer, called miner, has to demonstrate to have completed a
difficult cryptographic challenge by spending considerable com-
puting resources, hence making impossible the manumission by
malicious users. Blockchain is also used to implement smart
contracts, i.e., applications that run in a distributed fashion on
the blockchain to enforce and verify an agreement upon a given
computation.

Blockchain has met enthusiastic adoption in many application
domains differing from the financial one for which it was meant
for, and IIoT does not make an exception [9]. The most natural
use of blockchain within IoT (and IIoT in particular) is to provide
decentralized security and privacy [10], by resulting in a low sus-
ceptibility to manipulation and forgery of data spread across the
infrastructure. However, this is achieved at a high cost in terms of
computing capacities/memory and energy consumption that the
resource-constrained IIoT devices do not hold. Access control
in [IoT is optimized by leveraging on blockchain for managing
identity and authorization claims [11]. In [12], blockchain-based
distributed cloud architecture based on SDN is proposed so as
to cope with the demand of scalable communications. In this
examples, blockchain is used to avoid the presence of a trusted
intermediary for the security solutions, which can be designed
in a distributed manner.

B. SDN in the IloT

SDN is gaining more and more attention as a new model to
overcome traditional issues of network management solutions,
such as limited reconfigurability and complexity of managing
traffic in a per-flow differentiated management [13]-[15]. The
well-known main principle of SDN is the clear division between
the control plane and the data plane. The former does the
following:

1) achieves a logically centralized point of view of the net-

work;

2) gathers application-level requirements;

3) makes control decisions based on the centralized point of

view;
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4) dynamically reconfigures nodes to ensure the achievement

of targeted goals.

The latter is in charge of dispatching packets from sources
to destinations, by transparently taking advantage of the control
plane, which properly configures the mechanisms that rule how
nodes should manage incoming/outgoing traffic.

SDN has emerged in the communication research and indus-
trial fields of IIoT [3] primarily to manage switches of closed
environments such as datacenters and department networks via
the OpenFlow protocol [16]. More recently, Li et al. [17] fo-
cused on the adoption of the SDN paradigm in the context of
IIoT to dispatch packets with different delay constraints in a
per-flow tailored manner, by considering time deadlines, traffic
load balances, and energy consumption. Similarly, Kaur ez al.
[18] adopted SDN to efficiently manage the interplay between
edge and cloud environments by considering energy efficiency,
bandwidth, and latency. In particular, this article proposes to
deferentially manage the huge amount of traffic between the
edge and the cloud generated by the IIoT by selectively either
activating or suspending traffic flows transmitted back and forth.
In [19], authors exploited the SDN approach to increase the
performance of a wireless sensor network (WSN) within an
industrial environment. By adopting SDN, it is possible to facil-
itate deployment of personalized applications on-top-of WSN
nodes, also reducing the energy consumption and load of some
nodes while improving its overall reliability. Finally, Qiu et al.
[20] originally proposed to adopt blockchain in an SDN-enabled
IIoT scenario. The blockchain technology is primarily used to
reach consensus among multiple SDN controllers. In particular,
the blockchain represents a trusted third party useful to gather
and synchronize information among distributed and indepen-
dent SDN controllers. Similarly to [20], we propose to use the
blockchain to validate distributed control decisions among SDN
controllers. However, we further extend this concept, proposing
the use of the blockchain also for the management of trust, as
described next in this article.

C. Trust Management in the IloT

Trust management [21] is a key aspect to consider when
offering security and dealing with internal attacks (perpetrated
by legitimate entities of an infrastructure by having a malicious
behavior) within the context of federated architectures, such as
the IToT [22], [23].

There are two key problems in how implementing trust man-
agement, which severely influence its efficiency and effective-
ness within the context of IIoT. On the one hand, despite of how
to practically realize the overall process of trust estimation, a key
concern is its robustness and tolerance to possible slander and/or
false-praise attacks. Specifically, malicious adversaries may try
to compromise the process of trust estimation by sending false
reputation scores during their collection. It is possible that such
false scores may be worse/better than the real ones with the
intention of having an erroneous trust estimation, and the attack
can be performed independently by the compromised reputation
senders or even a group of attacking senders may cooperate
in the attack. For this aim, when aggregating the reputation
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scores, several means to detect and remove potentially false
scores are used, such as a proper threshold [24] on the distance
of each score from the average computed over the rest of the
collected scores. However, it is reasonable to assume different
formulations for the trust estimation [25] where a multicriteria
characterization of trust is defined. With such a formulation
it is challenging to apply a proper threshold scheme for the
efficient detection and removal of false reputation scores. In [26],
the Dempster—Shafer theory has been applied to deal with the
uncertainty in the collected reputation scores, and to introduce
the concept of Entropy [27] within the trust estimation process,
a measure of divergence drawn from the information theory.
However, these techniques are not completely secure and proper
means to guarantee integrity and authenticity of the reputation
scores are needed.

It is also worth noting that IIoT devices are characterized
by limited computing resources and a nonrechargeable battery.
Therefore, it is important to limit the number of exchanged mes-
sages (which represents the most power-consuming operation
that such a kind of node may be involved in), or to do not use
too complex cryptographic primitives.

To deal with such issues, in FUSION, we propose to use the
blockchain technology to provide an eventual consistent view
of the trust degree: any contacted node within the platform
returns the same value of trust degree, obtained by querying the
blockchain. To cope with the limited resources, the blockchain
is deployed within the fog node, whose nodes are contacted by
the IToT devices.

D. Fog and Edge Computing for the IlloT

The integration of fog and edge computing in the last recent
years enables the full convergence of heterogeneous wireless
technologies. Furthermore, it seamlessly supports the delivery of
a wide spectrum of different applications with highly challeng-
ing and very diverse requirements, such as in terms of latency,
bandwidth, management, and so forth. In this area, there are two
classes of proposals emerged in the last years. On the one hand,
the platforms/solutions that start to be available under the name
of fog computing (i.e., by Open Fog Consortium), have recently
emerged as important enablers for IIoT scenarios [28]. On the
other hand, the standardization efforts under the name of mobile
edge computing (MEC) (i.e., by European Telecommunications
Standards Institute—ETSI [29]) are currently under develop-
ment to bring edge computing benefits into next generation 5G
telco provider network deployments. Both proposals promote
a new three-layer device-intermediate layer-cloud hierarchical
architecture, which is recognized as very promising for sev-
eral application domains. MEC stresses more the possibility
to host computing/storage resources at network edges close to
the targeted mobile devices, typically under the control of the
telco provider. Fog computing, instead, focuses more on the
composition of resources and services offered by all the local
devices, which can usually interact thanks to the intermediation
of alocal proxy, in this context often called smart gateway (SG),
and via direct point-to-point ad-hoc IIoT interconnections.
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At the current stage, however, MEC and fog still face, each
of them separately, some nonnegligible incompleteness and
weaknesses. Starting with MEC, the number of employed edges
is generally limited, since edges introduce additional costs of
operation for supported services, such as deployment, mainte-
nance, and configuration costs for telco operators. Moreover,
MEC typically works in infrastructure mode, being unable to
easily leverage the resources available in surrounding devices
at runtime: once MEC edges are deployed, they are rarely and
hardly redeployed in other positions (high cost of reconfigura-
tions) and this might be highly inefficient, e.g., when service
load conditions significantly change during provisioning, such
as during specific time slots, maybe with daily, weekly, or yearly
patterns. Focusing on fog, instead, although its more decentral-
ized architecture (at least from a control/management perspec-
tive) makes it more flexible, at the same time it complicates
its management and the possibility to leverage the monitored
context (e.g., resource usage and availability) typically available
in infrastructure-oriented MEC telco environments. In addition,
fog use cases are tailored mainly for resource-poor devices and
sensing scenarios, and so SGs are typically unable to host heavy
computations, such as in the case of the execution of some core
operations in the case of blockchain, such as mining.

To overcome such limitations, FUSION integrates the best
of the two MEC and fog approaches by merging them into
a unique, fully converged, and rich architecture that includes
multiple classes of intermediate-level nodes with different hard-
ware/software capabilities, as better explained in the following
sections.

E. Continuous Assessment in the lloT

IIoT assessment is fundamental to measure the resilience
and security of the interested services. However, considering
the scale, complexity, and evolutionary nature of the IIoT, the
assessment of resilience and security properties represents a
major technical challenge. In fact, sensors, actuators, hardware,
software configurations, and services in the IIoT evolve through
time, and give birth to a complex and evolutionary highly
distributed CPS, composed of multiple loosely connected and
heterogeneous parts [31].

Given the complexity of IIoT, assessment approaches cannot
consider all possible evolutions of the system and its require-
ments. While most of the available assessment methods are
based on the construction and evaluation of models represent-
ing a static view of the system, with predefined requirements
and system structure, in the IIoT it is often difficult to define
a priori risks, failure modes, and dependability and security
requirements before deployment [32].

We advocate that mastering the evaluation of IIoT, maintain-
ing the right level of detail, and at the same time accurately mod-
eling all the interactions between system components require
an approach that can operate also at runtime [33]. Assessment
for understanding the system resilience and security properties
should be performed continuously, on the basis of detected
system evolution, and to provide feedback on the current status
and consequent forecast on system behavior in the future (e.g.,
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time to fail). However, performing runtime evaluations on the
whole system is typically difficult or not feasible at all, either
because it is too expensive and dangerous, or because obtained
results may be scarcely representative of the actual system
operation, due the high variability of its properties and of the
environment [32], [33].

Performing runtime assessment requires three successive ac-
tions that are understanding evolutions of the system, describing
the modified systems, and analyzing it. To such extent, the in-
terplay between monitoring and fault management components
to correlate at runtime observations, diagnosis outcomes, and
decision/remediation actions in evolutionary systems have been
largely explored in the past. For example, several research works
have been done in the field of control theory and autonomic
computing [34], as well as for monitoring quality of service
(QoS) of systems and networks [35]. Approaches have spanned
from analytical to experimental, e.g., runtime verification has
been largely proposed to monitor the execution of programs
and dynamically check if some properties are fulfilled during
execution [5], [36], while several runtime testing frameworks
have been proposed in various domains [37], [38]. However, the
state of the art is still largely unable to answer appropriately
the topic of continuous assessment of complex, heterogeneous,
and evolutionary systems as the IIoT that we are targeting in
this article. We believe that the effective approach consists in
combining modeling and monitoring. In FUSION, we promote
adynamic model generation (and evaluation) process, capable to
dynamically produce at run-time different models representing
the current system state and conditions, and capable to feed the
models’ parameters with values coming from monitoring and
experimental evaluation activities. The ultimate objective is to
measure the resiliency and security properties of the current sys-
tem configuration that will hold until the successive evolution.

III. FUSION PLATFORM

To achieve a tradeoff between flexibility and trust in the IIoT,
we propose the combined use of blockchain, SDN, and cloud
orchestration technologies at edge/fog levels. Our objective is
to provide a fully distributed, scalable, resilient, secure, and veri-
fiable architecture, named FUSION, for trusted flexible network
management, configuration, and communication in the IToT. The
FUSION architecture aims to become a reference solution for
the definition and assessment of global-wide blockchain-based
management solutions for the IIoT.

The idea is to provide management and configuration flex-
ibility by adopting FESNS, i.e., computing nodes acting as
access nodes, SDN nodes, fog nodes, etc., depending on appli-
cation needs. Network level management operations will then
be performed adopting the SDN approach, to flexibly adapt the
behavior of nodes in relation to the current requirements of
the whole environment to support QoS. The use of blockchain
technologies is envisioned to both perform decentralized trust
management (to assure data integrity) and to allow secure and re-
silient management/configuration operations at SDN and FESN
levels. Finally, the platform will be equipped with monitors to
perform the continuous assessment of resiliency and security in
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the IIoT, exploring the joint use of simulative models derived
from the architectural design and data collected at runtime from
FESNS.

Fig. 2 outlines the high-level architecture of FUSION. FESN's
have a central role and operate at edge/fog level. They can have
different capabilities easily configurable depending on their role
in the IIoT infrastructure. At the bottom there are IIoT end
devices that often do not have enough capabilities to satisfy strict
requirements on computation and response time; therefore, they
delegate most functions to the upper layers. Finally, the cloud
layer on top assists the intermediate edge/fog layer in supporting
wide area network functionalities, e.g., permanent participation
to the global blockchain.

FUSION exploits lightweight cloud and container technolo-
gies, such as OpenStack and Docker, to grant resource isolation
and to simplify the deployment and fasten the de/activation of
support functions and services at FESNs. Moreover, the platform
exploits recent achievements in different areas that go from
security to resiliency with blockchain, from Management and
Orchestration (MANO) support to SDN for IIoT to take over all
needed management issues [39], [40].

A. FUSION Edge Smart Nodes

Delving into finer details, the resulting FUSION architecture
is flexible and composable enough in order to: 1) accommodate
highly heterogeneous FESN and end-user IIoT devices; 2) sup-
port highly differentiated application scenarios, each one using
the blockchain for slightly different purposes/application needs.

Toward that goal, each FESN node supports the following
four main classes of functionalities that can be plugged at FESN
nodes related to

1) participating to the blockchain network;

2) SDN management and deployment;

3) lightweight MDE monitoring;

4) advanced sensing activities

tion/security/storage of IIoT data.

In particular, according to the node hardware capabilities
and related supported functionalities, as shown in Fig. 3, we
define two main classes of FESN: Level 0 FESN (i.e., LOFESN),
and Level 1 FESN (i.e., LIFESN). Depending on the FESN
class and the deployment context, we tailored the four main

such as aggrega-
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FESN functionalities and define specific roles through their
composition; moreover, we organize them in a hierarchical
architecture. At the lower layer, closer to the sensor layer,
LOFESNs organize themselves in local networks, while at the
upper layer LIFESNs act as local coordinators for LOFESNs
under their management responsibility as well as representing
local gateways. Then, LIFESNSs, similarly to what happens for
distributed SDN controllers, can be organized in more complex
hierarchical deployments, such as for the sake of scalability.

With a closer view to details, LOFESN consists of edge/fog
nodes with more limited capabilities. With regard to sensing,
LOFESN typically works at a lower level by interacting with
(nonsmart) sensors/actuators to dispatch data/commands thus
realize basic data acquisition functions (see Fig. 3). Then,
LOFESNS can interact in an ad-hoc mode with their peers to real-
ize impromptu local networks, acting as SDN network elements;
they also implement blockchain lightweight node functions,
including identity and network routing services to be part of the
blockchain overlay. Finally, LOFESN participates to continuous
assessment activities, acting as local probes—monitors—able
to check current status. At a higher level, LIFESNs add SDN
controller capabilities, by realizing a distributed controller SDN
plane. The higher resource availability at this level justifies also
the hosting of advanced functions that are typically resource-
hungry. That is the case of the sensing aggregation and process-
ing as well as the blockchain mining functions, thus acting as
full-fledged blockchain nodes.

Finally, to enable function composability, FESN at both levels
offers adequate management support as shown by the internal
architecture in Fig. 4. First of all, FESNs provide abstracted APIs
transformed into composable FUSION functions, by adopting an
approach similar to network function virtualization (NFV [41]).
We adopt Docker as the container solution for our implemen-
tation, as shown in the figure. Moreover, each FESN features
a service orchestrator to take over the MANO of the whole
infrastructure by also enabling the dynamic (re-)composability
of those virtual network functions (VNFs) as needed at runtime.
MANO is the ETSI-defined framework for the MANO of all
resources. This includes computing, networking, storage, and
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Fig. 4. Internals of an FESN.

virtual machine resources. The main focus of MANO is to
allow flexible on-boarding and sidestep the chaos that can be
associated with rapid spin up of network components. MANO
is composed by the following three main functional components:

1) NFV Orchestrator, responsible for on-boarding of new

network services and VNF packages;

2) NFV Manager, oversees lifecycle management of NFV

instances;

3) virtualized infrastructure manager, controls and manages

the NFV compute, storage, and network resources.

We use a particular solution based on MANO framework
called OpenBaton; OpenBaton extends the existing standard
specification of ETSI MANO to properly manage also MEC
applications and to use container deployment tools.

B. Blockchain-Based SDN in Edge Networks

As anticipated in the previous section, regular FESN nodes,
namely LOFESNs, interact with sensors/actuators to dispatch
data/commands. In addition, they cooperate one each other to
create a multihop (and eventually even multipath) edge networks
to distribute packets at multihop distance. Moreover, for each
edge network there is one L1IFESN behaving as edge SDN
controller, in charge of supporting the proper management of
resources both at the network and at the application level.

On the one hand, at the network layer LIFESNs gather
information about the state of the edge network, enforce traffic
engineering policies, and interact with other SDN controllers
outside the edge network, e.g., cloud SDN controllers, to take
proper management decisions considering traffic flows from the
cloud to the edge and viceversa. For instance, by specifically
considering the interaction with remote cloud SDN controllers
and local LOFESNs, L1FESN nodes:

1) prioritize traffic flows within an edge network in relation
toits importance, e.g., by temporarily freezing sensed data
dispatching to ensure the prompt delivery of reconfigura-
tion messages;

2) tune the quality of traffic flows, e.g., by selectively drop-
ping (part of) low-priority traffic flows if the current
bandwidth is limited;

3) reroute traffic flows toward the destination, considering
the current location, direction, and speed of eventually
moving edge networks.

On the other hand, at the application layer LIFESN nodes:
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1) receive application-dependant control commands from
administrators, e.g., technicians interacting with sensors
either locally or remotely from the cloud, and dispatch
control/configuration messages to LOFESN nodes;

2) efficiently manage sensed data to be delivered to remote
locations, e.g., by creating tree-based overlay networks to
minimize the latency of data delivery along edge nodes and
also supporting the dynamic deployment/configuration of
preprocessing mechanisms to reduce the amount of data
delivered to the cloud.

To support the flexible and dynamic QoS management we
adopt the multilayer advanced networking environment (Multi-
LANE) solution [42]. Multi-LANE dynamically selects and
exploits (even at the same time) different routing strategies
and mechanisms suitable for applications with heterogeneous
features and requirements. In particular, based on its central-
ized point of view our Multi-LANE SDN controller determines
the most suitable path and configures the proper forwarding
mechanism.

Let us note that the adoption of the SDN actually improves
network flexibility and efficiency, since the (per edge network)
centralized LIFESN can maximize a edge network performance
considering the current state of the network as well as it can
easily reconfigure the network in case there is the need to
cope with new application needs and requirements. However,
it strictly relies on the assumption that there is always an active
and, most relevant, trusted LIFESN in charge of managing the
network. In case there is no LIFESN (since it failed) or it is
not trusted (since it has been compromised) LOFESNs cannot
operate in a proper manner, eventually compromising the regular
behavior of the whole edge network.

To overcome this limit and provide a resilient solution, we
propose to exploit the blockchain technology to securely store
management commands and sensed data. In particular, the adop-
tion of blockchain in an SDN-based edge network allows us to
improve resiliency since the network can still work properly
even if it is either disconnected or controller-less. In fact, the
blockchain allows us to support secure service provisioning
also in case the network becomes partitioned/disconnected or
server-less.

In case of partitioned/disconnected edge network, i.e., (part
of) it does not have Internet connectivity or the bandwidth toward
the Internet is limited, important events can be still securely
recorded, since saved in the blockchain. Then, once the edge
network is online again, past remote events can be reported even
if in the meanwhile the reporting node has leaved/failed since
sensed data are securely stored among LOFESNs in a distributed
manner based on the blockchain.

In case of server-less edge network, i.e., the LIFESN failed,
configurations/commands (eventually sent by different admins)
are stored by LOFESNSs in the edge blockchain. In this manner,
even in case the LIFESN fails newly joined LOFESNs can get
configurations from the blockchain, i.e., in case a new node is
added while the network is controller-less, the blockchain can
provide secure and trusted configuration information to the new
FESN. Then, when anew L1FESN is activated (eventually based
on L1FESN auto-election mechanisms, out-of-the-scope of this
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Fig. 5. FESN-based and blockchain-enabled trust management within the
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article), the new L1FESN securely receives the previous network
configuration from the blockchain, e.g., flow ids, reroute rules,
and traffic engineering policies. Note that everything works fine
even if the new and previous L1FESNs are different, since the
state (and also the history) of the network is distributively and
securely saved edge-side in the blockchain, not in a centralized
controller node.

C. Trust Management With Blockchain in FUSION

On the one hand, due to the presence of mobile nodes and
the large number of devices within the envisioned IIoT, it is not
practical to have a centralized approach to trust management,
where a single node collects the reputation scores related to
all the entities to be assessed and aggregates such scores. On
the other hand, to meet a high level of energy efficiency, the
traditional distributed approach of IIoT devices exchanging mes-
sages and computing trust degrees is not viable too, due to the
high number of exchanged messages. In FUSION, we propose
a tradeoff between the centralized and distributed solutions, by
having FESNs responsible to perform the trust management in
a federated manner, as depicted in Fig. 5. Specifically, when
a given trusted IloT device (e.g., the actuator ¢ in the figure)
interacts with another to be trusted device (e.g., the sensor j
in the figure, for which the trust degree is unknown or too
old), it sends a request through its LOFESN; toward all the
reachable LIFESNs, e.g., LIFESN,, and LIFESN,, which reply
by returning the trust value.

The trusted IIoT node continuously monitors the behavior of
the other node, and it can update the trust value (by sending
the new value to LIFESNs). The consistency of the information
hold by FESNs is maintained thanks to the blockchain, so that
trust values cannot be unilaterally altered by a malicious end
device or LOFESN: all the correct LIFESNs always return the
same trust value. This allows an IIoT device (or LOFESN on its
behalf) to detect a malicious L1FESN, as the one returning a
different trust value than the majority of the contacted ones.
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Similar approaches are used throughout the FUSION platform
for other purposes, e.g., for maintenance/configuration data
management and/or for distributed SDN controllers status up-
date, as seen in the previous paragraph. The specific blockchain
platform used for prototyping the approach presented in this
section is Hyperledger Fabric [55].

D. Continuous Assessment Methodology

The overarching workflow of the FUSION continuous assess-
ment approach is presented in Fig. 6. The workflow is supported
and integrated within the CHESS tool [43], a framework for
developing an industrial-quality MDE infrastructure that per-
mits high-integrity embedded systems to be assembled in a
component-based fashion.

The starting point of the workflow (box 1 in Fig. 6) is the
definition of an architectural model (IIoT architectural model)
based on the current state of the system, which is performed
by the FUSION engineers/technicians adopting the CHESS tool
and using a language, based on the unified modelling language
(UML), called CHESS-ML (see [43]-[45]) for modeling the
IIoT architecture and its key dependability aspects. In particular,
the model specifies the architectural components (hw/sw), their
relations (e.g., deployment relation), the attributes characterising
their dependability and security properties, and the metrics to
be analyzed (e.g., reliability of a component or of a part of
the system). The resulting IIoT architectural model can then
be automatically analysed by the CHESS tool, which allows
1) to automatically apply a model-to-model transformation to
derive a stochastic Petri nets (SPN) analysis model from the
IIoT architectural model (box 2 in Fig. 6), and 2) to automatically
solve the analysis model for computing the required reliability
and security metrics (box 3 in Fig. 6).

To support an iterative and incremental development process,
analysis results are then used to enrich the initial architectural
model from which the analysis has been triggered, i.e., automat-
ically updating the IIoT architectural model through the setting
of some of its model parameters (back-annotations, box 4 in
Fig. 6). Such automatic updates will allow considering in the next
iteration of the analysis the most updated results representing the
metrics of interest. For instance, the probability of an omission
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failure of a specific IloT component, computed in an iteration
of the FUSION continuous assessment framework, could be
used in the following iteration for assessing the probability of
catastrophic failure of a part of the IIoT that includes such com-
ponent. Besides allowing the automatic model update, analysis
results are also dispatched to the FUSION engineers/technicians
who can further check and analyse them, and then manually
implement further modifications to the IIoT architectural model
that cannot be automatically implemented through the back-
annotation (e.g., integrating an additional architectural com-
ponent, or changing some fault tolerant mechanisms). These
manual modifications need to be considered in the development
process due to the evolutionary nature and complexity of the
ITIoT and the impossibility to consider in advance all the possible
future scenarios.

Finally, the computed results are also propagated to the other
L1FESN nodes for taking the appropriate system reconfiguration
decisions and dispatching the control/configuration messages to
LOFESN nodes, e.g., triggering some preventive maintenance
actions on some [IoT components.

The entire workflow can be executed hierarchically. Each
hierarchy level provides the system knowledge to its upper level,
used to build the IIoT architectural model. Information provided
by the LOFESN nodes, data from solvers at lower levels, and
results from stochastic analysis provide back-annotations to
improve the CHESS-ML architectural model. The application of
back-annotations prescriptions to the IIoT architectural model
requires to iterate the workflow to update the model and perform
anew stochastic analysis. Iterations are expected to be activated:
1) by the FUSION engineers/technician, who manually modi-
fies the CHESS-ML model; 2) automatically, triggered by the
FUSION itself, when the information received from a lower
level prescribes different parameters settings (for example, with
a more accurate setting of a model parameter as a failure rate)
instead of manual modifications of the IIoT architecture.

In the rest of this section, we further discuss some of the key
elements of the FUSION Continuous assessment methodology,
concerning the IIoT architectural model construction and the
generation of the SPN model.

Dependability and security concerns in IlloT: CHESS-ML in-
cludes specific UML extensions for describing the dependability
and security aspects of an IIoT infrastructure. Such extensions
are grouped into three abstract levels, whose concepts reflect
the classical taxonomy that classifies dependability and security
aspects as threats (to dependability and security), means (to at-
tain dependability and security), and attributes (of dependability
and security) [46]. A fourth level structure takes into account the
structure of the system, by identifying basic architectural com-
ponents of the system and their relations. The key dependability
and security aspects that can be modeled with CHESS-ML are
as follows.

1) Threats and propagation: definition of the threats affecting

system components and their propagation paths.

2) Risk: specification of the risks and related safety proper-

ties.

3) Fault tolerance: definition of the fault tolerant structures

and mechanisms.
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4) Risk mitigation: definition of the means for the mitigation

of risk deriving from failures identified in the lower layer.

5) Maintenance: definition of the maintenance activities and

policies.

6) Requirements: specification of dependability and security

requirements.

7) Metrics: specification of the metrics to be evaluated by the

stochastic analysis technique.

To attach dependability and security information to system
components, we define a specific set of stereotypes provided by
CHESS-ML, which describe typical categories of components
and allow their dependability and security properties to be speci-
fied based on a simple set of attributes. Such stereotypes provide
templates for classes of components common in dependability
analysis, in order to save the modeler from providing excessive
redundant information [44].

Automated generation of stochastic state-based models: In ac-
cordance with MDE principles, the analysis models are automat-
ically derived from the high-level model describing the system’s
architecture. We selected SPN with general probability distribu-
tions as the analysis formalism. This choice is mainly due to
the intent of supporting: 1) nonexponential occurrence of faults
(e.g., for mechanical components), and 2) periodic maintenance
schedules. The model is then evaluated using a discrete-event
simulation integrated in the MDE methodology [45].

IV. BUSINESS CASE

To demonstrate the feasibility and the effectiveness of FU-
SION, in the following, we apply it to the railway application
scenario. In particular, we are interested in supporting the whole
(complex) process of keeping track of the management tasks re-
quired to repair/update/reconfigure the rail control system from
both software (new versions of software, new components, con-
figurations, etc.) and hardware (new sensors, new gateways, [oT
devices, etc.) perspectives. We chose this specific case because
it is very rich in terms of complexity and there are also some
regulatory and ethical constraints to comply with. In addition,
some of the authors are already involved in related projects,
e.g., funded by the European Commission within the context of
Shift2Rail [48], a European initiative to seek focused research
and innovation and market-driven solutions by accelerating the
integration of new and advanced technologies into innovative
rail product solutions.

Focusing on technical aspects, first of all this scenario calls
for a secure support able to register in a noncorruptible way all
needed on-the-field management and reconfiguration actions to
track any malicious misconfiguration without having to trust on
a third-party (typically centralized) entity. This kind of support
is the one offered by blockchain. Moreover, the railway system
demands the timely collection of complete and up-to-date infor-
mation on the behavior of its components to be able to maximize
performances, perform early planning of maintenance activities,
and improve return-on-investment. This is of paramount impor-
tance to keep and increase the competitiveness of such a complex
infrastructure, to respond to Europe’s need for sustainable and
safe mode of transport. The available budgets to maintain and
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renew the railway infrastructure have been reduced throughout
Europe, resulting in a need to keep a high level of quality
at lower cost. Leaving the traditional proactive maintenance
approach and adopting a predictive one allows infrastructure
managers to increase the infrastructure efficiency by predicting
when maintenance should be performed [49], [50]. In its turn,
this enables cost savings over routine or time-based preventive
maintenance because tasks are performed only when needed.
Moreover, we are witnessing a slow, but certain, radical change
where more and more railway operators and managers outsource
maintenance activities of rolling stock and infrastructure to third
parties instead of relying on monopolistic in-house maintenance
divisions, so as to cut costs and increase efficiency gains [51].
With the increasing degree of liberalization, the number of actors
in the railway sector has multiplied, competing among each
others. There is the urge of tracking the conducted maintenance
actions (by registering what has been done and by who) so that
in case of errors it is possible to trace back the culprit and
prosecute him/her. Furthermore, all contracts with third party
maintainers are based on key performance indicators, which
must be precisely and timely assessed, so that such maintainers
can receive the agreed fee only if the targets on their contracts
are actually met.

A large amount of diagnostic data from the signalling and
telecom systems is needed to achieve worthwhile predictions.
However, this is currently a challenge, since there are several
problems to be handled, from the presence of multiple pro-
prietary interfaces for data gathering that are not interoperable
among themselves, to a scarce interconnection among informa-
tion and communication technology (ICT) systems deployed
along the infrastructure. Specifically, the lower part of Fig. 7
presents a generic piece of a railway infrastructure, with multiple
signalling entities, such as switches, lights, track circuits for
train detection or balise. All these elements within a certain
geographical area exchange data (by means of a proprietary
protocol and data model/format) with an interlocking system
deployed at the main station of the area. The diagnostic data
are presented to a human operator, and scarcely exchanged with
similar neighbor systems, unless their manufacturer is the same.
Current research efforts within the Shift2Rail framework focus
on the interoperability of such systems, so as to feed a predictive
model running within the cloud. Proper software to enhance the
system interoperability are under design and will be deployed
between the interlocking systems and the cloud, or even within
the racks of such systems in a near future without violating the
safety cases and their certification. Such software can be con-
sidered as LOFESN nodes within the FUSION vision, and may
not directly interact with the cloud, due to scalability reasons,
but may leverage on a set of LIFESN nodes to federate neighbor
interlocking systems, preprocess the incoming data, and return to
the cloud the obtained data so as to ease the workload applied to
the software running within the cloud. The multiple maintenance
companies may have access to those fog nodes so as to obtain
diagnostic data before an action, report the result of a performed
operation, or even claim the fee of the conducted maintenance.

To support this business case, we adopt FUSION. First of all,
the FUSION blockchain-based registry has a pivotal role as a
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Fig. 7. Railway infrastructure and the FUSION infrastructure.

tool to track, in a distributed, transparent, and shared view, all
the actions (installation of new devices, on-the-field operations,
reconfigurations at various software stack levels, etc.) in a fully
decentralized way, by tracking the role and actions of all the main
actors in the overall logistics/supply chain. This is particularly
crucial in the current scenario of the maintenance of rolling stock
and infrastructure carried out by a number of third parties instead
of in-house maintenance divisions of the state railways. Even
if the maintenance actions can be outsourced, responsibility
cannot, so infrastructure managers are responsible not only for
their own actions, but also for those of their contractors. The
blockchain-based registry envisioned by FUSION supports a
comprehensive inventory of all the maintenance actions carried
out by third parties with whom the railway manager has a
relationship, monetize each intervention, trace back a specific
action and maintenance team in case of an issue/accident.

To this purpose, we adopt the SDN approach to more eas-
ily manage the incoming/outgoing traffic from/to the cloud
(typically carrying reconfiguration commands and sensed data
respectively) as well as the traffic within each train (also carrying
information about the current state of FESN nodes).

In particular, we adopt a multilayered federated approach
characterized by different SDN domains. An LOFESN node
is deployed on each train wagon, with the main purpose of
directly interacting with nearby sensors and actuators. LOFESNs
in different wagons of the same train interact one each other to
dispatch packets among them. In addition, an L1FESN node is
deployed on each train, acting as edge/fog SDN controller and re-
motely interacting with cloud SDN controllers. Moreover, each
station is composed of multiple LOFESN nodes, e.g., interacting
with point switches, track circuits, signal lights, and balise,
and a logically centralized LIFESN node, thus also providing
edge/fog SDN controllers capabilities by monitoring/managing
the local station network and interacting with cloud ones.

L1FESN nodes on trains and stations interact with cloud SDN
controllers to properly reroute traffic flows and manage their
QoS. On the one hand, cloud SDN controllers exploit infor-
mation about train direction and speed to reroute traffic flows
toward the station the train is actually approaching, thus taking

advantage of the large bandwidth of train-to-station connectivity.
On the other hand, in case the train is not approaching any
station the traffic flow is rerouted toward the traversing rail line,
typically characterized by limited bandwidth. For this reason,
in this case edge/fog and cloud SDN controllers adopt traffic
engineering techniques to dynamically manage traffic flows in
relation to their priority levels, e.g., by temporarily delaying
(or even dropping) the dispatching of low-priority sensed data
in favor to the prompt dispatching of control/reconfiguration
messages.

This scenario can greatly benefit from the adoption of the
blockchain technology to securely store important sensed data
and control messages, e.g., by allowing to greatly improve trust
and resiliency within the train network. First of all, in case the
train is temporarily disconnected from the Internet, sensed data
can be cached by LOFESN nodes in a secure and distributed
fashion, then sent to the cloud even if the LOFESN node that
gathered data from sensors is not available anymore. Second,
newly joined LOFESN nodes related to new wagons can securely
retrieve previous configuration commands from other LOFESN
nodes without any direct interaction with cloud SDN controllers,
even if the edge one fails. For instance, LOFESN nodes can
retrieve information about how to manage different traffic flows
(i.e., their priority levels and if low-priority ones should be
either delayed or dropped) only interacting with LOFESN nodes
deployed in other wagons. Finally, every reconfiguration com-
mand performed by local technicians (e.g., manually and directly
interacting with sensors and nodes) is tracked and securely
stored, also ensuring nonrepudiation.

A. Continuous Assessment in the Considered Scenarios

In this section, we prove the feasibility of the continuous
assessment methodology proposed in Section III-D considering
its application to our business case. The monitored system is a
portion of a railway infrastructure consisting of three balises,
two signal lights, two point switches, and one track circuit,
whose failure distributions follow a Weibull random variable.
The goal is to assess the reliability and availability of the system
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Fig. 8. CHESS-ML model for the railway infrastructure.

considering the impact of adopting different preventive and cor-
rective maintenance strategies applied to different infrastructural
components, so to guide the FUSION technician in taking proper
maintenance actions.

Fig. 8 depicts the CHESS-ML model corresponding to the
monitored infrastructure.

There are the following four types of elements in the system
model, each one representing a kind of component: balise,
SignalLight, TrackCircuit, and PointSwitch. Instances of these
elements are defined as “part” elements, in accordance with the
targeted infrastructure: three instances of the balise block, two
instances of the SignalLight block, one for the TrackCircuit, and
two for the PointSwitch. The failure distribution of each instance
is defined as a Weibull with different shape and scale parameters
(reported in 8), which can be continuously updated by FESN
monitors. The different maintenance strategies are defined as
part of an activity diagram.

We considered three scenarios, each one considering different
maintenance strategies.

1) Scenario I: In the first scenario, we define a maintenance
activity that consists of periodically repairing every 5000 h
both block instances ps1 and ps2, the two point switches in the
infrastructure. Each repair will take half an hour to be completed
(duration is deterministic equal to 0.5 h). The objective is to
analyze the system reliability at time ¢, which is defined as the
probability that all the components will be properly working
(i.e., will not fail) throughout the interval [0, ¢].

Starting from the CHESS-ML architectural model, a sequence
of automatic model-to-model transformations leads to the gen-
eration of an SPN model represented using the Petri net markup
language (PNML), a proposal for a Petri net interchange for-
mat based on XML that is under development as an ISO/IEC
standard, which is then further transformed in a “Deem Input
file” for being evaluated using the discrete-event simulation of
DEEM [47], atool for the dependability modeling and evaluation
of systems, based on deterministic and SPN and on Markov
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regenerative processes. The “Deem Input file” is essentially
a text file composed of different sections, containing (in the
following order):

1) the definition of variables to be used in the study definition;

2) the studies to be performed on the model, i.e., the combina-
tion of different values for the variables specified earlier;

3) the list of places;

4) the list of transitions;

5) the list of arcs;

6) the list of measures of interest to be evaluated.

The results computed by the DEEM simulator are then stored
in the Deem Results File, which contains the set of evaluated
metrics, along with their mean, the confidence interval, and the
number of samples (runs) on which they have been computed.
More details on the transformation tool-chain can be found
in [45]. We selected DEEM for the model analysis for a number
Or reasons:

1) it is open source, so we have full control of its required
input (including the Deem Input file) and of its internal
behavior;

2) itis asimulator that supports the analysis of SPN with gen-
eral probability distributions, which is exactly the analysis
model automatically generated from the IIoT architectural
model;

3) it supports the analysis of the dependability (reliability,
availability, safety) and security metrics we are interested
in;

4) it provides all the key features common to all the discrete-
event simulators, like the capability to represent the system
state, to keep track of the simulation time, to maintain the
list of the simulation events, to generate pseudorandom
numbers, to keep track of system’s statistics, to define the
ending conditions of the simulation.

Fig. 9 shows the SPN model with general timing distributions

corresponding to the generated PNML model.

In the initial marking, places SysFailed and PSRepairing have
no tokens while all other places contain one token. Each instance
of the architectural components (track circuit, point switch,
signal light, balise) corresponds to one input place. The failure of
each instance is represented using a timed activity with Weibull
distribution (failureOccurrence attribute of the block instances
of Fig. 9), which produces a system failure (place SysFailed)
when it completes. Activation and reactivation predicates are
defined for both the activities ps1Fail and ps2Fail, for modeling
the effect of the repair (substitution) of point switches. Specif-
ically, when a token is added to the place Resample the firing
delays of the two failure distributions of ps1Fail and ps2Fail are
resampled according to the Weibull distribution (if not already
failed), thus representing the substitution of the two old point
switches with new ones. The frequency of the maintenance
activity execution on the two point switches is represented by the
deterministic transition RepairPS firing with a delay of 5000 h.
When this transition completes, a token is added to PSRepairing
representing the start of repair activities. The RepairPSDuration
transition completes in a deterministic time equal to 30 min, thus
triggering the resampling of the transitions ps1Fail and ps2Fail
as previously detailed. Then, the completion of the instantaneous
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Fig. 9. Generated SPN model.

transition PSRepairEnd adds one token to the Idle place to enable
the next repair activity.

Following the transformation process defined in [45], the SPN
of Fig. 9 is then automatically solved using the discrete-event
simulation provided by DEEM. The simulation model represents
the initial state of the system and its changes over time: it takes
as input the random variables corresponding to the firing delays
defined in the SPN, and allows us to numerically compute the
defined metrics of interest. In a simulation model, the metrics are
not analytically derived from probability distributions, but rather
as averages over replications that is different runs of the model.
Confidence intervals are also defined for assessing the quality
of the produced output. For each study presented in this section,
we executed a minimum of 1 million simulation runs and we set
the relative confidence interval to 0.1 and the confidence level
t0 0.95, with a maximum of 10 million runs. This means that the
stopping criteria will be satisfied when the confidence interval
is within 10% of the mean estimate in 95% of the times or the
number of simulation runs is equal to 10 million.

Fig. 10(a) shows the results that will be back-annotated in the
CHESS-ML model and provided to the FUSION technician to
support the maintenance decision.

The three plots in the figure show the system reliability
at varying of time considering three preventive maintenance
strategies, each one repairing the two point switches with a
different period of time: every 5000 h, every 10000h, and every
15 000 h. Other sensitivity analysis could be carried out at
varying of other model parameters, like the scale parameter of
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the Weibull failure distribution and the probability of successful
maintenance execution, which may also be updated by FESN
monitors.

2) Scenario 2: Let us now suppose that at time ¢ = 14 000
h several maintenance activities take place that consist of sub-
stituting all the components in the scenario with the exception
of the three balises. The failure distributions of the new com-
ponents still follow a Weibull distribution but with different
scale parameters (changing from 1.07% to 7.5-7). The FESN
monitors will then trigger a modification to the CHESS-ML
model that consists of updating the scale parameters of the failure
distributions of the maintained components, and a new iteration
of the continuous assessment framework will take place. The
new reliability results are presented in Fig. 10(b) showing the
effects of the maintenance action at time ¢ = 14 000 hours on
the system reliability.

3) Scenario 3: In this last scenario, the objective is to assess
the system availability in a 1 year interval (computed as 360
days), which is defined as the fraction of time the system
is available (not failed) in the considered time interval. For
instance, an availability of 9.999E—1 means that the system
is not available for about 50 min in a year. We extend the
configuration of Scenario 1 considering that each infrastruc-
tural components, once failed, can be repaired/substituted in
a time uniformly distributed with mean repairTime in the in-
terval [repairTime x 0.9, repairTime x 1.1], thus representing
the application of corrective maintenance actions to each failed
components.

InFig. 10(c), we show the impact of a combination of different
maintenance strategies on the system availability for the next
ten years of the system’s lifetime. In particular, we consider the
possibility to apply the following:

1) only corrective maintenance actions, with different mean
repair times (repairTime = 4 h, 1 week and 1 month—
computed as 30 days);

2) both preventive and corrective maintenance actions, com-
bining the previous corrective maintenance strategies with
a preventive maintenance that substitutes the two point
switches every 15 000 h (as in Scenario 1).

The results allow us to get the following insights on the

system.

1) If the components can be repaired in a few hours
(repairTime = 4 h), the benefit in applying both the pre-
ventive and corrective maintenance actions [plot ‘“Prev.
and Corr. (Rep. Time = 4 h)”’] is quite limited with respect
to applying corrective maintenance only [plot “Corr. only
(Rep. Time = 4 h)”’]. Actually, these two plots are over-
lapped in the figure since they differ of about 4E—6 (about
2 min) in the worst case (for year 10).

2) While increasing the repair times, the benefits in combin-
ing preventive and reactive maintenance becomes much
more significant. For instance, with repairTime = 1 week
the availability improvement for year 10 is of about 35
min.

Such results can be used to support FUSION technicians’

decisions in selecting/updating the maintenance strategies to
be applied depending on the current state of the system and
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Fig. 10.  Reliability and availability analysis for three scenarios.

on the reliability/availability levels to be guaranteed for the
system.

V. MANAGERIAL IMPLICATIONS

From the managerial perspective, the introduction of the
FUSION platform leads to several practical implications in real
IIoT systems in terms of decentralization, remote management,
and preventive management.

First, the adoption of blockchain allows us to decentral-
ize trust information, assuring integrity, and allowing certified
and trusted management operations. This in turn enables to
trustfully outsource maintenance activities on actual industrial
plants and critical infrastructures to third parties. In fact, re-
pair/update/reconfigure interventions will be conveniently and
transparently tracked and certified (and then billed) on the
blockchain. Organizations can, thus, reduce the costs due to in-
house maintenance divisions, moving toward a more convenient
pay-per-use model.

Second, the use of the SDN paradigm (with reconfiguration
actions treated as trusted transactions over the blockchain) al-
lows us to remotely manage devices as virtual nodes, named
FESNs, and optimize network and nodes resources based on
application needs. In this manner, there is no need to physically
reach the device that could be expensive and dangerous in
realistic scenarios, as depicted in our railways business case.

Third, depending on the selected metrics continuous assess-
ment may aim at cost optimization, reliability improvement,
security improvement, etc. We showed that the adoption of MDE
and continuous assessment built-in in FESNs helps to compare
different preventive and corrective maintenance strategies on the
physical plant, considering their impact on the offered system
reliability and availability levels. The notable benefit is that
FUSION adoption makes it is possible to avoid potentially
useless (and expensive) interventions, while focusing on only
effective ones.

In addition to the individual features offered, the three el-
ements of blockchain, SDN, and continuous assessment of-
fer the most of their management engineering potential when
they are considered in a coordinated fashion. In fact, these
three enabling technologies offer to the management engineer
the capability to implement a trusted control-loop process,
which includes technological supports to monitoring, analysis,

planning, and definition of improvements or response strategies.
The engineer can rely on continuous assessment to study novel
configurations that can improve its own target metrics such as
costs-effectiveness, reliability improvements, security, or that
can enable rapid response. The SDN allows acquiring the data
that make possible the continuous data acquisition, data process-
ing and response. On top of this, the trusted decentralization of
services and management offered by blockchain overcomes the
bottlenecks problems of centralized decision in management.
Overall that grants the capability of performing rapid data anal-
ysis and autonomous reconfiguration.

Hence, overall, FUSION enables several managerial advan-
tages by easing the management of complex IIoT solutions by
making the configuration and interventions traceable by paving
the way to their trusted certification.

VI. CONCLUSION

In this article, we presented FUSION, a software platform
born with the aim to show the advantages to combine the
blockchain with SDN and container-based orchestration for the
trusted management of devices in the IIoT. The platform was
centered around the notion of FESNs as computing nodes for
trusted IIoTs that can be flexibly reconfigured to act as end
devices (LOFESN) or fog/edge nodes (L1FESN). We envisioned
the use of the blockchain to both manage the trust information, in
a federated way, and to securely manage FESN management in
terms of reconfiguration. The presented railways business case
has shown how the platform can simplify and make more trusted
the intervention of technicians on equipment connected to edge
devices, even when those technicians do not trust one another.
This is also coupled with continuous assessment, which can be
used to plan preventive maintenance, on the basis of tradeoffs
between costs (e.g., how often to repair) and reliability, also
taking into account possible changes that can happen during the
life of the system. Again, monitoring information, collected by
the trusted nodes of the system, is securely stored by FESNs
using the blockchain.
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