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Abstract

The great success that Machine and Deep Learning has achieved in areas that
are strategic for our society such as industry, defence, medicine, etc., has led
more and more realities to invest and explore the use of this technology. Ma-
chine Learning and Deep Learning algorithms and learned models can now be
found in almost every area of our lives. From phones to smart home appli-
ances, to the cars we drive. So it can be said that this pervasive technology is
now in touch with our lives, and therefore we have to deal with it. This is why
eXplainable Artificial Intelligence or XAI was born, one of the research trends
that are currently in vogue in the field of Deep Learning and Artificial Intelli-
gence. The idea behind this line of research is to make and/or design the new
Deep Learning algorithms so that they are interpretable and comprehensible
to humans. This necessity is due precisely to the fact that neural networks,
the mathematical model underlying Deep Learning, act like a black box, mak-
ing the internal reasoning they carry out to reach a decision incomprehensible
and untrustable to humans. As we are delegating more and more important
decisions to these mathematical models, it is very important to be able to
understand the motivations that lead these models to make certain decisions.
This is because we have integrated them into the most delicate processes of
our society, such as medical diagnosis, autonomous driving or legal processes.

The work presented in this thesis consists in studying and testing Deep
Learning algorithms integrated with symbolic Artificial Intelligence techniques.
This integration has a twofold purpose: to make the models more powerful, en-
abling them to carry out reasoning or constraining their behaviour in complex
situations, and to make them interpretable. The thesis focuses on two macro
topics: the explanations obtained through neuro-symbolic integration and the
exploitation of explanations to make the Deep Learning algorithms more cap-
able or intelligent. The neuro-symbolic integration was addressed twice, by
experimenting with the integration of symbolic algorithms with neural net-
works. A first approach was to create a system to guide the training of the
networks themselves in order to find the best combination of hyper-parameters
to automate the design of these networks. This is done by integrating neural



networks with Probabilistic Logic Programming (PLP). This integration makes
it possible to exploit probabilistic rules tuned by the behaviour of the networks
during the training phase or inherited from the experience of experts in the
field. These rules are triggered when a problem occurs during network training.
This generates an explanation of what was done to improve the training once
a particular issue was identified. A second approach was to make probabilistic
logic systems cooperate with neural networks for medical diagnosis on hetero-
geneous data sources. The second topic addressed in this thesis concerns the
exploitation of explanations. In particular, the explanations one can obtain
from neural networks are used in order to create attention modules that help
in constraining and improving the performance of neural networks.

All works developed during the PhD and described in this thesis have led
to the publications listed in Chapter 14.2.



Sommario

Il grande successo che il Deep Learning ha ottenuto in ambiti strategici
per la nostra società quali l’industria, la difesa, la medicina etc., ha portanto
sempre più realtà a investire ed esplorare l’utilizzo di questa tecnologia. Ormai
si possono trovare algoritmi di Machine Learning e Deep Learning quasi in ogni
ambito della nostra vita. Dai telefoni, agli elettrodomestici intelligenti fino ai
veicoli che guidiamo. Quindi si può dire che questa tecnologia pervarsiva è
ormai a contatto con le nostre vite e quindi dobbiamo confrontarci con essa.
Da questo nasce l’eXplainable Artificial Intelligence o XAI, uno degli ambiti di
ricerca che vanno per la maggiore al giorno d’oggi in ambito di Deep Learning
e di Intelligenza Artificiale. Il concetto alla base di questo filone di ricerca è
quello di rendere e/o progettare i nuovi algoritmi di Deep Learning in modo
che siano affidabili, interpretabili e comprensibili all’uomo. Questa necessità è
dovuta proprio al fatto che le reti neurali, modello matematico che sta alla base
del Deep Learning, agiscono come una scatola nera, rendendo incomprensibile
all’uomo il ragionamento interno che compiono per giungere ad una decisione.
Dato che stiamo delegando a questi modelli matematici decisioni sempre più
importanti, integrandole nei processi più delicati della nostra società quali, ad
esempio, la diagnosi medica, la guida autonoma o i processi di legge, è molto
importante riuscire a comprendere le motivazioni che portano questi modelli a
produrre determinati risultati.

Il lavoro presentato in questa tesi consiste proprio nello studio e nella sper-
imentazione di algoritmi di Deep Learning integrati con tecniche di Intelli-
genza Artificiale simbolica. Questa integrazione ha un duplice scopo: rendere
i modelli più potenti, consentendogli di compiere ragionamenti o vincolandone
il comportamento in situazioni complesse, e renderli interpretabili. La tesi
affronta due macro argomenti: le spiegazioni ottenute grazie all’integrazione
neuro-simbolica e lo sfruttamento delle spiegazione per rendere gli algoritmi
di Deep Learning più capaci o intelligenti. Il primo macro argomento si con-
centra maggiormente sui lavori svolti nello sperimentare l’integrazione di al-
goritmi simbolici con le reti neurali. Un approccio è stato quelli di creare un
sistema per guidare gli addestramenti delle reti stesse in modo da trovare la



migliore combinazione di iper-parametri per automatizzare la progettazione
stessa di queste reti. Questo è fatto tramite l’integrazione di reti neurali con la
Programmazione Logica Probabilistica (PLP) che consente di sfruttare delle
regole probabilistiche indotte dal comportamento delle reti durante la fase di
addestramento o ereditate dall’esperienza maturata dagli esperti del settore.
Queste regole si innescano allo scatenarsi di un problema che il sistema rileva
durate l’addestramento della rete. Questo ci consente di ottenere una spie-
gazione di cosa è stato fatto per migliorare l’addestramento una volta identi-
ficato un determinato problema. Un secondo approccio è stato quello di far
cooperare sistemi logico-probabilistici con reti neurali per la diagnosi medica
da fonti di dati eterogenee. La seconda tematica affrontata in questa tesi tratta
lo sfruttamento delle spiegazioni che possiamo ottenere dalle rete neurali. In
particolare, queste spiegazioni sono usate per creare moduli di attenzione che
aiutano a vincolare o a guidare le reti neurali portandone ad avere prestazioni
migliorate.

Tutti i lavori sviluppati durante il dottorato e descritti in questa tesi hanno
portato alle pubblicazioni elencate nel Capitolo 14.2.
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Chapter 1

Motivation and Goal of the Thesis

1.1 Motivation

To benefit from the amount of data produced by people, industries and more
generally by companies, in recent years, Artificial Intelligence (AI) technolo-
gies have been more and more developed. In carrying out some tasks, these
technologies have shown that they have arrived at the superhuman level. Just
think of the classification of temporal data or images. Given the pervasive-
ness of these techniques, we can find uses for neural networks or more general
models of Artificial Intelligence also in the most strategic sectors of our society
such as the medical, military, manufacturing, economic and financial indus-
tries. Precisely for this reason, we can no longer trust these intelligent agents
as if they were oracles. We need to understand what drives them to make
certain decisions. This is used to evaluate whether their behaviour is guided
by the correct motivations or, in the most optimistic case, to be able to learn
from them.

Neuro-Symbolic Integration is a research field that tries to achieve the ex-
plainability task of AI by integrating neural networks with symbolic and/or lo-
gical algorithms. This integration aims to equip deep neural networks (DNNs)
with methodologies and systems capable of being interpretable by humans.
By exploiting the natural explainability of logical and symbolic algorithms, it
is possible to integrate them within the DNN training process or structure to
create systems capable of justifying and generating increasingly interpretable
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answers. This integration also leads to the creation of more resilient, robust
and more performing systems.

It is possible to integrate these two worlds of AI in two ways: through
designing an AI model to be transparent or by post-hoc explainability meth-
ods. The transparent AI models are understandable by themselves (i.e., Linear
Regression, Decision Trees, K-Nearest Neighbours, etc.). Post-hoc explainab-
ility methods, instead, are techniques for retrieving an explanation from AI
models that are not transparent. These methods are a set of extensions to be
applied to AI models to explain their decisions.

1.2 Goal of the Thesis

The goal of this thesis is to provide new types of Neuro-Symbolic algorithms
or a new way to obtain the explainability of Machine Learning models.

First, we propose a new framework to tune the hyper-parameters of a DNN
and, at the same time, tune the network architecture. This system, called
Symbolic DNN-Tuner, exploits Probabilistic Logic Programming (PLP) and
Bayesian Optimization to optimize the networks. This system is equipped
with a set of a probabilistic tuning rules that are triggered with a certain
probability if a problem is identified during the training phase of the networks.
The probability of applying these rules is determined by how efficient they
have been in optimizing the network in the previous steps of the optimization
made by Symbolic DNN-Tuner. These probabilities are refined through a
Parameter Learning algorithm called Learning From Interpretation described
in Section 5. This new framework is tested on benchmarking datasets and
a real-case industrial dataset, demonstrating excellent performance compared
to classic Bayesian Optimization (state-of-art in optimizing computationally
expensive functions). Subsequently, Symbolic DNN-Tuner has been modified
to design and optimize DNNs for edge devices with power and computational
constraints. Also in this use case, Symbolic DNN-Tuner has proven to be
better than state-of-the-art Neural Architecture Search (NAS) algorithms.

The second proposed system is a multimodal learning algorithm that in-
tegrates Random Forest and Decision Trees with DNNs through Hierarch-
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ical Probabilistic Logic Programming (HPLP). HPLP is an extension of Lift-
able PLP, which is an AI approach for integrating symbolic and sub-symbolic
systems. This system, called Neural HPLP, exploits these different Machine
Learning methods to learn from heterogeneous data sources like structured and
unstructured data, and merge them with HPLP. This system has been tested
in the medical field obtaining good results in terms of prediction/diagnosis
accuracy and interpretability. In detail, Neural HPLP exploits a pipeline of
Random Forest and Decision Trees to extract knowledge from clinical data and
DNNs to extract relevant patterns from clinical images (i.e., CT scans or X-
Ray). This knowledge, thanks to the HPLP program, is exploited to perform
a final prediction and generate an interpretation for the decision generated.

The last proposed contribution achieved is a new loss function that works
like an attention module. This new loss, called Cross Entropy Overlap Distance
(CEOD), is used to force a DNN to focus on relevant parts of an image. To
do that, we identify the most important pixels for classification according to
the DNN by exploiting an explainability algorithm called Gradient-weighted
Class Activation Mapping (Grad-CAM). After that, we calculate how much
these pixels overlap with a mask generated with a segmentation network that
is provided, for each image, during the training phase. The computed overlap
value is added to the loss of the network, to force the network to recognize the
most important pixels, only within the area marked by the masks.
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Chapter 2

Structure of the Thesis

This thesis is divided into five parts: after the introduction (first part), the
second part introduces the background concepts of Deep Learning, Probab-
ilistic Logic Programming and Neuro-Symbolic Integration. The third part
discusses the Explainable Deep Learning algorithms and systems created dur-
ing the PhD programme and the fourth part introduces the applications of
the methods described in part three and the results obtained in benchmarking
and real-cases datasets. The fifth part concludes this dissertation with several
possible directions and future work.

The Deep Learning chapter of the second part summarizes this publication:

• Riccardo Zese, Elena Bellodi, Michele Fraccaroli, Fabrizio Riguzzi, and
Evelina Lamma. Neural Networks and Deep Learning Fundamentals,
pages 23–42. Springer International Publishing, Cham, 2022.

The third part is described in an exhaustive and in-depth way in these public-
ations:

• Michele Fraccaroli, Evelina Lamma, and Fabrizio Riguzzi. Exploiting
Parameters Learning for Hyper-parameters Optimization in Deep Neural
Networks. Proceedings of the 36th International Conference on Logic
Programming, 2075-2180, 10.4204/EPTCS.364, 2022.

• Michele Fraccaroli, Evelina Lamma, and Fabrizio Riguzzi. Symbolic dnn-
tuner. Machine Learning, 111(2):625–650, 2022.1

1Reproduced with permission from Springer Nature
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• Michele Fraccaroli, Evelina Lamma, and Fabrizio Riguzzi. Symbolic dnn-
tuner: a python and problog-based system for optimizing deep neural
networks hyperparameters. SoftwareX, 17:100957, 2022.

• Michele Fraccaroli, Evelina Lamma, and Fabrizio Riguzzi. Automatic
setting of DNN hyper-parameters by mixing Bayesian Optimization and
tuning rules. In Giuseppe Nicosia, Varun Ojha, Emanuele La Malfa,
Giorgio Jansen, Vincenzo Sciacca, Panos Pardalos, Giovanni Giuffrida,
and Renato Umeton, editors, Machine Learning, Optimization, and Data
Science, 6th International Conference, LOD 2020, Siena, Italy, July
19–23, 2020, Revised Selected Papers, Part I, volume 12565 of Lecture
Notes in Computer Science, pages 477–488, Cham, 2020. c⃝ Springer,
Springer International Publishing.

The experiments and application of the fourth part are described more extens-
ively also in these publications:

• Michele Fraccaroli, Giulia Mazzucchelli, and Alice Bizzarri. Machine
learning techniques for extracting relevant features from clinical data
for COVID-19 mortality prediction. In 2021 Symposium on Computers
and Communications (ISCC): 26th IEEE Symposium on Computers and
Communications - Workshop on ICT Solutions for eHealth (ICTS4eHealth)
(ICTS4eHealth2021), pages 1–7, Athens, Greece, September 2021.

• Michele Fraccaroli, Alice Bizzarri, Paolo Casellati, and Evelina Lamma.
Cross entropy overlap distance. Accepted and Presented at ITAL-IA
2022, workshop on AI for Industry, feb 2022.2

• Fadja, A.N., Fraccaroli, M., Bizzarri, A. et al. Neural-Symbolic En-
semble Learning for early-stage prediction of critical state of Covid-19 pa-
tients. Med Biol Eng Comput (2022). https://doi.org/10.1007/s11517-
022-02674-1.2

2Reproduced with permission from Springer Nature
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2.1 How to Read this Thesis

We tried to make this work as understandable and logically smooth as possible.
The main topic of this work is the explainability of Deep Learning models. Fol-
lowing the Figure 2.1, Chapters 3 to 5 compose the background. Chapter 6 and
7 are important for correctly understanding the part of the thesis that compose
the right branch of Figure 2.1 (Chapter 8). Chapters 9 and 13 compose the
second approach to explainability for AI systems.
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Background

Our contribution

Figure 2.1: Chapter dependency graph. For instance, to understand Chapter
9, you have to read Chapter 8.
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Chapter 3

Deep Learning

Deep Learning (DL) is a Machine Learning (ML) technique inspired from
neuroscience. It uses a computational model called Artificial Neural Net-
work (ANN) which is inspired by the real biological neural network [3]. DL
involves computational models, called neural network that is composed of mul-
tiple hierarchical levels to be able to learn data representations with multiple
levels of abstraction where, each level, learns concepts based on the previous
levels. This stacking of layers and units (neurons) per layer can allows neural
networks to represent functions of increasing complexity.

DL architectures such as Deep Feedforward Network (DFN), Recurrent
Neural Network (RNN) and CNN have been applied to fields including com-
puter vision, speech and audio recognition, natural language processing, social
network filtering, bioinformatics and many other sectors.

These systems learn in two main ways: supervised and unsupervised. Su-
pervised Learning is a type of learning that starts from the examples provided
during the training phase. Every example is composed by an input object and
a desiderated output value (label). This value is what we want to get form the
network.

In Supervised Learning, we need to supply the network with the right
amount of the examples. With these data, the network builds an interpretation
of the input, that enables it to correctly classify the given examples. In other
words, it analyses the given data and produces an inferred function which can
be used for mapping new examples.

15



Figure 3.1: Representation of a structure of an artificial neuron.

Unsupervised Learning is like a Supervised Learning but, the examples
provided to the network do not have an output label. The network uses the
examples for learning common features for trying to reason and predict future
input.

The core example of deep learning model is the Multilayer Perceptron
(MLP) [4].This is an extension of the perceptron [5]. The MLP consists in
at least three layers: input layer, hidden layer and output layer. Each node of
this network (excluding the input) is a neuron that use a non-linear activation
function. The activation function define the output of a neuron given a set (or
single) inputs. This output represent the input of the next neurons and so on.
A representation of a structure of an artificial neuron can be seen in Figure
3.1.

3.1 Deep Feed-forward Networks

DFN, also called MLP, have many intermediate layers between the input and
output’s layers. A feed-forward network defines a mapping y = f(X, θ) where
X is the input, Y is the category or output and θ represents the parameter
vector that the network has to learn [4]. Then, the objective is to approx-
imate a function f : Rn×m → Rk by means of other functions such that
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f(X) = fn(fn−1(...(f1(f0(X))))), where X is the input tensor (a tensor is
a n-dimensional vector with n ∈ N) of size n×m. Then, the MLP is a neural
network with n layers, each representing a function fj with j the number of
the layer. The information flows through the network form the input X to the
output Y without feedback. DFN are extremely important for deep learning
applications. since they are the common architecture for popular network such
as RNN [6] or CNN. The CNN is the fundamental basic network used in the
techniques explained in this work.

3.2 Convolutional Neural Network

CNN is the base network for image analysis. Convolution is a mathematical
operation between two functions of a variable, it’s the integration of products
between the first function and the second translated of a certain value:

(f ∗ g)(t) =
∫︂ ∞

−∞
f(a)g(t− a)da (3.1)

(f ∗ g)[n] =
∞∑︂

a=−∞

f(a)g(n− a) (3.2)

Equation 3.1 defines convolution between continuous function while Equa-
tion 3.2 adapt it to discrete data. Moving from mathematics to CNN, the
function f is the input, the function g is the kernel and the output is called
feature map.

CNN are inspired by biological processes [7], indeed, the connection between
neurons is similar to that of the animal visual cortex: every neuron responds
to a stimuli of a specific region of the visual field, the receptive field. Receptive
fields partially overlap and cover the entire visual field. The design of CNN is
composed by an input, an output and a multiple hidden layer. These layers
typically consist in a series of:

• Convolutional layer
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• Activation function

• Pooling layer

The convolutional layer is parametrized by a tensor with shape (image
width) x (image height) x (image depth) (or channels). Image depth is the
number of colour channels (for a colour images channels is 3, red, green and
blue). Then, give an input matrix, eg, an image, this layer perform a filtering
with a filter called kernel and the region of the matrix (or image) covered by a
kernel is called receptive field. The filtering operation consists of a multiplic-
ation of the filter values with the pixel values of the input tensor, generating
a unique number in output that represents the single receptive field. This
operation is repeated moving the filter over the whole image by a predefined
unit. At the end of this operation, we have the feature map as output, that
is a smaller matrix than the input that represents an extraction of significant
features found in the original image. The graphical situation is represented in
Figure 3.4. After the convolutional layer, there is a non-linear layer or activa-
tion layer. The utility of this layer is to introduce a non-linearity. There are
different types of activation functions such as: sigmoid or tanh but the best
choice for hidden layers is the Rectified Linear Units (ReLU) [8, 4]. The three
principal functions are described by figures 3.2 and 3.3. ReLU and Exponential
Linear Unit (ELU) are the best choice because the training time of the network
is shorter then other activation functions and still maintains good accuracy.
Function ELU, unlike ReLU, tries to make the mean activations closer to zero.
ELU can obtain an higher classification accuracy than ReLU [9].

The mathematical functions applied at every input is:

y = x+ = max(0, x) (3.3)

for ReLU and

y =

⎧⎨⎩x x ≥ 0

α(ex − 1) otherwise
(3.4)

for ELU where the parameter α is a hyper-parameter to be tuned.

After the activation layer, there is the pooling layer. Pooling can be global
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Figure 3.4: Input tensor (top grid) with kernel 2x2 (red square) in the first
position and the respective point or result on feature map (bottom grid). The
grey square represent the second step of filtering.

or local. This layer reduces the dimensions of the matrix using a kernel and
a stride of the same length. The global pooling acts on all the neurons of the
previous convolutional layer while the local combine small clusters as can be
seen in Figure 3.5. The operation applied by pooling layer can be a max or
an average. Max-pooling use the maximum value from each cluster, instead,
average pooling use the average value from each cluster. For each filtering, the
layer maintain the highest (or the mean) value of parameters thus obtaining a
reduced matrix. The second purpose of pooling is to control overfitting, this
happens because, for every pooling layer, many values are deleted, keeping
only the most significant.
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Figure 3.5: This is an example of max-pooling. The output of convolutional
layer (top grid) is the input of pooling layer with kernel 2x2 and stride 2 and
the bottom grid is the result of max-pooling.

Figure 3.6: Some layers of fully connected neurons terminated with classifica-
tion.

The last layer and also the output layer of this network is the fully con-
nected layer. This layer connect every neuron of a layer to every neuron of
layer above. This is used for classification and returns the effective output of
the whole CNN as shown in Figure 3.6.
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Figure 3.7: Representation of AE.

3.3 Autoencoders

An AE [4] is a type of neural network that is trained to try to replicate its
input to its output. This network can be decomposed into two parts: an
encoder (E) that compresses the input into latent space h and a decoder (D)
that produces a reconstruction of the input starting from the latent space h as
shown in Figure 3.7. Then, if x is the input the given to the network, the E
can be defined as h = f(x) where f is the encoder function, D can be defined
as r = g(h) where g is the decoder function and r is the reconstruction of x.
Then, an AE learns to set g(h)→ g(f(x)) = x.

The potential of AE lies in the input copying task and in the possibility of
constraining h to be smaller than x (in this case, we talk about undercomplete
AE). Learning an undercomplete representation forces the network to identify
the most important features of the input data. This process can be performed
minimizing the function l(x, g(f(x))) where l is the loss function that penalizes
the network when g(f(x)) is distant from x.

In addition to the mentioned AE, there are other types and variations of
AE: Sparse, Denoising and Variational AE. A Sparse AE is an AE that exploits
a sparse penalty on the latent space as a training criterion. This type of AE is
used to perform tasks like classification. Denoising AE is an AE used to remove
corruption (or noise) from the input data. Instead of applying penalty like the
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Figure 3.8: Representation of GAN.

Sparse AE, in this case, the network minimizes the function l(x, g(f(x̃))) where
x̃ is a noisy version of x. A Variational Autoencoder (VAE) is a generative
network, that is a type of network which, starting from a compressed vector or
from random noise, is able to generate a realistically truthful data. VAE it is
related to AE because of its architectural affinity. VAE differs from standard
AE in the latent space representation. Instead of encoding an input as a single
embedding, VAE encodes it as a distribution over the latent space. Then, the
encoder of VAE defines an approximate posterior distribution q(h|x), which
takes in input x and outputs a set of parameters to describe a conditional
distribution of h (typically µ and σ). The decoder defines the conditional
distribution over p(x|h). It takes in input h and outputs the parameters for
a conditional distribution of the observation. There are other many types of
AE. Please, see [4] for more detailed descriptions.

3.4 Generative Adversarial Networks

GANs is a generative modelling approach based on different generator neural
networks. The foundation of GANs is game theory. It includes a generator
that competes against the discriminator network. as shown in Figure 3.8.

The generator produces samples starting from random noise. The discrim-
inator tries to classify if the generated image is a real or fake image. Then, the
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learning process of a GAN can be formulated as a zero-sum game. If ϕg and
ϕd are the payoffs of generator and discriminator respectively, during training,
each network tries to minimize its payoff at convergence. The payoff for a
player is a value that expresses the evaluation of the result obtained by that
player, following the choices made by all the players involved. In this way,
the generator learns how to fool the discriminator, by creating more and more
realistic images. Instead, the discriminator learns how to distinguish real and
fake samples. At convergence, the generator is able to create samples that are
indistinguishable from the real data.
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Chapter 4

Computer Vision

Computer Vision (CV) is a field of computer science that focuses on creating
systems and algorithms that can process and analyse images or videos. This
field includes many techniques typically based on classical image processing
and Artificial Intelligence (AI) algorithms. In the era of Industry 4.0 and
thanks to the availability of enormous amounts of data, much research has
focused on the part of the CV that involves AI techniques. Thanks to this
research advance, the applications of CV range from tasks such as an industrial
vision for anomaly detection and inspection to medical diagnosis and analyses.
The techniques involved in these tasks include the methodologies explained
in Chapter 3, also extending them to tackle more complicated tasks such as
object detection or segmentation by exploiting CNNs or advanced anomaly
detection by integrating GAN and AE. Some applications that take benefit
from CV are automatic industrial inspection, visual surveillance, navigation
systems, autonomous vehicles, robotics, medical diagnosis, etc.

In specific, in the medical environment, one of the most prominent ap-
plications of CV techniques based on AI systems is medical image processing.
This task consists of the extraction of information from patients’ unstructured
data like Computed Tomography (CT) or X-ray scans for diagnostic purpose
[10, 11, 12]. An example of a successful application of these techniques is the
detection of tumours [13, 14] or, concerning recent events, for analysing or
detecting problems related to the Covid-19 infection [15, 16].

In the industrial environment, the applications of CV are mainly focused in
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supporting production processes or quality control. One example of a quality
control task performed by CV is the automatic inspection of the final product
at the end of the production line to find defects or anomalies. A real example
can be wafer inspection [17] in which every single wafer is being measured and
inspected for inaccuracies or defects to prevent a computer chip from coming
to market in an unusable manner.

In the military industry, CV is used for many tasks such as enemy soldiers
detection, and missile or vehicle guidance. More modern applications in this
field that involves AI are exploiting image sensors that provide a rich set of
information for battlefield awareness [18].

All these applications highlight the importance of CV based on AI and
specifically, based on DL. But the pervasive use of DL has raised a problem.
ANNs are considered a black box due to their non-linear structure: this means
that despite the good performance of the ANNs, we can’t understand the in-
ternal reasoning of these models. This peculiarity can bring different problems,
mostly in fields like medicine and autonomous driving.
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Chapter 5

Probabilistic Logic Programming

Probabilistic Logic Programming (PLP) is a tool for reasoning on uncertain
relational domains that is gaining popularity in Statistical Relational Artificial
Intelligence (StarAI) due to its expressiveness and intuitiveness. PLP has been
successfully applied to a variety of fields, such as natural language processing
[19, 20, 21], bio-informatics [22, 23, 24], link prediction in social networks [25],
entity resolution [26] and model checking [27].

Various approaches have been proposed for combining logic programming
with probability theory. One of the most known language for PLP is ProbLog
[23]. ProbLog is a probabilistic extension of Prolog and it is a PLP language
under the distribution semantic [28]. A program that adopts a semantics of
this type defines a probability distribution over normal logic programs called
worlds. To define the probability of a query, this distribution is extended to a
joint distribution of the query and the worlds and the probability of the query
is obtained from the joint distribution by marginalization [29].

A ProbLog program consists of a set of clauses. Every clause ci is labelled
with the probability pi. Listing 5.1 shows an example of ProbLog code.

Listing 5.1: ProbLog example

% Probabilistic facts:

0.5:: heads1.

0.6:: heads2.

% Rules:

twoHeads :- heads1 , heads2.
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% Queries:

query(heads1 ).

query(heads2 ).

query(twoHeads ).

A ProbLog program P = {p1 :: c1, p2 :: c2, .., pi :: cm} defines a probability
distribution over logic program L = {c1, c2, ..., cm} and the aim of inference in
ProbLog is to calculate the probability that the query will succeed [23]. With
reference to Listing 5.1, the three queries return the probabilities of 0.5, 0.6
and 0.3 for heads, heads2 and twoHeads respectively.

Listing 5.2: Another ProbLog example

% Probabilistic facts:

0.8:: stress(ann).

0.6:: influences(ann ,bob).

0.2:: influences(bob ,carl).

% Rules:

smokes(X) :- stress(X).

smokes(X) :- influences(Y,X), smokes(Y).

% Query:

query(smokes(carl )).

Listing 5.2 show another ProbLog code example. In this example, there are
three probabilistic facts reporting how people Ann, Bob and Carl are affected
by stress or influence another person all weighed by the probabilistic weights
at the top of the facts. The rules describe that if a person is stressed, then he
smoke. If a people X is influenced by Y and Y smokes, then X smokes. Then,
given facts and these rules, if we run the query smokes(carl) we obtain the
probability of 0.096.

ProbLog inference [30] works by generating all ground instances of clauses
in the program the query depends on and transforming the clauses to a pro-
positional formula. After that, the logic formula is compiled into a Sentential
Decision Diagram (SDD) [31]. SDDs are a representation language for pro-
positional knowledge bases. Then ProbLog evaluates the SDD bottom-up to
calculate the success probability of the given query.
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5.1 Parameter Learning

The ProbLog system [32] includes a Parameter Learning algorithm (Learning
From Interpretation (LFI)-ProbLog algorithm) [33] that learns the parameters
of ProbLog programs from partial interpretations. Generally, one is interested
in the maximum likelihood parameters given the training data. Then, given a
ProbLog program P containing probabilistic facts with unknown parameters
(probabilistic weights) and a set E = {I1, . . . , IT} of partial interpretations
(the training examples), find the value of the parameters Π of P that maximize
the likelihood of the examples, i.e., solve:

argmaxΠ P (E) = argmaxΠ
∏︁T

t=1 P (q(It)) (5.1)

where partial interpretation I can be written like I =
⟨︁
It, If

⟩︁
where atoms

in It are true and those in If are false. I can be associated with conjunction
q(I) = ∧a∈Ita ∨ ∧a∈If ∼ a. So, given a ProbLog program and a sets of par-
tial interpretations I, the goal is to find the maximum likelihood parameters.
Now, we need to pay attention to interpretations (the training examples) when
computing argmaxΠ P (E). If we have complete interpretations, the paramet-
ers (probabilistic weights) can be computed by relative frequency. If some
interpretations in E are partial, instead, an Expectation–maximization (EM)
algorithm [34] must be used [33, 29]. For a more complete and treatment of
PLP and PLP Parameter Learning, see [29].
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Chapter 6

Neuro-Symbolic Integration

Neuro-Symbolic Integration (NeSy) is a research field that aims to combine
the two most influential aspects of AI: the ability to percept and learn from
data and environment and the capacity to reason on the learned concepts
[35, 36, 37]. NeSy has three purposes: to extend the capabilities of AI as men-
tioned above, to create a system capable of perceiving the outside world and
making complex reasoning about what is perceived and to provide a possible
explanation from these complex systems. This research field boasts several
works carried out over the years but in these years of the explosion of deep
learning, the need to obtain self-explanatory, interpretable and reliable sys-
tems becomes ever greater. Then, the main characteristics of NeSy allow the
combination of robust learning and efficient inference in neural networks, along
with the interpretability offered by symbolic knowledge extraction and reas-
oning with logical systems [38]. We can refer to the systems that integrate
symbolic and sub-symbolic worlds as hybrid. These hybrid methods can be
divided into two families, based on how the blending of symbolic and sub-
symbolic approaches is realised: integration and combination methodologies.

6.1 Integration methods

In this category, we describe the hybrid systems that combine logic and sym-
bolic knowledge with neural networks. Typically, this integration exploits logic
rules for constraining the behaviour of the network via loss extension through
regularization terms or other constraints. The networks are then trained as
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usual via backpropagation.

One of the earliest works in this sub-filed is Knowledge-Based Artificial
Neural Networks (KBANN) [39]. KBANN, starting from a (Prolog-like) know-
ledge base, aims to create a network that semantically reflects the symbolic
knowledge base from which it was created. Another method to constrain the
behaviour of DNNs is DNN with Logic Rules [40]. This method allows the
neural network to be trained at the same time on data and logic rules. This is
made possible by a procedure for translating the symbolic knowledge encoded
as symbolic rules into network parameters. This approach exploits two net-
works: the teacher and the student. Differently from other approaches of the
same category, only the teacher net has a rule-based regularization term on the
loss function. Instead, the student net is trained with a balance of emulating
the teacher net output and predicting the exact output expected by the labels.
Logic Tensor Network (LTN) [41] integrates learning based on Neural Tensor
Network [42] with reasoning based on First-order Logic (FOL). Then, data
in form of vectors, constraints and relations that apply to a certain subset
of vectors, can be specified using FOL. In this way, reasoning on constraints
helps to improve learning and vice versa. The logic formula is used in LTN
to build the loss function. This aims to train the network for approximating
the truth value of the formula given as input. This is done by exploring the
best possible representation for symbolic constructs in a vector space so that
the satisfiability of the network is as close to 1. LTN is an example of explain-
ability by design where the logic is directly encoded into the sub-symbolic
model and is exploited for improving it. An extension of LTN is Lyrics [43].
Lyrics improves the way symbolic knowledge is declaratively enforced while
training the sub-symbolic part of the system. An ulterior interesting approach
for bridging DNNs and symbolic constraints is Semantic Loss Function (SLF)
[44]. The idea is to constrain the training of the network via a propositional
logic formula that is encoded as part of the loss function. This formula is
composed of boolean variables that represent the input and output of neurons
of the network to be constrained. Slightly changing approach, CILP++ [45]
integrates Inductive Logic Programming (ILP) via bottom clause proposition-
alisation and neural networks. ILP is used to find new rules starting from
the input dataset. CILP++ exploits neural nets to make ILP faster and pro-
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positionalisation to make the construction of neural networks out of arbitrary
logic theories possible. Then, the first step is to use propositionalisation to
convert the data (clauses) into real vectors and background knowledge into
an MLP. In this way, the structure of the network reflects the rules into the
background knowledge and the first (input) layer contains a neuron for each
possible atom used in the knowledge base. Thanks to the fact that ILP works
on positive and negative examples, in CILP++ the network is trained so that
the weights of the network are optimized to select the atoms of the rule to
be induced. Strictly correlated to ILP there is Differentiable ILP (δILP) [46].
δILP aims to mimic logic deduction on definite clauses with neural networks
using forward chaining. Another possible approach is that proposed by Luc
De Raedt et al. [47] called DeepProbLog, which exploits PLP instead of ILP.
DeepProbLog is based on ProbLog and exploits neural networks for computing
the probabilities of facts used by logic predicated (called neural predicates). A
DeepProbLog program could include different neural classifiers and is trans-
lated into a tensorial computational graph to be trained and optimized with
gradient descent. The training simultaneously sets the probabilities of facts
and the internal weights of the network. The program is designed for prob-
abilistic inference. One more recent system for blending neural networks and
relational learning is Lifted Relational Neural Networks (LRNN) [48]. Sim-
ilar to DeepProbLog, LRNN exploits sets of weighted formula as a template
for building a neural network to be trained. This approach requires the logic
knowledge base to be grounded before the network construction.

6.2 Combination methods

The combination methodologies try to synergistically combine the symbolic
models - like rule sets or trees - with neural networks. In this category, we can
identify other two sub-categories: symbolic extraction and injection methods.

The main assumption of symbolic extraction models is that the DNN has
been trained and reached a good performance. For this sub-category, the two
principal techniques used to extract knowledge from the neural predictor are
rule and decision tree extraction.

Rule extraction aims to retrieve a flat list of rules from a neural network if
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the form of:

IF condition1 THEN output1

ELSE IF condition2 THEN output2

...
ELSE outputn

Where conditioni can be conjunction (or disjunction) of Boolean predicates,
constraints or M-of-N rules. M-of-N rules are a compact way of representing
knowledge that has a strong intuitive connection to the structure of neural
networks [49]. For rule extraction, we can identify a further division that is:
pedagogical, decompositional and eclectic methods. The pedagogical approach
views the ANN as an oracle in the sense that it does not exploit any internal
information of the network to perform the extraction. The decompositional
approach is capable of extracting symbolic knowledge from a network by look-
ing at the internal parts of the neural predictors. Finally, the eclectic methods,
combine the two previous methods by analysing the internal structure of the
network and extracting rules via training instead of analysing weights [50]. The
first pedagogical approach was proposed by Saito et al. [51]. Their method
extracts M-of-N rules from any "black-box" classifier. It did not support re-
gression tasks but, despite its limitations, this work has been shown to obtain
good results in expert system diagnosis support [51]. ALPA [52] is the first rule
extraction system that is fully applicable to any "black-box" predictor with no
limitations or constraints. For the decompositional approach, one of the first
works is MofN [53]. MofN and other similar methods like RuleNet [54] and
the method of Giles et al. [55] impose some strong restrictions that limit the
neural networks that they can manage. For example, MofN extracts rules in
the form of M-of-N only from the networks obtained from KBANN algorithm
described above. The decision tree extractions methods are quite similar to
rule extraction methods. The difference lies in the hierarchical structure of
the knowledge extracted. One of the main approaches of this sub-category
is TREPAN [56]. TREPAN is a pedagogical algorithm for extracting sym-
bolic representations from trained neural networks. It queries the DNN to
induce a decision tree that describes the concept represented (learned) by the
DNN itself. Following the same line, Krishnan et al. [57] proposed another
method for extracting decision trees from neural networks. Differently from
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TREPAN, in [57] the internal structure of the network is taken into account
in the process of tree generation. Finally, the eclectic approach to knowledge
extraction can be described as the combination of the pedagogical and decom-
positional approaches. For example, the DEDEC [58] system works in two
steps: it identifies functional dependencies between the input and output of an
ANN by analysing the architecture and the weights. The second step is purely
pedagogical. Symbolic learning is performed based on the weights analyses.
Another eclectic method is HERETIC [50]. The idea behind this system is
to perform a symbolic training at each neuron. So, each node on an ANN
generates a decision tree trained with the input-output of the neuron. The
output of the trees of the previous layer become the input of the trees of the
next layer. After the generation of the trees, each tree is converted into a rule
in disjunction normal form.

Knowledge injection is specular to knowledge (rule) extraction. One of
the most typical injections is Knowledge Graph (KG) injection. KG represent
a knowledge base with entities and relations, the idea of KG injection is to
represent this type of information in a continuous vector space to allow a
DNN to use this information during training. Then, a KG, is represented
in a continuous vector space and, after that, the embeddings of entities and
relations are computed by maximizing the plausibility of the observed facts.
The main limitation is that these techniques perform the embedding task only
based on observed facts. The noteworthy approaches in this field are Kale [59]
and Oscar [60]. Kale represents rules as a complex formula modelled by the
t-norm fuzzy logic [61]. Embedding thus becomes minimizing an overall loss
on both atomic and complex formulas. In this way, the embeddings are learned
as compatible with the rules. Instead, Oscar is a pre-training regularization
technique for injecting knowledge and ontologies into a DNN. The knowledge
is exploited as a regulariser for the network.
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Chapter 7

Explainable Artificial Intelligence

eXplainable Artificial Intelligence (XAI) can be defined as an AI that can be
understood by humans in the results and the internal reasoning. The theme
of XAI is directly in contrast with the actual trend of ML and especially DL.
Nowadays, the state-of-the-art of AI is represented by ANNs. These models
can be considered as a black box where nobody (including the designers them-
selves) can explain why an ANN arrived at a specific decision. The problem is
that these black box models are the ones that have given the best results and
that have the potential to be applied to the most important and delicate areas
of our economy, for example, the medical industry, self-driving vehicles, the
judicial and financial sectors. Most of these sectors are particularly sensitive.
Just think about the medical diagnosis or the financial sector. In these fields,
we cannot use oracle systems and simply trust their decision. We need at least
transparent and self-explanatory systems capable of justifying what led them
to make certain decisions [62, 63].

Starting from this point, we can talk about the two main approaches to
the XAI: transparency models and post-hoc explainability. [64]. The term
transparency indicates the human-level understanding of the internal reasoning
of an AI model. Post-hoc explanability indicates models that can be explained
through external XAI techniques.

The transparency models are interpretable and explainable by design. There
are different levels of transparency:

• Simulatability: it is a level of transparency that indicates the model’s
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ability to be simulated by human;

• Decomposability: it is another level of transparency that indicates the
ability to divide the models into parts and explain each part independ-
ently;

• Algorithmic transparency: it is a deeper level of transparency and indic-
ates the possibility of understanding the internal procedure of the model
which leads from the inputs to obtaining a decision.

Post-hoc explanation techniques try to extract an explanation from models
that are not interpretable by design. These techniques are:

• Text explanations: brings explainability by learning to generate text
explanations that help explain the results from the model;

• Visual explanations: aims to visualize the model’s behaviour. There are
many approaches for this scope, for example, dimensionality reduction
or heatmap generation algorithms;

• Local explanations: segments the solution space and gives explanations
to less complex solution subspaces that are relevant for the whole model;

• Explanations by example: extracts examples that are related to the result
generated by the model. This is done to try to get a better understanding
of the model itself;

• Explanation by simplification: a new system is built based on the model
to be explained. This new simplified model tries to resemble the main
model by reducing its complexity and consequently facilitating its inter-
pretability;

• Feature relevance explanation: explains the model by computing the
relevance score for its variables. These scores quantify the sensitivity a
feature has upon the output of the model.
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7.1 Transparent AI Models

A model can be considered transparent if it is understandable by itself. Among
these models, we can mention Linear Regression, Decision Trees, K-Nearest
Neighbours, Rule Based Learners and Bayesian Models.

Logistic Regression [65] takes the assumption of linear dependence between
the predictors and the predicted variables, impeding a flexible fit to the data.
This stiffness of the model is the reason that put Logistic Regression inside
the set of transparency models. A Decision Tree (DT) is a ML algorithm
that builds a tree-like structure used for regression and classification problems
[66]. DTs have long been used in the field of decision-making due to their
intrinsic transparency. DTs recursively split a dataset into smaller groups un-
til it reaches sets that are small enough to be described by a specific class or
class label. Each node of the tree structure represents a test on a specific fea-
ture and each leaf node is associated with a class label. The splitting process
of DTs relies on a set of splitting policies which depend on the features [67].
The branches created during tree generation represent conjunctions of features
that lead to a specific class. Thus, a path from the root to a leaf represents
a whole decision path. K-Nearest Neighbours (KNN) is a ML algorithm for
classification. It classifies a new sample by voting the classes of its k nearest
neighbours. KNN can also be used for regression problems. For classification,
the concept of neighbours is induced by the distance between samples, in the
case of regression, the voting system used for the prediction is replaced by an
average of the target values associated with the k nearest neighbours. The ex-
plainability in the KNN is based on the notion of distance or similarity between
samples and on the possibility to evaluate the reasons for a new sample’s clas-
sification inside a group. Every model that produces rules to classify the data
it is meant to learn from is referred to as Rule Based Learner. Rules can take
the shape of basic conditional if-then rules or more complicated combinations
of simple rules. Rules Based Learners are naturally explainable by their abil-
ity to generate rules in a highly human-understandable form. They are often
used to explain more complex models, exploiting the rules generated to explain
their predictions. Bayesian models take the form of a probabilistic graphical
model that links together a set of variables with conditional dependencies.
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Due to their graphical form, Bayesian models give a good explanation of the
relationship between features and targets.

For more details, we recommend reading the works of Arrieta et al. [64]
and Vilone et al [68]. In this thesis, the explanations of the ensemble and the
neural models are highlighted precisely because they are the families of models
mainly used in this work. In addition to the neural models described above,
ensemble models are a machine learning approach to combine multiple other
models in the prediction process

7.2 Post-hoc Explainability Methods

Post-hoc explainability methods are techniques for retrieving an explanation
from ML models that are not transparent by design. We can consider these
techniques as a set of extensions or external methods to be applied to ML
models to explain their decisions. We can divide these techniques into two
families: model-agnostic and model-specific methods.

Model-agnostic methods can be applied to any ML model and the specific
post-hoc techniques are model simplification, feature relevance extraction and
model visualization. An example of a model simplification method is Local In-
terpretable Model-Agnostic Explanations (LIME) [69]. It builds an arbitrary
number of surrogate simplified models. These surrogate models are trained on
the prediction of the base (opaque) model. Then, LIME interprets individual
model predictions by locally approximating the model around a given predic-
tion. Feature relevance extraction techniques aim to explain the decision (or
the result) of opaque models by measuring the importance of each feature in
the output of the model to be explained. A significant example of this type of
explanation method is SHapley Additive exPlanations (SHAP) [70]. SHAP is
a game-theoretic approach to explaining the output of different machine learn-
ing models. This explainer framework introduced by Lundberg et al. is based
on the Shapley value [71]. The Shapley value is a concept from coalitional
game theory. It assigns a reward to each player in a coalition, depending on
the marginal contribution that they make to it. Visual explanations methods
are another important part of model-agnostic techniques. Most of the visual
explanation methods [72, 73] work along with feature relevance techniques thus
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providing the information that is eventually displayed to the end user, because
it is not easy to create a model-agnostic visualization technique based only on
the input and the output of the model.

7.2.1 Post-hoc Methods for Ensemble Models

Ensemble models are among the most accurate ML models used nowadays.
Their success is due to their good learning capability and their natural predis-
position to explainability. In this family of ML models, we can cite models like
Extra Trees, Random Forest (RF) and eXtreme Gradient Boosting (XGB). For
these models, the two main approaches for post-hoc explanation are model sim-
plification and feature relevance extraction. In the literature, different works
exploit model simplification techniques for explaining tree ensembles like such
as the method proposed by Pedro Domingos [74] that proposes to train a single
less complex model on a dataset labelled by the ensemble model. Another in-
teresting approach is the work of Hara Satoshi et al. [75] which uses a simple
and a full model. The simple model makes the interpretations and the en-
semble model the predictions exploiting Expectation-Maximization [76] and
Kullback-Leibler divergence [77]. For feature relevance explanation methods,
there is an important work by Breiman Leo et al. [78]. They have studied the
variable importance in RF. Their methods are based on the Mean Decrease
Accuracy (MDA) of the RF when a certain variable is randomly permuted in
the out-of-bag samples [79]. Another interesting approach to extracting an
explanation based on the feature importance is the measure of Mean Decrease
in Impurity (MDI) [80]. This method calculates each feature’s importance as
the sum over the number of splits (across all trees) that include the feature,
proportionally to the number of samples it splits.

7.2.2 Post-hoc Methods for Deep Learning Models

Feature relevance techniques are the best method for explaining neural net-
works. In this Section, we focus mainly on the explanation of MLPs and
CNNs.

For MLP, one of the most representative and pioneering works is [81].
Gregoire Montavon et al. created a method called deep Taylor decomposition
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that decomposes the classification of the MLP into contributions of its inputs.
One significant problem in the explanation of deep networks is the verification
of the correctness of the obtained explanations. Following this theme, some
interesting approaches are integrated gradients experimented in [82], PatterNet
[83] and PatternAttribution [83].

The works for explaining CNNs are divided into two branches: those works
that try to understand the process of mapping the output of the network in
the input space to see the salient part of the input that are discriminative
for the output and those that try to understand the internal processes by
analysing the single intermediate layers. For the first category of methods,
one is the work of Matthew D Zeiler et al. [84] that uses the Deconvnet [85]
for reconstructing the maximum activations for each internal layer output.
Finally, to visualize these strong activations in the input image, the authors
use an occlusion sensitivity method to generate a saliency map [86]. A further
step into improving explanation of CNNs is proposed by Sebastian Bach et al.
[87]. Here, the authors propose to visualize the contribution of each pixel in the
input images for the prediction in the form of a heatmap. They use a technique
called Layer-wise Relevance Propagation (LRP) that is based on the Taylor
series close to the prediction point [87]. To improve again visual explanation
methods like heatmaps, class activation maps and saliency maps are used.
Notable is the work of Grad-CAM [88] that computes the gradient of the output
score for the target class, calculated before the last activation w.r.t. the feature
map activations of the last convolutional layer. This produces a localization
map that highlights the most important parts in the input image for predicting
that specific target class. For the second category of methods, one important
work is the techniques proposed by [89]. The authors proposed a method for
reconstructing images from CNN’s internal representation. They showed that
different layers have accurate information about the image. Similar work is
proposed by Anh Nguyen et al. [90] that introduce a Deep Generative Network
to generate the most representative image for a specific class. Most of the
methods of this category, exploit the post-hoc technique of local explanation
for both obtaining a local interpretation of the internal process of a CNN
and for obtaining a global model explanation. In the literature, there are
many other methods for MLPs, CNNs and other types of ANNs explanation.
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based on different approaches like the previously mentioned LIME or based on
adversarial techniques [64].
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Part III

Explainable Deep Learning
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Chapter 8

Explanation by Neuro-Symbolic
Integration

This Chapter present a paradigm of NeSy that integrates DNNs with sym-
bolic AI where the two parts work together but without a reciprocal and dir-
ect integration. Section 8.1 describe Symbolic DNN-Tuner1 [91, 92]. This is
a Neural-Symbolic Neural Architecture Search (NAS) with hyper-parameters
optimization based on Bayesian Optimization (BO). This system can be used
to guide the training of a DNN in constrained situations. For example, if
one wants to design and train a network by binding it to hardware power
and resource consumption constraints as described in Section 8.2. Section
8.3 describe a NeSy ensemble learning system for multimodal learning [93]
called Neural HPLP. This system is developed for learning from heterogeneous
data sources (structured data and 2D or 3D images) and provides a human-
understandable classification in terms of explainability of the AI model. Neural
HPLP was developed for use in the medical field, specifically for analyses and
forecasts of the state of patients affected by COVID-19. This system leverages
both clinical data and patients’ lung CT scans to predict patient mortality or
status.

1Symbolic DNN-Tuner website: https://ml.unife.it/software/symbolic-dnn-tuner/
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8.1 Symbolic DNN-Tuner

DNNs are very sensitive to the tuning of their HPs. Different tunings of the
same neural network can lead to completely different results. For this reason,
Hyper-Parameters Optimization (HPO) algorithms play an important role in
building Deep Learning models. These algorithms have shown good perform-
ance [94], comparable with human experts.

Here we aim at creating an algorithm to drive the training of DNNs, auto-
matizing the choice of HPs and analysing the performance of each training
experiment to obtain a network with better performance. The algorithm com-
bines an automatic tuning approach with some tricks usually used in manual
approaches [95]. For the automatic approach we use BO [96]. This choice is
motivated by the fact that tuning DNNs is computationally expensive and the
BO algorithm limits the evaluations of the objective function (DNNs training
and validation in this case) by spending more time in choosing the next set of
HPs values.

The tricks used in manual approaches to solve problems are mapped into
(non-deterministic, and probabilistic) STRs. These rules identify Tuning Ac-
tions (TAs), which have the purpose of editing the HPs search space, adding
new HPs or updating the network structure without human intervention. All
this is aimed at avoiding network problems like overfitting, underfitting or in-
correct learning rate values and driving the whole learning process to better
results.

Symbolic DNN-Tuner is composed by two main parts: a Neural Block that
manages the neural network, the HPs search space and the application of the
TAs, and a Symbolic Block (developed with PLP, and STRs in particular)
that, on the basis of the network performance and computed metrics after
each training, diagnoses problems and identifies the (most probable) TA to be
applied on the network architecture. In the beginning, probabilistic weights
of STRs are set manually, and then they are refined, after each training, via
Learning from Interpretations (an inference available in PLP) based on the
improvements obtained or not, for each TA applied in previous training.
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8.1.1 Bayesian Optimization

BO is an approach to optimize objective functions (f) which are very expens-
ive and/or slow to optimize [96]. The main idea behind this approach is to
limit the time spent in the evaluation of f by spending more time choosing
the new set of HPs values. BO builds a surrogate model of the objective func-
tion, quantifies the uncertainty in the surrogate using a regression model (e.g.,
Gaussian Process Regression) and uses an acquisition function to decide where
to sample the new set of HPs [97]. The focus of BO is solving the problem:

max
x∈D

f(x) (8.1)

where the input x is in Rd, d is the number of HPs and D is a search space which
can be seen as a hyper-cube where each dimension is a HP. Then, BO builds a
probabilistic model for f(x) and exploits this model to decide where to sample
the next set of HPs values. The idea is to use all the information derived from
previous evaluations of f(x) as a memory to make the next decision.

BO consists of two crucial components: the probabilistic regression model
(e.g., Gaussian Process, see below) and the activation function. The first
component provides a posterior probability distribution that captures the un-
certainty in the surrogate model and the second determines the next point to
evaluate. This is done by measuring the value that would be generated by the
f(x) at this new point based on the posterior distribution [97]. This activa-
tion function is also used for finding a good balance between Exploration and
Exploitation. Exploration aims at selecting samples that eliminate the parts
of the input search space that do not include the maximizer of the f(x), while
Exploitation aims at selecting the sample closest to the optimum with a high
probability [98].

Gaussian Processes (GPs) are stochastic processes and prior distributions
on functions. GPs offers a non-parametric approach in that it finds a distribu-
tion over the possible functions f(x) that are consistent with the observed data.
A GPs can be used for regression problems. Any finite set X = {x1, x2, ..., xn}
induces a multivariate Gaussian distribution with n dimensions and a GP is
completely determined by the mean function µ and the covariance matrix K,
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f ∼ GP(µ,K) [99, 100]. The covariance matrix K is created by evaluating a
covariance function (kernel) k at each pair of points xi, xj, K = k(xi, xj). The
kernel is chosen so that points xi and xj that are closer in the input space,
have a larger correlation. In this way, it can be obtained that these points
should have more similar function values than points that are far apart. For
convenience, we assume that the prior mean is the zero function µ = 0 and,
for covariance, a very popular choice is the squared exponential function

k(xi, xj) = σ2exp
(︂
− 1

2l2
∥xi − xj∥2

)︂
(8.2)

where parameters σ determines the variation of function values from their mean
and l describes how smooth a function is. Given vectors X = [x1, x2, ..., xn]

T

and Y = [y1, y2, ..., yn]
T of observed values, the aim is to predict the y value for

a new point x. It can be shown that y is Gaussian distributed with mean µ =

kTC−1Y and variance σ2 = k(x, x)−kTC−1k [101, 29]. k is the column vector
with elements k(xi, x) and C is composed by elements Cij = k(xi, xj) + s2δij

where s2 is the variance of the random noise in the linear regression model
y = f(x) + ϵ and δij is the Kronecker delta (δij = 1 if i ̸= j, 0 if i = j). So,
if s2 = 0, C = K. In this way, it is possible to define a prior distribution
over parameters instead of choosing values. For a complete and more precise
overview of the GP and its application to ML, see [99].

The Acquisition function determines the next point to evaluate or, in our
case, the next set of HPs values. There are many types of acquisition function
but, the most commonly used is Expected Improvement (EI) [97, 102]. EI
defines a non-negative expected improvement over the best previously observed
target value at a given point x. Since we observe f , we can say that f ∗

n =

maxm≤n f(xm) is the optimal choice, i.e., the previously evaluated point with
the largest value, where n is the number of times that we have evaluated f thus
far. Now suppose that if we evaluate our function f at point x, we will observe
f(x). After the evaluation at the point x, the value of the best observed point
will be either f(x) or f ∗

n (clearly, it depends on who is greater than the other).
The improvement in the value of the best observed point is:

best = max{0, f(x)− f ∗
n} (8.3)
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for simplicity we can write this like [best]+. We would like to choose an x

that leads to maximum improvement, and we take the expected value of this
improvement and choose x to maximize it. We can formalize this as follows:

EIn(x) = En

[︂
[best]+

]︂
(8.4)

EIn(x) = En

[︂
[f(x)− f ∗

n]
+
]︂

(8.5)

where En[·] is the expected value taken under the posterior distribution of f
after having observed x1, ..., xn [97].

8.1.2 DNNs Training Problems and Countermeasures

Experts in DNN training have identified several problems that can be en-
countered, see [95, 103]. Here we list them together with the appropriate
countermeasures mapped into TAs. Table 8.1 shows the association between
symptoms and diagnosed problems. Table 8.2 shows the association between
the problems and the corresponding TAs with the acronyms used in Section
IV Chapter 10 for the description of the experiments.

8.1.2.1 Overfitting

Overfitting is the lack of generalization ability of the model. This happens
when the model adapts too much to the training data, not generalizing and
therefore not working correctly on the validation data [103]. Diagnosing over-

Table 8.1: Symptoms and related problems

Symptoms Problem

Gap between accuracy in training and validation Overfitting
Gap between loss in training and validation Overfitting
High loss Underfitting
Low accuracy Underfitting
Loss trend analysis Increasing loss
Fluctuation of the loss Fluctuating loss
Evaluation of the shape of the loss Low learning rate

High learning rate
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Table 8.2: Problem - TA associations

Problem TAs Acronyms

Overfitting Regularization and Batch Normalization reg_l2 & batch_norm
Increase dropout inc_dropout
Data augmentation data_augm

Underfitting Decrease the learning rate decr_lr
Increase the number of neurons inc_neurons
Addition of fully connected layers new_fc_layer
Addition of convolutional blocks new_conv_layer

Increasing loss Decrease the learning rate decr_lr_inc_loss
Fluctuating loss Increase the batch size inc_batch_size

Decrease the learning rate decr_lr_fl
Low learning rate Increase learning rate inc_lr
High learning rate Decrease learning rate dec_lr

fitting is relatively easy by monitoring the performance of the network dur-
ing both training and validation. Symbolic DNN-Tuner checks the difference
between training and validation for both the accuracy and the loss, in order to
identify any possible gap. A significant gap between the two phases is a clear
symptom of overfitting. When overfitting is diagnosed, Symbolic DNN-Tuner
applies two possible TAs, as shown in Table 8.2: Regularization [104] and
Batch Normalization [105], Increase Dropout [106] and Data Augmentation
[107].

8.1.2.2 Underfitting

Underfitting happens when the model is not able to learn and fails in both the
training and validation phases [103]. In order to detect underfitting, Symbolic
DNN-Tuner measures the accuracy and the loss in the validation phases. If, at
a certain iteration, the loss is greater than a manually predetermined threshold
and accuracy is lower than another manually predetermined threshold, Sym-
bolic DNN-Tuner diagnoses underfitting. These two thresholds are dynamic-
ally increased as the algorithm progresses. This allows Symbolic DNN-Tuner to
become increasingly demanding as iterations progress. For fixing underfitting,
there are different TAs (Table 8.2). Apart from decreasing the learning rate,
the remaining TAs aim at increasing the learning capability of the network.
Besides increasing the number of neurons and the addition of fully connected
layers which are self explicative, we may add a convolutional block composed
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of a sequence of two convolutional layers followed by a pooling and dropout
layer.

8.1.2.3 Increasing Loss

Symbolic DNN-Tuner uses Early Stopping, so, if at a certain iteration the
training loss starts growing, this means that the learning rate is probability
too high. In this case, Symbolic DNN-Tuner applies a TA that aims at reducing
the learning rate’s search space by eliminating all values that are larger than
the last chosen.

8.1.2.4 Fluctuating Loss

The oscillation in the loss is usually due to the batch size. When the batch size
is 1, oscillation can occur and the loss will be noisy. When the batch size is the
complete dataset, the oscillation will be minimal because each update of the
gradient should improve the loss function monotonically (unless the learning
rate is set too high). When this behaviour is detected, a TA that aims at
shrinking the batch size’s search space is applied, to make sure larger values
are selected in the next iterations.

8.1.2.5 Management of the Learning Rate

For the correct management of the learning rate, we exploit the relation
between the loss and the learning rate [108], as can be seen in Figure 8.1.
From the trend of the loss, Symbolic DNN-Tuner can diagnose if the learn-
ing rate is too high or too low. For doing this, the algorithm computes the
integral of the loss and the line between the initial and the final loss, that is
AUL and AULL respectively. Then the absolute difference between the two is
computed. The next step is to check whether the difference is greater or less
than two thresholds as you can see in Equation 8.8.

AUL =

∫︂
loss AULL =

∫︂
line (8.6)

R = |AULL− AUL| (8.7)
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Figure 8.1: Relation between loss and learning rate.

Problems =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
too_large_lr if R > 3AULL

4

too_small_lr if R < AULL
4

good_lr otherwise

(8.8)

Figures 8.2, 8.3 and 8.4 shows the difference between the AUL and AULL
in the three main cases of good, high and low learning rate. R changes con-
siderably depending on the shape of the loss and therefore depending on the
learning rate. When the diagnosis is too_large_lr, a TA that removes large
values from the learning rates search space is applied. On the contrary, when
the diagnosis is too_small_lr, a TA that removes small values from the learn-
ing rates search space is applied.

8.1.3 Framework Description

Symbolic DNN-Tuner is a system developed and implemented during the PhD
programme to drive the training of a DNN, analysing the performance of each
training experiment and automatizing the choice of HPs to obtain a network
with better performance. It only requires an initial definition of the network
architecture, a space of values for the HPs to be optimized and the datasets
for training and validation. The system starts with a given set of rules with

54



(a) AUL (b) AULL

Figure 8.2: AUL (light yellow area) and difference displayed in Equation 8.7
(yellow area) when learning rate is good.

(a) AUL (b) AULL

Figure 8.3: AUL (light yellow area) and difference displayed in Equation 8.7
(yellow area) when learning rate is high.

(a) AUL (b) AULL

Figure 8.4: AUL (light yellow area) and difference displayed in Equation 8.7
(yellow area) when learning rate is low.
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default weights (which change by LFI, after each training and diagnosis phase).
These rules are written in PLP, and implement Table 8.2. A sample of these
rules is given in Listing 8.1 and Listing 8.3.

Symbolic DNN-Tuner exploits BO for the choice of HPs and applies a
performance analysis at the end of each training and validation session in
order to identify possible problems such as overfitting, underfitting or incorrect
learning rate configurations as described in Section 8.1.2.

By analysing the behaviour of the network, it is possible to identify some
problems (e.g., overfitting, underfitting, etc.) that BO is not able to avoid
because it works only with a single metrics (validation loss or accuracy, training
loss or accuracy). When Symbolic DNN-Tuner diagnoses these problems, it
changes the search space of HP values or the architecture of the network by
applying TAs to drive the DNN to a better solution.

8.1.3.1 Architecture

Symbolic DNN-Tuner is composed by two main parts: a Neural Block that
manages the neural network, the HPs search space and the application of the
TAs, and a Symbolic Block (where STRs are implemented in PLP) that, on the
basis of the network performance and computed metrics after each training,
diagnoses problems and identifies the (most probable) TAs to be applied on
the network architecture.

In the beginning, the probabilistic weights of STRs are set manually, and
then they are refined, after each training, via LFI on the basis of the improve-
ments obtained or not, for each TA applied in previous training. The schema
of Symbolic DNN-Tuner and of its blocks is shown in Figure 8.5.

STRs are probabilistic rules that map problems into resolutive actions
(TAs) as defined in Table 8.2, and those weights are learned by LFI [33].
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Figure 8.5: Symbolic DNN-Tuner execution pipeline with Neural Block and
Symbolic Block. In the Figure is shown the Symbolic DNN-Tuner’s pipeline
and the steps between Neural and Symbolic block.

8.1.3.2 Algorithm

At each iteration, Symbolic DNN-Tuner trains and validates the neural net-
work means of BO. Once training and validation have finished, the algorithm
checks if training and validation have achieved better results than the previous
training (the training of the neural network performed in the previous iteration
of Symbolic DNN-Tuner) in terms of accuracy and loss (line 12 in Algorithm
1). This improvement check is used to build the training set for LFI. In fact,
at each iteration, a new point is added to the training set for LFI and para-
meter learning is rerun. Then, the new weights of the STRs are placed in the
symbolic program and the diagnosis starts. The symbolic analysis (line 22 in
Algorithm 1) returns the TAs to be applied to the network architecture and/or
HPs search space.

After each training, the BO status is saved, so that we can resume it for the
new training of the network in the next iteration of Symbolic DNN-Tuner. The
importance of starting a new training with a resumed BO status is that BO
works by maintaining some kind of memory of the experience of past training
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and, in this way, it will choose the HPs values in an optimized way. This is
possible only if the HPs search space or the neural network architecture has
not changed.

Algorithm 1 Symbolic DNN-Tuner
1: procedure Symbolic_DNN_Tuner(S,M, n, PM)
2: Iteration← 0
3: Ckpt← ∅
4: (Ckpt,R,H)← BOs(S,M)
5: (NewM,NewS)←Analysis_Tuning(R,H,PM)
6: while Iteration ≤ n do ▷ Symbolic DNN-Tuner main loop
7: if NewM ̸= M then
8: (Ckpt,R,H)← BOs(S,NewM) ▷ New training with BO from scratch
9: else

10: (Ckpt,R,H)← BOr(NewS,NewM,Ckpt) ▷ New training with a restored
checkpoint

11: end if ▷ - status of BO
12: Improve← ImprovementChecker(R,DB)
13: PM ← LearnFromInt(Improve, SymbolicDiagnosis, SymbolicTuning)
14: (M = NewM,S = NewS)←Analysis_Tuning(R,H,PM)
15: Iteration← (Iteration+ 1)
16: end while
17: end procedure
18:
19: function Analysis_Tuning(R,H,PM)
20: DB ← saveResult(DB,R)
21: (AUL,AULL)← Areas(H)
22: (SymDiagnosis, SymTuning)← SymbolicAnalysis([H,R,AUL,AULL],PM )
23: (NewM,NewS)← Tuning(SymDiagnosis, SymTuning)
24: return (NewM,NewS)
25: end function

Due to the sequential application of the TAs, there are some possible dan-
gerous feedback loops. This problem can occur specifically with the TAs for
the management of the learning rate (increasing and decreasing of the learn-
ing rate) or with the TAs for fixing underfitting. Thanks to the management
described in Section 8.1.2.5, possible loops on learning rate are avoided. For
TAs to fix underfitting, thresholds have been set to prevent loops that lead to
too large networks.

Algorithms 1 encapsulates the whole Symbolic DNN-Tuner’s process. With
BOs and BOr we refer respectively to the functions that applies BO from
scratch and BO with resumed status respectively. With S, M , n and PM

we refer respectively to the search space of HPs values, initial neural net-
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work, number of cycles of the algorithm and the Probabilistic Model coded
into Symbolic DNN-Tuner. Iteration is the counter of the iteration of Sym-
bolic DNN-Tuner. Ckpt is a checkpoint of the Bayesian Algorithm that can
be used to restore the state of the BO.

BOs, receiving S and M or NewM , returns the checkpoint of the BO, the
results of the evaluation of the trained network in terms of loss and accuracy
R (R is the tuple (Acc, Loss)) and the history H of the loss and accuracy in
both training and validation. BOr, receiving the new restricted search space
NewS, the new neural network model NewM and Ckpt, perform the same
computation as BOs but starting from a checkpoint rather than from scratch.

The results R are stored in the database DB. Improve is a boolean value
indicating whether there was an improvement over the previous iteration. PM

is updated by the Learning From Interpretation (LearnFromInt) function
after each iteration of the algorithm. This step can be applied after the first it-
eration of the whole algorithm because we need to have the SymbolicDiagnosis

and SymbolicTuning to performing the LearnFromInt function and learn
the weights of the STRs. These two variables are obtained from the previ-
ous tuning step of the algorithm. The LearnFromInt and SymbolicAnalysis

functions from line 19 of Algorithm 1 are fully developed exploiting PLP. will
be explained in detail in the next section. AUL and AULL will be useful
for the analysis of the learning rate. NewM and NewsS are the new model
and the new restricted search space obtained after the application of the TA,
respectively.
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Figure 8.6: Symbolic Block of Symbolic DNN-Tuner. The numbers mark the
order of execution.

8.1.3.3 Symbolic Section

The Symbolic Block performs the LearnFromInt and SymbolicAnalysis func-
tions in Algorithm 1. This block analyses the network metrics (R, H, AUL
and AULL in Algorithm 1), producing a diagnosis and, from this, returns the
TAs to be applied. In the following, we describe in more detail how STRs have
been implemented in PLP and how their weights are calibrated by exploiting
LFI.

The Symbolic Block, is composed of a PLP program with three parts: Facts,
Diagnosis and Tuning (FACTS, DIAGNOSIS and TUNING sections in Listing
8.3). A sample program is shown in Listing 8.3. The whole logic program is
dynamically created by the union of these three parts at each iteration of the
Algorithm 1, as can be seen in Figure 8.6. Facts memorizes R, H, AUL and
AULL obtained from the Neural Block (arc 1 in Figure 8.6). The Diagnosis
section encapsulates the code for diagnosing the DNNs behaviour problems.
Finally, the Tuning section is composed by the STRs. Facts, Diagnosis and
Tuning form the symbolic program. Thanks to ProbLog inference, we can
query this program and obtain the TAs (arc 3 in Figure 8.6). And finally, TAs
are passed to the Neural Block and applied to the DNN structure or the HPs
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search space.

Each STR encapsulates a TA associated with a problem (see the associ-
ations in Table 8.2). TAs and problems of Table 2 are mapped into arguments
of atoms of symbolic tuning rules, occurring in their head and body, respect-
ively, as shown in Listing 8.1. Each STR has a weight which determines the
probability of application of its TA, in case the associated problem is dia-
gnosed. In the Tuning section, each STR is a rule such as those described in
Listing 8.1.

Listing 8.1: STRs in the symbolic part of Symbolic DNN-Tuner

0.7:: action(data_augment ):- problem(overfitting ).

0.3:: action(decr_lr):- problem(underfitting ).

0.8:: action(inc_neurons ):- problem(underfitting ).

0.4:: action(new_conv_layer ):- problem(underfitting ).

Listing 8.1 shows a subset of all STRs (see Tuning section in Listing 8.3 for
a complete version of Listing 8.1). The problem(...) predicate is defined in
the Diagnosis section of the Symbolic Block, see Listing 8.3.

The probabilistic weights are learned from the experience (evidences) gained
from previous iterations. This experience becomes the set of training examples
for the LFI program. Then, the LFI program is composed of two parts: the
program and the evidences obtained from the ImprovementChecker module,
as shown in Listing 8.2:

Listing 8.2: Learning From Interpretation part of Symbolic DNN-Tuner

% Program

t(0.5):: action(data_augment ).

t(0.2):: action(decr_lr ).

t(0.85):: action(inc_neurons ).

t(0.3):: action(new_conv_layer ).

- - - - - - - - - - - - - - - - - - - -

% Evidence

evidence(action(data_augment), True).

evidence(action(decr_lr), False).
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Figure 8.7: Learning From Interpretation pipeline. In the middle rectangle, in
blue, we can see the learned parameters after the LFI.
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This file is built dynamically at each iteration of Algorithm 1. After each
training, Symbolic DNN-Tuner checks the improvement of the network with
the ImprovementChecker module. The improvement (Improve in the Al-
gorithm 1) is a Boolean value and it is used to build the evidence. The aim is
to reward with greater probability those TAs that have led to improvements.
In detail, in Figure 8.7 we can see that, starting from a program like Listing
8.2, learning the parameters of this program, we can obtain the new values of
probability of applying the TA. After that, we can update the probability in
the head of the STRs. In this way, Symbolic DNN-Tuner can learn which TA
was better and consequently favours it over the others.

Finally, with the complete and updated symbolic program, we can use
ProbLog inference and query the program for the probabilities of given query
atoms, say, query(problem(_)) and query(action(_)). For clarity, an ex-
tract of ProbLog code is provided in Listing 8.3.

In the rest of this Section, we show an extract of ProbLog code used in
Symbolic DNN-Tuner.

Listing 8.3: Extract of Logic section of Symbolic DNN-Tuner
% FACTS ----------------------------------------------------------
a([0.0529399998486042 , 0.0710360012948513 ,
0.6266616476927525 , 0.6298289950701192 , ... ]).
va([0.0191 , 0.0593 , 0.1797 , 0.2304 , 0.2512 , 0.28,
0.5261 , 0.5339 , 0.5273 , ... ]).
l([4.776382889623642 , 4.218988112640381 , 3.960466429057121 ,
1.8257129939079284 , ... ]).
vl ([5.670237278938293 , 4.4710672222614285 ,
2.000358765614033 , 1.9812814263105392 , ...]).
itacc (0.10625000000000001).
itloss (0.4125).

% DIAGNOSIS ------------------------------------------------------
abs2(X,Y) :- Y is abs(X).
isclose(X,Y,W) :- D is X - Y, abs2(D,D1), D1 =< W.
gap_tr_te_acc :- a(A), va(VA), last(A,LTA), last(VA ,ScoreA),
Res is LTA - ScoreA , abs2(Res ,Res1), Res1 > 0.2.
gap_tr_te_loss :- l(L), vl(VL), last(L,LTL), last(VL,ScoreL),
Res is LTL - ScoreL , abs2(Res ,Res1), Res1 > 0.2.
low_acc :- va(A), itacc(Tha), last(A,LTA),
Res is LTA - 1.0, abs2(Res ,Res1), Res1 > Tha
high_loss :- vl(L), itloss(Thl), last(L,LTL), \+ isclose(LTL ,0,Thl).

% PROBLEMS -------------------------------------------------------
problem(overfitting) :- gap_tr_te_acc; gap_tr_te_loss.
problem(underfitting) :- high_loss; low_acc.

% TUNING ---------------------------------------------------------
action(reg_l2) :- problem(overfitting ).
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0.545454545454545:: action(inc_dropout ):- problem(overfitting ).
0.0:: action(data_augment ):- problem(overfitting ).
0.3:: action(decr_lr):- problem(underfitting ).
0.0:: action(inc_neurons ):- problem(underfitting ).
0.545454545454545:: action(new_fc_layer ):- problem(underfitting ).
0.4:: action(new_conv_layer ):- problem(underfitting ).

% QUERY ----------------------------------------------------------
query(problem(_)).
query(action(_)).

Listing 8.3 shows a portion of the logic program of Symbolic DNN-Tuner.
The first part contains the Facts. They describe the history of the accuracy
and the loss during training phase and validation phase (a([]), l([]) and
va([]) and vl([]) respectively). itacc() and itloss() are two threshold
used to diagnose underfitting (see Section 8.1.2).

The Diagnosis section contains some utility functions and examples of
clauses used for the analysis applied to Facts. The clauses are used to catch
some gaps between training and validation phases of accuracy and loss, and
to identify if loss is too high or accuracy too low. With these clauses, we can
identify the problems encountered through the clauses found in the Problems
section.

At the end, there are the STRs containing the TAs (Tuning section), each
with its probability in the head of the clauses. For example, if gap_tr_te_acc
or gap_tr_te_loss is true, this means that there is a gap between training
and validation accuracy or loss larger than 0.2 (e.g., training accuracy is 0.8
and validation accuracy is 0.5). This means that problem(overfitting) is
true, then overfitting is diagnosed and the clauses with body true are the
following in the Listing 8.4:

Listing 8.4: Clauses with body true
action(reg_l2) :- problem(overfitting ).
0.545454545454545:: action(inc_dropout ):- problem(overfitting ).
0.0:: action(data_augment ):- problem(overfitting ).

By querying the program with query(problem(_)) and query(action(_))

we retrieve the problems and the TAs. In this case we retrieve overfitting with
query(problem(_)) and L2 regularization, increment dropout and data aug-
mentation each with its probability of application with query(actions(_)).
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8.1.3.4 Tracking and Monitoring Experiments

To monitoring the experiments, Symbolic DNN-Tuner has a dashboard de-
veloped with the Dash framework 2 and Netron 34. Figures 8.8 and 8.9 show
the four pages of the dashboard. During the execution, all events are logged.
All trained models, together with their probabilistic weights, the diagnosis,
the TAs applied, are saved. The Neural Component can also log the training
information to be monitored using TensorBoard5 if more details are needed on
the performance of the networks.

Figure 8.8 shows the tabs of metrics and HPs of the dashboard. Figure
8.8 (a) displays metrics such as accuracy and loss during the training and
validation phases. Figure 8.8 (b) shows the HPs used in each iteration of the
software. The orange point is the last iteration with its HPs. To see the whole
history of the HPs used in each iteration of Symbolic DNN-Tuner, you can
follow the little red arrow in the HPs graph.

Figure 8.9 shows the tabs of probabilistic weights and network architecture
of the dashboard. Figure 8.9 (a) shows the page with the probabilistic weights
of the STRs. At each iteration of the Symbolic DNN-Tuner, it is possible to see
which TA was found to be more effective during the HP optimization process.
Figure 8.9 (b) shows the integration with Netron for visualizing the network
architecture. Thanks to the integration with Netron, it is possible to interact
with the network and see more details for each layer (e.g., activation, kernel
size, kernel regularization, etc.).

8.1.4 Related Work

In the ML automation scenario, we can distinguish two main work areas: the
HPO algorithm and the NAS algorithm [109]. The first works only on the HPs
that govern the main settings of ML systems (including DL) for the training
phases. The latter works mainly on the DNNs architecture.

In the field of DL, the state-of-the-art of HPO algorithm are: Grid Search,

2Dash framework website: https://plotly.com/dash/
3Netron website: https://lutzroeder.github.io/netron/
4Netron GitHub repository: https://github.com/lutzroeder/netron
5TensorBoard website: https://www.tensorflow.org/tensorboard
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(a) Metrics of current training

(b) Hyper-Parameters

Figure 8.8: Symbolic DNN-Tuner’s dashboard for monitoring the whole op-
timization process: (a) page with the metrics, (b) page with the HPs used in
each iteration of the software.
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(a) Probabilistic weights

(b) Network architecture

Figure 8.9: Symbolic DNN-Tuner’s dashboard: (a) page with the probabilistic
weights of the STRs of the Symbolic Parts, (b) visualization of the network’s
architecture using Netron.
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Random Search and BO. Grid search [110] is the basic method for the HPO.
It performs exhaustive research (also called brute-force research) on the user-
specified HPs search space. This algorithm performs new training for each
combination of the HPs and each training is independent of the others. This
allows it to run in parallel and guarantees to find the optimal configuration
but, Grid Search suffers from the curse of dimensionality. This problem arises
because the computational resources increase exponentially with the number
of hyper-parameters to set [110]. The application of this algorithm with the
actual DNNs is correlated with the huge amount of HPs to set (then a huge
number of possible configuration) and to the dimension of the modern DNNs
architecture which could take a long time to complete the training phase. This
rise a time problem.

Random Search [111] performs a random search over the used defined HPs
search space. Random search leads to better results than the previous al-
gorithm due to the predetermined budget (the searching process stops when
this budget is reached). Random search may perform better especially when
some HPs are not uniformly distributed [110]. Unlike the Grid Search, this
algorithm does not guarantee to achieve the optimum, but it requires less
computational time while finding a reasonably good model in most cases [111].

BO is a Sequential Model-Based Optimization (SMBO) algorithm aimed
at finding the global optimum with the minimum number of trials. Its success
in optimizing the HPs of DNNs is because BO limits the number of training of
DNNs spending more time choosing the next set of HPs to try. In literature,
there are works that apply this kind of HPO algorithm to DNNs [112, 100, 113].

NAS is the process of automating the design of DNNs architectures. It
is strictly correlated to HPO and Automated Machine Learning (AutoML).
NAS methods have outperformed manually designed architectures [114, 115].
The state-of-the-art NAS are: Efficient Neural Architecture Search (ENAS)
[116], Differentiable Architecture Search (DARTS) [117], Single Path One-
Shot (SPOS) [118] and ProxylessNAS [119]. We will explore this topic later.
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8.2 Symbolic DNN-Tuner in DNN’s Design for

Edge Devices

The task of designing DNNs for edge devices is a problem that is placed in a
new growing sub-field of ML called Tiny ML. Tiny ML deals with hardware
and algorithms capable of performing on low-power and with low-computing
capabilities devices. The aim is to find a systematic way of creating and ad-
apting a neural network on a device with power and consumption constraints.
We focused on the use of NAS [120] algorithms to design a DNN, the aim is to
modify a NAS by adding constraints that help it to create a network respecting
certain prerequisites. For this reason we have chosen to modify the optimiza-
tion formula of Symbolic DNN-Tuner to take into account hardware constraints
during the optimization process. In detail, as a hardware constraint, we use
the number of FLOPS that the hardware can manage. Therefore, the goal is
to create an optimization function that aims to maximize the accuracy of the
created models and that tries to have a number of FLOPS that is as close as
possible to the maximum threshold of FLOPS that the hardware can handle.

8.2.1 Neural Architecture Search

NAS is a technique for automating the design of DNN architectures. It is
strictly correlated to AutoML [121]. The three main elements that compose a
NAS are Search Space, Search Strategy and Performance Estimation Strategy.
Search Space refers to all possible architectures that can be generated by the
NAS. Search Strategy refers to the methods to explore the search space with the
canonical exploration-exploitation trade-off. Performance Estimation Strategy
refers to the methods to measure the performance of the neural network [109].
Given a Search Space, there are many Search Strategies that can be used to
explore this space. These strategies include: random search, BO [122], re-
inforcement learning [116], gradient-based methods [117] and evolutionary al-
gorithms like genetic algorithm[123] [109]. We can group NAS in two branches:
the standard and the one-shot NAS [124]. Standard NAS follows the tradi-
tional search approach also used by Grid Search, where each generated DNN
runs as an independent trail. One-shot NAS use weight sharing among models
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in neural architecture search space to train a super-net and uses this to select
better models. This type of algorithm reduces computational resources com-
pared to the classical NAS algorithm. The state-of-the-art of one-shot NAS
are: ENAS [116], DARTS [117], SPOS [118] and ProxylessNAS [119].

8.2.2 Symbolic DNN-Tuner’s Constrained Optimization

The optimization process of Symbolic DNN-Tuner is based on the optimization
performed by BO:

min
x∈D

f (8.9)

where the input x is in Rd, d is the number of HPs and D is the search space
which can be seen as a hyper-cube where each dimension is a hyper-parameter.
Then, BO builds a probabilistic model for f and exploits this model to sample
the next set of HPs values. The aim is to use the information derived from
previous evaluations of f as a memory bank to make the next decision in a
non-random way. In the specific case of this work, the aim is to maximize
the accuracy of the model and obtain a network with the FLOPS as close as
possible to the FLOPS threshold. We can accept a model that slightly exceeds
the FLOPS threshold because later a weight pruning pipeline can be applied.
Thus it is possible to optimize the model by maximizing the accuracy and
trying to obtain a network that uses the most of the power of the hardware in
terms of FLOPS. In this way, the optimization formula became:

min
x∈D

fflops (8.10)

fflops = −|Ai − |FLOPSth − FLOPSi|ϵ| (8.11)

where Ai and FLOPSi are the accuracy and the number of FLOPS of the ith
model generated by Symbolic DNN-Tuner. FLOPSth is the threshold of the
FLOPS that the hardware can manage and that forms the power constraint
on which to optimize the network. ϵ is an HP used to balance and adjust
the contribution of the calculated gap between the FLOPS on the objective
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function. FLOPSi and FLOPSth are normalized between 0 and 1.

In order for Symbolic DNN-Tuner to optimize DNNs taking into account
the FLOPS constraint, it is necessary to create a new STR that activates
when the created DNN exceeds the FLOPS limit. To address this problem, we
defined a new problem called latency and two new TA. The first TA decreases
the number of neurons in the various layers and the second removes the last
convolutional layer of the DNN and any other layers related to it (for example,
pooling layer, dropout etc.). This is to maintain consistency in the neural
network architecture after removing the convolutional layer. Listing 8.5 shows
the two new STRs with their respective probabilistic weights.

Listing 8.5: STR for FLOPS constraint

0.4:: action(dec_neurons ,latency):- problem(latency ).

0.7:: action(dec_layers ,latency):- problem(latency ).

8.3 Neural-Symbolic Ensemble Learning for Med-

ical Environment

The medical environment is a fertile ground for the design and implementation
of neural-symbolic or multimodal ML algorithms. This because, in this filed,
there are different sources of heterogeneous data that lead at the same concept
or diagnosis. Then, exploiting DL algorithms on unstructured data (i.e., CT
or X-Ray scans) it is possible to extract concepts that could be integrated on
other structured data (i.e., clinical data) and therefore exploit both perceptive
and reasoning algorithms to correlate this data e get to deeper deductions.
This integration would also lead to the construction not only of more powerful
but also more interpretable and safe systems. The aim of this work is to
design and implement a system that is able to perform an accurate, reliable
and interpretable diagnosis on patients. The system is easily adapted to any
form of medical task that involves the intersection of visual and clinical data.

Due to this historical period conditioned by the pandemic, this work fo-
cused on the cases of application in the field of patient analysis and the infec-
tion from Covid-19, hoping to be able to make a contribution not only to the
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scientific community but also help to the medical community to face this great
challenge.

The global emergency caused by the spread of Covid-19 has highlighted the
necessity for early-stage identification of the complications and risk status of
patients caused by the Covid-19 infection. Early diagnosis is vital for Covid-19
positive patients. With the advent of the pandemic and Medicine 4.0, much
research has focused on healthcare. In fact, AI techniques are increasingly ap-
plied to this field with the aspiration to make machines able to perform typical
human activities [125, 126]. In sensitive areas such as medicine, it is necessary
to build systems that are able to provide clear explanations of their decisions
[63, 127, 128]. For these reasons, we chose to exploit both neural and symbolic
models in order to detect Covid-19 infection from patients’ clinical data and
pulmonary CT scans. More importantly, it is necessary to motivative medical
diagnoses or decisions with detailed reasoning and explanations. Then, DNNs
are used to analyse unstructured data like CT scans and symbolic models are
used to analyse structured clinical data. The aim of this work is to design
and implement a NeSy model that is able to predict the severity of Covid-19
patients from clinical data and lung CT scans, and enable the model to provide
an explanation of its prediction. The idea is to extract relevant patterns from
heterogeneous data collected from patients to produce a more comprehensive
analysis. Therefore, we trained a 3D-CNN for predicting the severity of lung
lesions and a DT to predict the probability of a patient’s death during hospit-
alisation. The output of these two systems is combined to generate the dataset
for the final part of the system which integrates the neural and the symbolic
approaches through HPLP.

8.3.1 System Architecture

In order to predict the health state of Covid-19 patients arriving at the hos-
pital, we propose a novel Neural-Symbolic method shown in Figure 8.10, that
integrates both symbolic and neural systems. The neural-symbolic block is
based on HPLPs [129, 130], which is a ML model that is able to build scalable,
reliable and explainable AI systems. HPLP receives as input the integration
of the outputs of a DT system that predicts the severity state of Covid-19
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Figure 8.10: Overview of the proposed system. From top to bottom you can see
the two different types of data used in this project that feed the two different
ML systems and the integration of the two systems through HPLP.
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patients from clinical data and a 3D-CNN that predicts the patients’ lungs
state using lung CT scans. Then, HPLP learns a set of probabilistic rules that
predicts, at an early stage, if a Covid-19 patient arriving at the hospital will
end in a critical condition. Therefore, we trained a 3D-CNN for predicting
the severity of lung lesions and a DT to predict the probability of a patient’s
death during hospitalization. The output of these two systems are combined
to generate the dataset for the final part of the system which integrates the
neural and the symbolic approaches through HPLP.

8.3.1.1 Machine Learning models for Clinical Data

For the clinical data, DTs [66] and RFs [131, 132] are used. DT is a ML
algorithm that recursively split a dataset into smaller groups until it reaches
sets that are small enough to be described by a specific class or class label. It
builds a tree-like structure in which each node represent a test on a specific
feature (in our case a clinical feature) and each leaf node is associated with
a class label. The splitting process of DTs relies on a set of splitting policies
which depend on the features [67]. The branches created during tree generation
represents conjunctions of features that lead to a specific class. Thus, a path
from the root to a leaf represents a whole decision path (or classification rule).
A decision path is composed of the leaf node and the conditions along the path
(from root to leaf) that forms a conjunction of predicates as follows:

if condition1 ∧ ... ∧ conditionn then outcome (8.12)

There are different DT algorithms. In this work we used the Classification
And Regression Tree (CART) [133] algorithm.

RFs consist of different DTs that operates as an ensemble. Each tree in
the ensemble produces its own class prediction, and the most frequent class
among the DTs is the RF outcome. One of the most important aspects of RFs
is the possibility of measuring the importance of each feature with respect to
the prediction. This is made by measuring how much a tree node k using a
particular feature reduce impurity across all trees in the forest as described in
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Equation 8.13:

N i
k = wkCk − wleft(k)Cleft(k) − wright(k)Cright(k) (8.13)

where N i
k is the importance of feature i in node k, wk is the weighted number

of samples in node k as a fraction of the total weighted number of samples, Ck

is the impurity in node k and left(k) and right(k) are its respective children
nodes. To retrieve a map of which features are important for the final classi-
fication result, we computed N i

k for each node and each feature and normalize
the result as displayed in Equation 8.14:

FIi =

∑︁
k: node k splits on feature i N

i
k∑︁

j∈all nodes N
i
j

(8.14)

8.3.1.2 Deep Learning models for CT Scans

For unstructured data like CT scans, 3D-CNNs are used. Specifically, the
developed 3D-CNN predicts the gravity of lung injuries from patient’s CT
scans. The typical format of images produced by CT machines is DICOM. So,
a CT scan can be seen as a set of images that dissect the patient in slices to form
a 3D image. For this reason we used a CNN with 3D filters. Before training,
CT scans were pre-processed using a segmentation that creates a lung’s binary
mask followed by an application of a mask to eliminate unnecessary parts of
the images as can be seen in Figure 8.11 . The segmentation was done using
the Hounsfield (HU) scale. The HU scale is a quantitative scale for describing
radiodensity in medical CT. On HU scale, air is represented by a value of
−1000 and bone between +700 to +3000. As bones are much denser than
the other soft tissues, they show up much better in CT scans. Using this
information, it was possible to identify which part of the image contains lungs
and create a binary mask (lungs are represented by a value between −700 to
−600 in the HU scale). After the segmentation and after the application of
the binary mask, the images were normalized between 0 and 1. As mentioned
before, we work with 3D images, and to analyse three-dimensional data such as
video and 3D images, where the volumetric or temporal context is important,
it is necessary to use DNN with 3D convolutional layers. 3D-CNNs apply a
three-dimensional filter to data that lies along the 3 dimensions (x , y , z ). Their
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Figure 8.11: Segmentation of CT scans. The odd images represent an original
slice of a DICOM voxel that depict the lungs of the patient. The even images
represents the binary masks obtained after the pre-processing.

output shape is a three-dimensional volume space such as a cube. This is useful
because, in addition to the 2D spatial characteristics of the images, we also
want to learn the volumetric characteristics of the CT scans.

8.3.1.3 Neural HPLP

The proposed NeSy integration exploit HPLP [129, 130], an extension of Lift-
able PLP [134], which is an AI approach for integrating symbolic (e.g probab-
ilistic logic program) and sub-symbolic (neural networks) systems. The pro-
posed system, named Neural HPLP, learns a predicate, also called target pre-
dicate using a set of examples called interpretations. Each interpretation is
associated with each patient and is composed of the outputs of the DT and
the 3D-CNN described in Sections 8.3.1.1 and 8.3.1.2 respectively. The target
predicate is, for a Covid-19 patient, that of being in a critical state.

Now, suppose we want to compute the probability of atoms6 for a target
predicate r using a PLP. In particular, we want to compute the probability
of a ground atom r(t⃗)7, where t⃗ is a vector of terms8. We consider a specific
form of Probabilistic Logic program that defines r in terms of input predicates
(their definition is given as input and is certain) and hidden predicates, defined
by clauses of the program. A discrimination is done between input predicates,
which encapsulate the input data and the background knowledge, and the
target predicate, which is the predicate we are interested in predicting, i.e.
in our case Covid-19 patient in a critical state. We introduce the notion of
hidden predicates which are disjoint from input and target predicates. Each

6An atom is a predicate, p, applied to some terms
7An expression (atom, literal, term or formula) is ground if it does not contain any

variable
8A term is a variable, a constant, or a functor, f , applied to terms, f(t1, t2, . . . , tn).
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clause in the program has a single head atom annotated with a probability.
Furthermore, the program is hierarchically defined so that it can be divided
into layers. Each layer defines a set of hidden predicates in terms of predicates
of the layer immediately below or in terms of input predicates. A generic clause
C is of the form

C = p(X⃗) : π :− ϕ(X⃗, Y⃗ ), b1(X⃗, Y⃗ ), . . . , bm(X⃗, Y⃗ )

where ϕ(X⃗, Y⃗ ) is a conjunction of literals9 for the input predicates. The vector
X⃗ represents variables appearing in the head of C and Y⃗ represents the vari-
ables introduced by input predicates. bi(X⃗, Y⃗ ) for i = 1, . . . ,m is a literal built
on a hidden predicate. Variables in Y⃗ are existentially quantified with scope
the body. Only literals for input predicates can introduce new variables into
the clause. Moreover, all literals for hidden predicates must use the whole set of
variables of the predicate in the head X⃗ and of input predicates Y⃗ . Moreover,
we require that the predicate of each bi(X⃗, Y⃗ ) does not appear elsewhere in the
body of C or in the body of any other clause, i.e each hidden predicate literal
is unique in the program. We call Hierarchical PLP (HPLP) the language that
admits only programs of this form [129]. A generic hierarchical program is
defined as follows:

C1 = r(X⃗) : π1 :− ϕ1, b1_1, . . . , b1_m1

. . .

Cn = r(X⃗) : πn :− ϕn, bn_1, . . . , bn_mn

C1_1_1 = r1_1(X⃗) : π1_1_1 :− ϕ1_1_1, b1_1_1_1, . . . , b1_1_1_m111

. . .

C1_1_n11 = r1_1(X⃗) : π1_1_n11 :− ϕ1_1_n11 , b1_1_n11_1, . . . , b1_1_n11_m11n11

. . .

Cn_1_1 = rn_1(X⃗) : πn_1_1 :− ϕn_1_1, bn_1_1_1, . . . , bn_1_1_mn11

. . .

Cn_1_nn1 = rn_1(X⃗) : πn_1_nn1 :− ϕn_1_nn1 , bn_1_nn1_1, . . . , bn_1_nn1_mn1nn1

. . .

9A literal is an atom or its negation
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where r is the target predicate and r1_1..._n is the predicate of b1_1..._n, e.g.
r1_1 and rn_1 are the predicates of b1_1 and bn_1 respectively. The bodies
of the lowest layer of clauses are composed only of input predicates and do
not contain hidden predicates. Note that here the variables were omitted
except for rule heads. A generic program can be represented by a tree, see
Figure 8.12 with a node for each clause and literal for hidden predicates. Each
clause (literal) node is indicated with Cp⃗ (bp⃗) where p⃗ is a sequence of integers
encoding the path from the root to the node. The predicate of literal bp⃗ is rp⃗

which is different for every value of p⃗.

Figure 8.12: Generic HPLP Program

Given the target predicate to learn, Neural HPLP learns from data a
Hierarchical Probabilistic Logic program (HPL program) which consists of a
set of logical clauses annotated with probabilities. The learned program is
able not only to predict whether a patient arriving at the hospital will end
in a critical state but it is also able to give a useful explanation of its pre-
diction. To learn a HPL program, an algorithm entitled Structure LEArning
of Hierarchical Probabilistic logic programming (SLEAHP) generates a set of
clauses called bottom clauses from examples called interpretations. An inter-
pretation is a whole description of a particular example. In our case it contains
all clinical information concerning a patient, see Example 1. Then, an initially
large HPL program is randomly generated from the bottom clauses. This large
HPL program is converted into a deep neural network and algorithms such as
Gradient Descent/Backpropagation, see [135], and EM, see [136], are applied
to learn the probabilities associated with the clauses. Finally, clauses with
very small values of probabilities are removed. For a detailed description on
HPLP, see [129, 130].
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Since Neural HPLP takes as input a set of interpretations which consists
of the whole description of information regarding a single Covid-19 patient, we
generated as many interpretations as the number of available patients by ap-
plying the following criteria: each interpretation is annotated with a predicate
that defines the critical state of the corresponding patient: a patient is in a
critical state if the DT classifies him/her as subject to death soon (dead) or if
the 3D-CNN classified its lung as in serious condition. Two more predicates
are added in the interpretation which corresponds to the output of the DT
(dead or alive) and the 3D-CNN (state of its lung, serious, minor or healthy)
respectively. In order to enrich each interpretation, we also added in each the
decision path, i.e the set of predicates the DT applies to take its decision, see
Example 1.

8.3.2 Related Work

Different studies demonstrate that early diagnosing of Covid-19 considerably
decreases its mortality rate [137]. Our work introduces an explainable AI sys-
tem, Neural HPLP, that predicts if a Covid-19 will end in a severe condition
and therefore will need intensive care or more intensive treatment. Predict-
ing if a Covid-19 patient will end in a critical condition is useful in managing
the pandemic and save human lives. In the peak of the crisis with numer-
ous Covid-19 patients in severe conditions, managing the limited number of
intensive care in any hospital becomes vital. Knowing early that a Covid-19
patient could end in serious conditions has many advantages: it allows doctors
to gain early knowledge on patients and provide special treatment to those
predicted to finish in severe conditions. Moreover, it allows doctors to predict
the future number of patients in intensive care and therefore enable an optimal
distribution of those places with respect to other critical diseases. Finally, by
providing a rules-based explanation of its prediction, e.g the clinical attributes
relevant to detect the severity condition, Neural HPLP not only guides doc-
tors to provide special treatments to those patients, but appears to be a more
interpretable and reliable predictive model.

Based on the format of the medical data such as structured clinical data,
CT, radiographs, Electrocardiogram (ECG) etc., in the literature, it is pos-
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sible to find different approaches and applications of ML and DL algorithms
that analyse and create predictive models on Covid-19 positive patients. As
far as it concerned work on clinical data, we can cite Chansik An et al. [138].
In [138] the authors suggest different ML models to diagnose Covid-19 patients
based on socio-demographic information and medical status, for the nation-
wide cohort of South Korea. Dan Assaf et al. [139] used DL, RF and DTs to
improve the management of the pandemic through the optimization of both
medical resources allocation and triage procedures. An italian study conduced
by Augusto Di Castelnuovo et al. [140] used ML algorithms to analyse clin-
ical data of about 3000 Covid-19 patients. The work aim at identifying the
underlying characteristics affecting Covid-19 patients who died during hospit-
alization. Another study conduced by Yan Li, et al. [141] uses XGB and DTs
to find some decision rules to detect patients at the highest risk of mortality.

Concerning work on CT scans and/or chest X-Ray, Ardakani et al. built
an ML system that evaluates radiological features of CT images collected from
patients with Covid-19 and non-Covid-19 disease. They used different ML
algorithms to find the computer-aided diagnosis system with the best per-
formance in distinguishing Covid-19 patients from non-Covid-19 pneumonia.
Alsharman et al. [142] used a CNN to detect Covid-19 on CT scans in the
early stage of disease course. Albahli [143] highlighted the high performance
of DNNs in detecting Covid-19 patients. His model reach 89% of accuracy on
synthetic data produced by GAN-based model. Parnian Afshar et al. [144]
try an alternative framework based on Capsule Networks [145] called COVID-
CAPS that is capable of handling small datasets. COVID-CAPS achieved
an accuracy of 95.7%, sensitivity of 90%, specificity of 95.8%, and Area Un-
der the Curve (AUC) of 0.97. In [146], the authors propose an interesting
approach, similar to Neural HPLP, that works on both clinical and images
data for predicting Covid-19 severity. The paper developed a ML model to
predict Covid-19 severities and a model to predict progression to critical dis-
order. These models were trained on radiomics features and clinical variables.
The work accurately predict Covid-19 severity and progression to critical ill-
ness from radiomics features joined with clinical attributes. Differently from
Neural HPLP, the proposed models do not provide a clear explanation of its
prediction.
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Other work addressing Covid-19 thematic is being done. For example,
based on the Intensive Care Unit (ICU), the work of Cheng, Fu-Yuan et al.
[147] exploits ML to create a risk prioritization tool that predicts the ICU
transfer within 24 hours. Another interesting work done by Montomoli et al.
[148] exploits XGB algorithm to predict the increase or decrease in patients’
Sequential Organ Failure Assessment (SOFA) score on day 5 after ICU admis-
sion.

The novelty of Neural HPLP mainly lies in the possibility of obtaining an
explanation from the whole system thanks to the HPLP. In systems that ex-
ploit a different form of data, when using neural networks, it is almost difficult
to provide an explainable interpretation of the results due to their black box
nature. This differentiates Neural HPLP from the other works.
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Chapter 9

Exploiting Explanation

This Chapter present a new paradigm of explainability, in this thesis called
Exploiting Explanation. The concept of this paradigm is to exploit the ex-
planation to improve the performance of the AI model itself. Therefore, the
explanation given to us by the model itself is exploited to try to specialize it
or to speed up learning. Section 9.1 presents a new loss function to be applied
on the training phase of a CNN that acts as an attention module and it is used
to make the CNN focus only on a specific area of the image. This procedure is
useful in industrial cases where random parts of the image must be excluded
from the analysis. This technique exploit a mask-guided attention module for
enhancing the salient part of the image. There are different works in literature
that exploit and implement this approach. We cite some works that applies
this method to the task of pedestrian detection [149, 150, 151].

9.1 Cross Entropy Overlap Distance

Anomaly detection in industrial image data is of the highest importance for
many tasks in the field of computer vision [152]. In the task of surface analysis,
very often, the images acquired in an industrial environment contain some sec-
tions that are not part of the surface to be inspected [153]. Just think of images
of products running on conveyor rollers or connected to other components not
subject to inspection or simply images of the edge of the product which in-
evitably incorporates part of the background. In many cases, if we know the
shape of a product to be inspected, we can simply use some traditional image
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processing techniques to remove the useless parts from the images. But, in
other cases, we don’t know the exact shape of our product or the background
appears in the image.

In order to focus on relevant points of an image, this work proposes and
tests a new approach to identify a systematic way to train a CNN that focuses
only on the area of interest. To do that, we identify the most important pixels
in the images for classification according to a CNN. After that, we calculate
how much these pixels overlap with the mask that is provided, for each image,
during the training phase. The computed overlap value is added to the loss of
the network, to force the network to recognize the most important pixels, only
within the area marked by the masks.

The idea is to add an Overlap Coefficient to the standard cross-entropy.
In this way, the more the identified anomaly is outside the AOI, the greater
is the loss. We call the resulting loss CEOD. The advantage of adding the
masks in the training phase is that the network is forced to learn and recognize
defects only in the area circumscribed by the mask. The added benefit is that,
during inference, these masks will no longer be needed. Therefore, there is
no difference, in terms of execution times, between a standard CNN and a
network trained with this loss. In some applications, the masks themselves
are determined at run-time through a trained segmentation network like Mask
Region Based Convolutional Neural Networks (Mask R-CNN) [154].

The contribution of the approach described in this section it the use of
Grad-CAM to add a penalty when the network finds an anomaly outside the
AOI. Our method differs from those previously mentioned in that the neural
network focuses on distinguishing defects in a specific area of the image and
not on the whole image. In this way, CNN can learn to distinguish faults that
are in the area of interest from noise given by a heterogeneous background.

9.1.1 Problem Description

The problem is due to the heterogeneity that can occur in the images to be
analysed in an industrial environment. In some cases, it is not possible to
perfectly isolate the piece of the surface to be analysed due to the shape of
the object or to the environment in which the image of the object is acquired.
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Figure 9.1: Visual examples of possible problems encountered during surface
analysis.

These problems can bring a lot of useless information into the dataset which
should still be processed by vision systems (neural networks in this case).
Figure 9.1, on the left, shows a representation of the surface with intrinsic
features like a tapped hole for a screw, which could be recognized as a defect
since this feature is not present in all images and not always in the same
location. On the right, there is a representation of a curved surface that, due
to the curvature itself, can present dark areas that could have light refractions
and might lead a neural network to mistake them for defects [155]. This
useless information could alter the result of the network making it inefficient
or unusable. Figure 9.2 shows an example that well describes the problem. To
solve this problem, we need to focalize the vision system on a specific Area of
Interest (AOI) making sure to weigh more the contribution of the information
contained in this area than in the rest of the image.

This problem is like the task of instance/image segmentation but, unfor-
tunately, in the industrial environment and the anomaly detection field, we
don’t know a priori the defect. Thus, we can’t generate the right masks to
train a segmentation network. For this reason, we focus on standard CNN for
performing a binary classification to classify the images with anomalies.
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Figure 9.2: Example of image take from the MVTec AD dataset [1, 2] with two
defects: one inside (red circle) and one outside (green circle) of the area of in-
terest respectively. The damage outside of the area of interest, for classification
purposes, must be considered not a defect.

9.1.2 Cross-Entropy Overlap Distance

The idea is to get an overlap value between objects to minimize during the
training of the CNN. As an overlap value, we use the Overlap Coefficient (aka
Szymkiewicz - Simpson coefficient) [156]. The objects for which we are going
to calculate the overlap will be the mask provided during training (present
in the dataset) and the region of the image that the CNN believes is most
significant for the recognition of that image. To do this, we exploit an explan-
ation algorithm called Grad-CAM [88]. Then, at the end of each forward pass
of the network’s training phase, we calculate an heatmap that highlights the
most important pixels in the input image (the hottest pixels) with Grad-CAM.
After that, we extract the hottest pixels (see Figure 9.3) and we calculate how
much these hottest pixels overlap with the mask.

9.1.3 Visual Explanation by Grad-CAM

Grad-CAM [88] is a localization technique based on the Class Activation
Mapping (CAM) algorithm [157] that generates visual explanations for any
CNN without requiring changes or re-training. In order to generate a class-
discriminative heatmap, Grad-CAM computes the gradient of the output score
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Figure 9.3: Extraction of the hottest pixels.

for class cls, the output (outcls) calculated before the last (softmax) activation
w.r.t. the feature map activations of the last convolutional layer. The global
average pooling of these gradients is calculated to obtain the neuron import-
ance weights αcls:

αcls =
1

P

∑︂
i

∑︂
j

∂outcls
∂A

(9.1)

where the
∑︁

i

∑︁
j represent the global-average pooling, P represents the num-

ber of pixels in the feature map and A represent the feature map activations
of the last convolutional layer. Finally, Grad-CAM performs a weighted com-
bination of activation maps, followed by a ReLU to obtain the heatmap:

LHeatMap
cls = ReLU(

∑︂
k

αclsA) (9.2)

For more details, see the work of R.R. Selvaraju et al. [88].

9.1.4 Mathematical Formulation

The equation of Overlap Coefficient is:

overlapc(Ad, Agt) =
|Ad ∩ Agt|

min(|Ad|, |Agt|)
(9.3)

where Ad and Agt are the areas obtained through Grad-CAM and the seg-
mentation mask (or area of the ground truth) respectively. Agt is obtained
with a manual segmentation or using a previously trained segmentation neural
network [158, 159, 160]. Figure 9.4 shows a graphical representation of Ad and
Agt. In this case, if Ad is a subset of Agt or the converse, the Overlap Coefficient
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Figure 9.4: Stylized sample image with Ad and Agt as area of the network
detection and mask respectively.

is 1. If we want to add this term to the loss function of the neural network, we
need to negate the Overlap Coefficient. Applying the negation of the logarithm
we obtain a new value that we have called Overlap Distance (OD), expressed
by Equation 9.4:

OD(Ad, Agt) = − ln(
|Ad ∩ Agt|

min(|Ad|, |Agt|)
) (9.4)

In this way, when Ad is a subset of Agt, we obtain the − ln(1) and OD becomes
0, giving no contribution to the loss. The logarithm was introduced because it
offers less penalty for small differences between predicted and corrected values.
When the difference is large, the penalty will be higher. To optimize our CNN
also w.r.t. this further aspect, we need to add this new term to the Cross-
Entropy loss [161], as described by the following equation:

CE = − 1

N

N∑︂
i=1

yi log(p(yi)) (9.5)

where N is the number of examples, yi and p(yi) are the label and the output
of the network for the i-th example respectively. This is necessary in order to
take into account the contribution of the classification task to the overall loss.
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We thus obtain the CEOD that is:

CEOD = CE +OD(Ad, Agt) (9.6)

CEOD = − 1

N

N∑︂
i=1

yi log(p(yi)) + ωyi(− ln
(︁ |Ai

d ∩ Ai
gt|

min(|Ai
d|, |Ai

gt|)
)︁
) (9.7)

The term ω in Equation 9.7 is a new hyper-parameter to be set which represents
the degree of impact of the new term on the overall loss. This term depends
on the order of magnitude and on the difference of the two parts of the loss. In
our experiments, after different tests, we have set ω to 0.001. The OD part of
the loss is also multiplied by yi to take into account the label of the images and
it can take the value of 0 or 1. This is because, in the anomaly detection task,
the defect-free images (good images) do not have specific areas with the hottest
pixels but their heat map is rather uniform and with low-intensity levels.

Ad is obtained by extracting the pixels with the largest values obtained from
the heatmap generated with Grad-CAM. Looking at the 3D representation
of the heatmap displayed in Figure 9.5 (bottom left image), by filtering the
heatmap for extracting the hottest pixels, we can obtain the object (or the
area) (then the Ad term) used in Equation 9.1.

9.1.5 Algorithm

For exploiting the OD in the training of a CNN, we need to create a custom
training loop for obtaining the feature extracted in the last convolutional layer,
generating the heatmap and then using this in CEOD. For obtaining both the
classification output and the features extracted from the last convolutional
layer, the output of the CNN was modified. Algorithm 2 shows the process
behind the custom training loop and the CEOD loss.

As can be seen in line 3 of Algorithm 2, we have applied a convolution
with filter

(︁ .5 .5 .5
.5 .5 .5
.5 .5 .5

)︁
to incorporate a distance concept in the OD computation.

The transformation of the mask after convolution is visible in Figure 9.6. Note
how, after convolution, there are no more clear differences in height (between
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Figure 9.5: 2D and 3D heatmap (top left and bottom left) obtained with
Grad-CAM from an image (top right and bottom right).
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Algorithm 2 CEOD loss calculation and custom training loop
Input: x, y,mask

1: output, feature_tensor ← CNN(x, y)
2: heatmap← GradCAM(output, feature_tensor)

3: maskfiltered ← mask ∗ kernel
(︁ .5 .5 .5
.5 .5 .5
.5 .5 .5

)︁
4: OD ← OD(maskfiltered, heatmap)
5: loss← crossentropy(output, y) +OD
6: Perform backpropagation

the values 1 and 0, see the bottom right and bottom left 3D representations
in Figure 9.6) but the AOI of the mask becomes more gradual, widening the
AOI and allowing us to implement the distance computation so that it can be
differentiated as the rest of the loss. The distance is important to help the
network to understand when the detection is far or near the AOI. Following
the example of Figure 9.7, focusing on the original mask (left side of 9.7) we
can see that the detections marked with A and B have two different distances
(Da and Db) and the distance of B (Db) from the AOI is larger than Da. If we
use the original mask in the CEOD, these two detections give the same results
because both A and B are multiplied by the same mask value which is zero.
Instead, if we exploit the filtered masks, we can see that A1 is partially over
the AOI, so its contribution in the calculation of the CEOD will be greater
than B1. The closer the detection is to the AOI, the smaller the distance.
Clearly, in case of overlap, the distance will be zero. This contribution leads
the network to understand that the further the detection is from the AOI, the
worse it is.

To make the OD part of the loss differentiable, the formulation of the OD
became as follows:

OD = − log
[︁
clipϵ(

∑︁
AdA

∗
gt

min(
∑︁

Ad,
∑︁

A∗
gt)

)
]︁

(9.8)

where
∑︁

is calculated over the pixels of the images and represent the inter-
section ∩ displayed in Equations 9.3, 9.4 and 9.7, A∗

gt represent the convoluted
mask and clipϵ is a function that clips the value of the Overlap Coefficient in
the interval [ϵ, 1− ϵ] to avoid the logarithm returning unacceptable values.
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Figure 9.6: 2D and 3D representation of the filtered mask (top left and bottom
left) and the mask inside the dataset (top right and bottom right).
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Figure 9.7: Original mask (left) and filtered mask (right) with two different
detection: A, B, A1 and B1 respectively. Da, Db, D1a and D1b represent the
distance between the detection and the AOI for the original and filtered mask
respectively.

9.1.6 Related Work

In ML, anomaly detection has long been an issue of great interest, especially
in Industry 4.0 where identifying defects is one of the major tasks of computer
vision. Various articles survey anomaly detection in the literature [162, 163].
The aim of our work focuses primarily on the use of CNNs for structural defect
detection during the monitoring of manufacturing line.

The vast majority of the CNN-based approaches have been used to study
anomalies in the whole image area. Weimer D, et al. in [164] investigate CNNs
in order to overcome the difficulties of manually redefining a specific feature
representation for each new industrial inspection problem. In [165] the authors
show how CNN with Triplet Loss [166] can be used to identify anomalies in
the industrial environments.

In their study, Samet Akcay et al. [167], employ a Generative Adversarial
Network (GAN) [168] for anomaly detection when the sample size of the classes
of interest (usually the anomaly class) is insufficient to be modelled effectively.
An and Cho in their study [169] use a VAE [170] for anomaly detection. In these
methods, GAN (or VAE) learns the distribution of a certain class and use the
difference between a reconstructed image and an input to detect the anomalies.
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However, these approaches have proven effective in the reconstruction of simple
anomalies.

In [171] Yong Moon et al. show the importance of using CAMs to check
if the neural network focuses on the area of interest. The authors analyse the
CNN architecture in detail using CAM images along with several evaluation
metrics to optimize the CNN. Recently, path imaging has been shown to be
effective in the segmentation and recognition of anomalies [172, 173]. In [174],
the authors introduce the use of Grad-CAM to construct a self-supervised
method to remove image noise for robust anomaly detection. Venkataramanan
et al. [175] use the activation map to guide autoencoder training by redu-
cing network attention in abnormal areas and increasing attention in normal
areas in order to strengthen anomaly detection. Song et al. [176] propose an
Anomaly Segmentation Network (AnoSeg) that can generate an anomaly map
to segment the anomaly region.
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Part IV

Applications of Explainable Deep
Learning
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Chapter 10

Symbolic NAS & HPO

This chapter presents the applications of Symbolic DNN-Tuner [91]12 to bench-
marking and real-case datasets. Symbolic DNN-Tuner was tested on three dif-
ferent datasets: CIFAR10 [177], CIFAR100 [178] and CIMA, and compared to
classic BO. On CIFAR10, the software was also compared with ENAS [116],
DARTS [117] and Autokeras3 which is one of the most widely used AutoML
systems [122]. The ENAS experiments exploit the micro search space and
macro search space [116]. All NAS algorithms were implemented with the
Neural Network Intelligence (NNI)4 toolkit provided by Microsoft, except Au-
tokeras. In these experiments, CNNs were used as DNNs.

CIFAR10 contains 60,000 32x32 colour images divided in 10 classes. In this
experiment we have used CIFAR10 with 50,000 training images and 10,000
validation images. CIFAR100 is the same of CIFAR10 but divided in 100
classes instead of 10. CIMA is a dataset provided by CIMA S.P.A5 with 3,200
training images and 640 validation images of size 256x128. These images are
facsimiles of Euro-like banknotes. CIMA has 16 classes that represent the
denomination and orientation of the banknote (e.g., 5_front, 5_rear, 10_front,
10_rear, etc).

1Symbolic DNN-Tuner website: https://ml.unife.it/software/
symbolic-dnn-tuner/

2Symbolic DNN-Tuner code: https://github.com/micheleFraccaroli/Symbolic_
DNN-Tuner

3Autokeras website: https://autokeras.com/
4NNI website: https://www.microsoft.com/en-us/research/project/neural-network-

intelligence/
5CIMA website: http://www.cima-cash-handling.com/it/
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All experiments were performed on the GALILEO cluster provided by
Cineca6, equipped with Intel(R) Xeon(R) E5-2630 v3 @ 2.40GHz CPUs and
Nvidia K80 GPUs. For each experiment, early stopping was set. Each experi-
ment had a fixed duration of 8 hours. This means that Symbolic DNN-Tuner,
BO and the NASs algorithms run for 8 hours consecutively at most.

10.1 Experiments on Benchmarking Datasets

The first experiment was performed using the CIFAR10 dataset. Symbolic
DNN-Tuner and BO start with a neural network with two blocks composed
by two convolutional layers, a max-pooling layer, a dropout and two fully con-
nected layers separated by a dropout layer, the second fully connected layer
is the output. The initial HPs to be set by the algorithm are the number of
the neurons in the convolutional and fully connected layers, the values of the
Dropout layers, the learning rate, the batch size, the activation functions and
the optimizer. The size of the search space depends on the HPs. The domains
of HPs are as follows. The size of the first and second convolutional layers are
between 16 and 64 and between 64 and 128 respectively. The domains of the
rate of dropout for the first and second convolutional layers are [0.002,0.3] and
[0.03,0.5] respectively. The size of the fully connected layers is between 256 and
512. The domain of the learning rate is [10−5,10−1]. The choice for the activa-
tion functions are: ReLU, ELU and Scaled Exponential Linear Unit (SELU).
The choice for optimizers are: Adam, Adamax, RMSprop and Adadelta. For
ENAS ([116] Sect. 3.2) and DARTS ([117] Appendix A.1.1), NNI uses the
default search space in the original paper for CIFAR10 [177]. Autokeras starts
with a three-layers CNN. Each convolutional layer is actually a convolutional
block of a ReLU layer, a batch-normalization layer, the convolutional layer,
and a pooling layer. All the convolutional layers are with kernel size equal to
three, stride equal to one, and number of filters equal to 64 [122].

In Table 10.1 (in bold the best result in terms on validation accuracy) we
show the results of the execution of Symbolic DNN-Tuner for every iteration:
accuracy and loss in both phases, the diagnosis of this iteration and the TAs for
the next iteration (i.e., the results of step 2 is the result of the application of TA

6Cineca website: https://www.cineca.it/
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Table 10.1: CIFAR10 - Symbolic DNN-Tuner’s results

Step Training validation Diagnosis TA

Accuracy Loss Accuracy Loss

1 0.9315 0.1958 0.793 0.7004 overfitting reg_l2 & batch_norm
data_augm

underfitting inc_neurons
2 0.943 0.1648 0.8812 0.3658 overfitting reg_l2 & batch_norm

data_augm
floating_loss inc_batch_size

3 0.8715 0.365 0.8364 0.4968 underfitting inc_neurons
floating_loss decr_lr

4 0.9565 0.1287 0.8578 0.4742 overfitting reg_l2 & batch_norm
data_augm

floating_loss decr_lr
5 0.8967 0.2946 0.8759 0.3711 floating_loss decr_lr
6 0.8902 0.3129 0.8655 0.3916 floating_loss decr_lr
7 0.9435 0.1678 0.8692 0.3900 overfitting reg_l2 & batch_norm

data_augm
underfitting inc_neurons
floating_loss decr_lr

8 0.9549 0.1348 0.8768 0.4021 overfitting reg_l2 & batch_norm
data_augm

floating_loss decr_lr
9 0.9699 0.0999 0.8731 0.408 overfitting reg_l2 & batch_norm

data_augm
underfitting inc_neurons
floating_loss decr_lr

10 0.9741 0.07971 0.8836 0.3925 overfitting reg_l2 & batch_norm
data_augm

underfitting inc_neurons
floating_loss decr_lr
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Table 10.2: CIFAR10 - Bayesian Optimization’s results

Step Training Validation

Accuracy Loss Accuracy Loss

1 0.9762 0.06377 0.7776 1.046
2 0.09708 2.307 0.1 2.3078
3 0.1008 4.107 0.1 3.72
4 0.9133 0.2379 0.7655 0.9343
5 0.09874 2.303 0.1 2.303
6 0.7834 0.618 0.7404 0.7616
7 0.09842 2.303 0.1 2.303
8 0.1008 8.641 0.1 3.377
9 0.7599 0.6915 0.718 0.8171
10 0.888 0.3272 0.7824 0.8229
11 0.9609 0.1094 0.7758 1.036
12 0.6628 0.9813 0.6419 1.037
13 0.102 2.337 0.1 2.329
14 0.7411 0.7453 0.7327 0.7729
15 0.8633 0.378 0.7809 0.7518

Table 10.3: CIFAR10 - Comparison of algorithms

Algorithms Val. accuracy Val. loss

Symbolic DNN-Tuner 0.8836 0.3925
Bayesian Opt. 0.7824 0.8229

ENAS Macro search 0.4520 1.6540
ENAS Micro search 0.4887 1.6711
DARTS 0.9554 0.1526
Autokeras 0.9458 0.2507

of step 1). As can be seen, the TA reg_l2 & batch_norm to fix the overfitting
is always applied regardless of other TA once overfitting is diagnosed. This is
because using a regularization and a batch normalization in any case does not
lead to worsening.

In Table 10.2 (in bold the best result in terms on validation accuracy) we
show the results of the application of standard BO on the same network and
same dataset of the previous experiment. Figure 10.1 compares the best results
of Symbolic DNN-Tuner and BO on CIFAR10 graphically.

Table 10.3 show a recap of the experiments performed on the dataset CI-
FAR10. It compares Symbolic DNN-Tuner with standard BO, ENAS with
both Macro and Micro search space, DARTS and Autokeras. Only DARTS
and Autokeras outperform Symbolic DNN-Tuner in 8 hours of execution on
CIFAR10.

From the CIFAR10 experiment, we can see that Symbolic DNN-Tuner does
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(a) Accuracy (b) Loss

Figure 10.1: Best results of Symbolic DNN-Tuner and Bayesian Optimization
on CIFAR10.

f

not always obtain the networks with the best performances but, unlike the
BO and NAS methods, Symbolic DNN-Tuner guarantees an explanation of
the actions it performs during its operation as shown in Table 10.1. At each
iteration, we can see that a certain TA is applied to address a certain problem
that is identified during the diagnosis phase.

The second experiment was performed on the CIFAR100 dataset. The
initial network is the same as in the previous experiment. Tables 10.4 and 10.5
show the progression of Symbolic DNN-Tuner and BO respectively (in bold
the best results in terms on validation accuracy), and Figure 10.2 compares
the best results of Symbolic DNN-Tuner and BO graphically. Table 10.4 shows
that the increase in the number of classes w.r.t. the number of images in the
dataset leads to a worsening of the quality of the training in terms of accuracy
and loss. By comparing Table 10.4 and Table 10.5 it can be seen how Symbolic
DNN-Tuner outperform BO in terms of both accuracy and loss on CIFAR100.

10.2 Experiments on an Industrial Dataset

The last two experiments were performed on the CIMA dataset. This was
used to test Symbolic DNN-Tuner on an industrial real case. To make this
experiment as similar as possible to a production environment, the CIMA
validation dataset has been degraded. In this experiment, in 8 hours, both
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Table 10.4: CIFAR100 - Symbolic DNN-Tuner’s results

Step Training validation Diagnosis STR

Accuracy Loss Accuracy Loss

1 0.7121 1.039 0.4067 2.624 overfitting reg_l2 & batch_norm
underfitting data_augm

inc_neurons
2 0.7199 0.98 0.6238 1.443 overfitting reg_l2 & batch_norm

underfitting data_augm
floating_loss inc_neurons

inc_batch_size
3 0.7953 0.6752 0.6496 1.33 underfitting inc_neurons

underfitting data_augm
floating_loss inc_neurons

inc_batch_size
4 0.8353 0.5786 0.6056 1.548 overfitting reg_l2 & batch_norm

underfitting data_augm
inc_neurons

5 0.6656 1.157 0.6324 1.309 underfitting inc_neurons
floating_loss inc_batch_size

6 0.6852 1.068 0.6425 1.299 overfitting reg_l2 & batch_norm
underfitting data_augm

inc_neurons
floating_loss inc_batch_size

7 0.663 1.156 0.6362 1.324 underfitting inc_neurons
floating_loss inc_batch_size

Table 10.5: CIFAR100 - Bayesian Optimization’s results

Step Training Validation

Accuracy Loss Accuracy Loss

1 9.62e− 3 5.628 1e− 2 5.691
2 0.475 2.017 0.4065 2.391
3 9.62e− 3 4.935 1e− 2 4.768
4 9.86e− 3 5.087 1e− 2 5.035
5 0.4634 2.061 0.4247 2.26
6 0.4981 1.911 0.4107 2.365
7 0.9612 0.13 0.4487 3.446
8 9.82e− 3 4.698 1e− 2 4.685
9 0.8432 0.5023 0.4594 2.524
10 0.7943 0.7538 0.4216 2.633
11 0.8226 0.5973 0.3923 2.956
12 0.8304 0.5655 0.3869 3.729
13 0.692 1.056 0.4901 2.079
14 0.8143 0.6264 0.4472 2.692
15 0.9771 0.08094 0.4483 3.766
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(a) Accuracy (b) Loss

Figure 10.2: Best results of Symbolic DNN-Tuner and Bayesian Optimization
on CIFAR100.

Symbolic DNN-Tuner and BO have performed more than fifty trainings, then,
for brevity, only the best trainings from the experiment will be shown for both
systems.

In the first experiment on the CIMA dataset, both Symbolic DNN-Tuner
and BO starts with a small neural network with only one convolutional block
and, at the end of the network, two fully connected layers divided by a dro-
pout layer, the second fully connected layer being the output. The results are
shown in Figure 10.3. In this experiment, Symbolic DNN-Tuner starts with
the network previously described and ends with a network with two convolu-
tional blocks (two convolutional layers, a max-pooling layer and dropout at
the end) and at the end of the network, four fully connected layers plus a dro-
pout layer and a fully connected layer for the output. BO, instead, keeps the
same network because is not able to modify the architecture of the network.
The network obtained with Symbolic DNN-Tuner shows a behaviour in the
first part of training that is more fluctuating than the one obtained with BO.
After the 25th training cycle, we note how the network obtained by Symbolic
DNN-Tuner shows a higher accuracy and a lower loss than that obtained by
BO (Figure 10.3). In the second experiment on the CIMA dataset, Symbolic
DNN-Tuner produces the same network as the first experiment. BO, instead,
starts with a neural network with two blocks composed by two convolutional
layers, a max-pooling layer, a dropout and two fully connected layers separ-
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Figure 10.3: Best results of Symbolic DNN-Tuner and Bayesian Optimization
on the CIMA dataset in the first experiment.

ated by a dropout layer, the second fully connected layer being the output.
The results are shown in Figure 10.4. As in the previous experiment, Symbolic
DNN-Tuner shows a behaviour in the first part of training that is more fluctu-
ating than the one obtained with BO. The network obtained by BO shows the
best results around the 10th training cycle. After that, it begins to deteriorate
showing evident signs of overfitting (Figure 10.4).

In all the performed experiments, it can be seen that Symbolic DNN-Tuner
shows better results by analysing the performance of each network that it
trains. See Figures 10.3 and 10.4.

104



(a) Accuracy (b) Loss

Figure 10.4: Best results of Symbolic DNN-Tuner and Bayesian Optimization
on the CIMA dataset in the second experiment.
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Chapter 11

Symbolic NAS in Tiny Machine
Learning

This chapter explain the results of the application of Symbolic DNN-Tuner
with the update described in Section 8.2 for creating and adapting DNNs to
run on hardware with power and consumption limits. This new version of the
framework has been compared with an ENAS [116] implemented in Autokeras
[122].

11.1 Autokeras

Autokeras is an AutoML[179] system based on Keras [180]. This framework
develops a neural network kernel and a tree-structured acquisition function
optimization algorithm to efficiently explore the search space. Autokeras is an
ENAS with network morphism [181] which utilizes BO [96, 97] to guide through
the search space by selecting the most promising operations each time.

Many of the after-mentioned NAS approaches require a huge amount of
time and computational power to reach good results. Also, each of the neural
networks is trained from scratch which is very slow. Autokeras is an ENAS that
integrates network morphism [181] and the key idea is to explore the search
space via morphing the neural architectures guided by the BO algorithm. This
is a technique for morphing the network architecture (e.g., inserting a layer or
adding a skip-connection) and at the same time keeping its functionality. The
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principal problem of the network morphism-based NAS methods is the selec-
tion of operations. This method is not quite efficient due to the amount of data
necessary for the convergence of the algorithm [182] and for the inefficiency in
exploring the large search space [183]. For this reason, Autokeras exploits BO
for network morphism. In this context, the BO algorithm iteratively performs
three steps: train the underlying Gaussian process model with the existing
architectures and their performance, generate the next architecture to observe
by optimizing a suitably defined acquisition function and obtain the actual
performance by training the generated neural architecture.

In the context of this work, Autokeras has been modified to respect the
constraints imposed by the hardware to ensure that the generated networks
could fit with the hardware itself. As said in Section 8.2, as a hardware con-
straint, we use the number of FLOPS that the hardware can manage. The
modification made to Autkeras consists in calculating the number of FLOPS
of a new generated DNN and discarding it if it exceeds the FLOPS limit,
forcing the algorithm to regenerate another. This process is iterated until a
network is generated that respects the imposed limits.

11.2 Experiments

The experimental setup consists in 8 different experiments performed by each
software. Each of these experiments is characterized by a different FLOPS
threshold, that is: 10M, 30M, 40M, 80M, 90M, 100M, 110M and 120M FLOPS
respectively. Then, we ran Symbolic DNN-Tuner and Autokeras 8 times, each
with one of the different FLOPS thresholds. All experiments were performed
on CIFAR-10 dataset [184]. This dataset contains 60000 32x32 colour images
divided in 10 classes. In these experiments we have used CIFAR10 with 50000
training images and 10000 validation images. Both Autokeras and Symbolic
DNN-Tuner start each experiment with a neural network consisting of two
blocks composed of two convolutional layers and a last block with the two
dense layers.
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11.2.1 Results

The experiments show two very different behaviours between Autokeras and
Symbolic DNN-Tuner. The first shows a much more accentuated exploration
phase, creating and training neural networks that are very far from a possible
optimal. This causes a considerable amount of time to train networks that
will never reach acceptable performance (even if they are within the limits of
the constraints). Symbolic DNN-Tuner, on the other hand, exhibits different
behaviour. Apart from a first quick exploratory phase, the framework tends
to focus almost immediately on an acceptable solution, optimizing it until
satisfactory results are obtained. Figure 11.1 shows these behaviours. As
can be seen from the comparison shown in Figure 11.1, it can be seen that
the crosses (i.e., the iterations of Autokeras) are more sparse. Many of the
executions of this framework are positioned in the lower part of the graph,
showing results of low accuracy. Instead, Symbolic DNN-Tuner shows less
sparsity. Once a value of FLOPS is found, optimized DNNs are generated
with the same number of operations. The point cloud represented in Figure
11.1 aims to show the distribution of executions and training done by the two
frameworks. Figure11.2 clarifies the results of the best accuracies achieved by
the two frameworks for each FLOPS limit. As can be seen from Figure 11.2,
the accuracy trend found by Symbolic DNN-Tuner exceeds that identified by
Autokeras in the same FLOPS thresholds. Figure 11.3 shows the results of the
execution times of the two frameworks. As you can see, Symbolic DNN-Tuner
turns out to be the fastest system on every tested FLOPS limit. This is due
to the Autokeras issue mentioned above. By generating and training networks
that with high probability will never reach the optimum, the execution time of
the framework is unnecessarily lengthened. This behaviour highlights one of
the potentialities of Symbolic DNN-Tuner for which it was designed. Indeed,
one of the important points of this system is the symbolic analysis that allows
you to dynamically modify the search space. By dynamically excluding the
HPs values that would take the optimization far from a possible optimum, it
is possible to save time.
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Figure 11.1: Comparison between Autokeras (orange area) and Symbolic DNN-
Tuner (blue area) tested on different FLOPS thresholds. The x-axis represents
the thresholds and the y-axis the accuracy achieved by the various models.
The vertical lines represent the limits of the FLOPS set for each experiment.
Autokeras and Symbolic DNN-Tuner results are marked with cross and dot
respectively.

Figure 11.2: Comparison in accuracy between Autokeras (orange line) and
Symbolic DNN-Tuner (blue line) tested on different FLOPS thresholds. The
x-axis represents the thresholds and the y-axis the accuracy achieved by the
best models.
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Figure 11.3: Time comparison between Autokeras (orange line) and Symbolic
DNN-Tuner (blue line) tested on different FLOPS thresholds. The x-axis rep-
resents the thresholds and the y-axis the time taken by each framework to
perform 30 iteration with the specific FLOPS constraint.
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Table 11.1: Diagnosis & Tuning with 10M and 30M FLOPS respectively (ac-
ronyms of the tuning rules are available in Table 8.2 and Listing 8.5

10M FLOPS

Step Diagnosis Tuning rule

1 reg_l2 overfitting
data_augmentation overfitting
inc_lr low_lr
dec_layers latency

2 inc_lr low_lr
inc_batch_size floating_loss
dec_neurons latency

3 inc_lr underfitting
inc_batch_size floating_loss
dec_neurons latency

4 inc_lr underfitting
inc_batch_size floating_loss
dec_neurons latency

5 inc_lr low_lr
inc_batch_size floating_loss
dec_neurons latency

30M FLOPS

Step Diagnosis Tuning rule

1 inc_lr low_lr
dec_layers latency

2 reg_l2 overfitting
data_augmentation overfitting
inc_lr low_lr

3 reg_l2 overfitting
data_augmentation overfitting
decr_lr underfitting
inc_batch_size floating_loss

4 decr_lr underfitting
5 decr_lr underfitting

11.2.1.1 Symbolic DNN-Tuner’s Inner Results

In the context of this work, it is interesting to see the diagnosis performed by
the symbolic analysis made by Symbolic DNN-Tuner and which tuning rules
have been activated to solve the encountered problems. Tables 11.1, 11.2, 11.3,
11.4 show the diagnoses and TAs used by Symbolic DNN-Tuner for the eight
experiments. In bold you can see every time that the symbolic analysis has
detected latency, therefore that the threshold of the maximum FLOPS has
been exceeded. As can be seen, also from the trend displayed by Figure 11.4,
the exceeding of the FLOPS threshold occurs in experiments ranging from
10M to 90M FLOPS. From the 100M experiments onwards this phenomenon
has not been detected anymore. This behaviour is also visible by analysing the
placement and distribution of the Symbolic DNN-Tuner iterations in Figure
11.1. This behaviour, at the level of explainability, could also be interpreted
as a level of measurement of the basic size (or capacity) of the DNN. This
information tells us that networks with less than 10M FLOPS are not usable
on this type of dataset or for this specific experiment. DNNs with more than 90
million FLOPS may work best for this task. Thus, we can tackle the problem
of how to find the best dimensioning of a DNN given a dataset.
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Table 11.2: Diagnosis & Tuning with 40M and 80M FLOPS respectively (ac-
ronyms of the tuning rules are available in Table 8.2 and Listing 8.5

40M FLOPS

Step Diagnosis Tuning rule

1 reg_l2 overfitting
data_augmentation overfitting
inc_lr low_lr
dec_layers latency

2 decr_lr underfitting
inc_batch_size floating_loss
dec_layers latency

3 decr_lr underfitting
dec_layers latency

4 decr_lr underfitting
inc_batch_size floating_loss

5 decr_lr underfitting
inc_batch_size floating_loss

80M FLOPS

Step Diagnosis Tuning rule

1 decr_lr underfitting
dec_layers latency

2 reg_l2 overfitting
data_augmentation overfitting
decr_lr underfitting
dec_layers latency

3 decr_lr underfitting
inc_batch_size floating_loss
dec_layers latency

4 decr_lr underfitting
5 decr_lr underfitting

inc_neurons underfitting

Table 11.3: Diagnosis & Tuning with 90M and 100M FLOPS respectively
(acronyms of the tuning rules are available in Table 8.2 and Listing 8.5

90M FLOPS

Step Diagnosis Tuning rule

1 reg_l2 overfitting
data_augmentation overfitting
inc_lr low_lr
dec_layers latency

2 reg_l2 overfitting
data_augmentation overfitting
decr_lr underfitting
inc_batch_size floating_loss

3 decr_lr underfitting
decr_lr floating_loss

4 reg_l2 overfitting
data_augmentation overfitting
decr_lr floating_loss

5 decr_lr underfitting
decr_lr floating_loss

100M FLOPS

Step Diagnosis Tuning rule

1 decr_lr underfitting
2 decr_lr underfitting

inc_batch_size floating_loss
3 reg_l2 overfitting

data_augmentation overfitting
decr_lr underfitting
inc_batch_size floating_loss

4 decr_lr underfitting
inc_batch_size floating_loss

5 reg_l2 overfitting
data_augmentation overfitting
decr_lr underfitting
inc_batch_size floating_loss
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Table 11.4: Diagnosis & Tuning with 110M and 120M FLOPS respectively
(acronyms of the tuning rules are available in Table 8.2 and Listing 8.5

110M FLOPS

Step Diagnosis Tuning rule

1 reg_l2 overfitting
data_augmentation overfitting
decr_lr underfitting

2 reg_l2 overfitting
inc_dropout overfitting
inc_lr low_lr
inc_neurons underfitting
inc_batch_size floating_loss

3 reg_l2 overfitting
inc_dropout overfitting
inc_neurons underfitting

4 reg_l2 overfitting
inc_dropout overfitting
inc_neurons underfitting
inc_batch_size floating_loss

5 inc_lr low_lr
inc_neurons underfitting

120M FLOPS

Step Diagnosis Tuning rule

1 reg_l2 overfitting
data_augmentation overfitting
dec_lr underfitting
inc_batch_size floating_loss

2 reg_l2 overfitting
inc_dropout overfitting
inc_neurons underfitting
decr_lr floating_loss

3 reg_l2 overfitting
inc_dropout overfitting
inc_neurons underfitting

4 reg_l2 overfitting
inc_dropout overfitting
decr_lr floating_loss
inc_neurons underfitting

5 inc_lr low_lr
inc_neurons underfitting

Figure 11.4: Trend of latency in the various experiments. On the x-axis there
are the FLOPS thresholds and on the y-axis the presence of latency. 1 means
that in the specific experiments, some created DNNs exceeded the FLOPS
threshold.
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Chapter 12

Neural HPLP in the Medical
Environment

In this chapter we describe the application of Neural HPLP to the medical
environment. In detail, the system aims to predicts if a Covid-19 patient
arriving at the hospital will end up in a critical condition. The dataset used
in this experiment is composed of two sub-datasets: clinical data and lung CT
scans. A separate experiment was conducted on each of these. The result of the
two experiments form the dataset for the last experiment conducted through
HPLP. In Sections 12.1 and 12.2 we report the results of the application of
Neural HPLP on two different experiments.

12.1 Early-Stage Prediction of Critical State of

Covid-19 Patients

12.1.1 Experiments on Clinical Data

The clinical dataset used in this work was provided by an hospital in Ferrara,
Italy. It contains data of 502 Covid-19 positive patients collected during spring
2020 of which 126 died during hospitalization. Thus, the dead patients corres-
pond to about 25% of the whole dataset. Each patient in the dataset has 59
clinical attributes. In addition, 96 of these patients also had a CT scan. These
96 patients were kept as the test set. Of these 96 patients, 30 passed away
during the hospitalization period. Table A.1 in Appendix A shows the clinical
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attributes of each patient with acronyms. In order to balance data, Synthetic
Minority Over sampling Technique (SMOTE) [185, 186] was applied. SMOTE
selects a minority class instance and picks its n nearest neighbours belonging
to the same class. A synthetic instance is then created by choosing one of the
n nearest neighbours and connecting with the chosen real instance to form a
line segment in the feature space. With SMOTE, we oversampled the class of
dead patients since it corresponds to 25% of the dataset until parity is achieved
for both classes.

The ML pipeline for predicting the probability of a patient’s death during
hospitalization is composed of a RF and a DT. We use a RF to analyse
the dataset and extract the most important features from the initial clinical
dataset. The DT is trained on the dataset obtained by keeping the most
important features selected by RF. The result of the DT with its decision paths
are used to create the dataset for the HPLP part of Neural HPLP. Both the RF
and DT were trained exploiting grid search for finding the best combination of
HPs values. The most relevant clinical attributes extracted by the RF are: Age,
Sex, Glomerular Filtration Rate (GFR), C-reactive Protein (CRP), Troponin,
Creatinine, Lactate Dehydrogenase (LDH), Brain Natriuretic Peptide (BNP),
Procalcitonin (PCT), White Blood Cells (WBC) and Charlson Index, with an
accuracy of ∼ 80% on the test set. This result is in line with the work done by
Yan li et al. [141] which states that LDH, lymphocytes and CRP are crucial
predictive biomarkers of disease mortality with an accuracy of 90% on the test
set.

After training a DT with the clinical attributes listed above, we achieved
about 70% accuracy on the test set (i.e., on the 96 patients described at the
beginning of this section).

12.1.2 Experiments on CT Scans

We used the MosMedData [187] CT scan dataset. It contains human lung CT
scans with Covid-19 related findings, as well as without such findings. The CT
scans were collected in 2020 and provided by the municipal hospital in Moscow,
Russia. The dataset contains CT scans divided by the severity of lung tissue
abnormalities with Covid-19. There are five classes: without injuries (CT-
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Figure 12.1: Example image of a slide of a DICOM voxel for the three classes
of the dataset. We can see an example of image for class CT-0, CT-1 and
CT-234 on the left, middle and right respectively.

0), with mild (CT-1), moderate (CT-2) , severe (CT-3) and critical injuries
(CT-4) respectively. The dataset contains 254, 684, 125, 45 and 2 patients for
the after-mentioned classes respectively. It can be observed that the dataset
is unbalanced towards the CT-1 class, the mild injuries class. Due to the
small numbers in the last three classes, we merged them into one obtaining
the following distribution: CT-0 with 254 (22,8%), CT-1 with 684 (61,6%)
and CT-234 with 172 (15,6%) patients respectively. Figure 12.1 shows an
example image for each class. These classes correspond to three different level
of severity of the lung injures that are: healthy, minor and serious. We used
the CT scans of the 96 patients named previously as test set. All images in
this dataset are in DICOM format. So, a CT scan in DICOM format can be
seen as a set of consecutive images that form a 3D image. For this reason we
used a convolutional neural network with 3D filters.

As mentioned in Section 8.3.1.2, the DL pipeline includes a pre-processing
phase that consists in a segmentation task based on the HU scale and the
training of a 3D-CNN on the segmented dataset. The network trained in
this work is a 3D-CNN on the following form: two blocks composed of two 3D
convolutional layers with 5×5×5 kernels and a ReLU-like activation function,
followed by a max pooling layer, with 98 and 160 neurons respectively. These
two blocks are followed by two fully connected layers. The first with 110
neurons and the second is the output layer with 3 neurons corresponding to the
three classes, CT-0, CT-1, CT-234. The 3D-CNN was trained and validated
on the MosMedData dataset achieving ∼ 70% accuracy on the validation set.
It was also tested on the CT scans of the 96 patients described in the previous
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sections achieving ∼ 54% accuracy. This result is heavily conditioned by the
small amount of CT scans in the test set.

12.1.3 Multimodal Learning with HPLP

12.1.3.1 Data Generation

As described in Section 8.3.1.3, the dataset for the training of the HPL program
is composed by many interpretations that include facts describing the critical
state that works as a label, the prediction of the death during hospitalization
(that is the output of the DT), the lung’s status (that is the output of the
CNN) and the whole decision path of the DT to enrich the interpretation, see
Example 1.

Example 1. Consider the following interpretation that describes a Covid-19
patient with id 98:

critic(98).

vital_state(98, dead).

lung_injury(98,minor).

age(98, 94).

pcring(98, 13.59).

ldhing(98, 71.89).

troponina(98, 0.0).

pcting(98, 403.0).

where the first three facts indicate that the patient was labelled as in critical con-
ditions, the DT classifies him/her as dead and the 3D-CNN classifies his/her
lung as in a mild state. The other facts describe the body of the decision path
applied by the DT to predict the vital state of the patient, vital_state(98, dead).
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12.1.3.2 Experiments on Neural HPLP

After training the DT and the 3D-CNN, inference was performed on the cor-
responding test sets (96 patients) as described in the previous sections. Clas-
sifications on the test set for both the DT and the 3D-CNN were compared
with those given by an expert in the domain, a radiologist in particular. Ac-
cording to the expert, 51 were correctly classified. We then built 51 inter-
pretations using the procedure described in the previous section. Among the
interpretations, 20 were labelled as in a critical state and 31 as in a non-
critical state. Given the reduced amount of data, the training procedure was
done using cross validation, i.e., the dataset was split into three folds with
17 interpretations in each fold. Every fold is balanced in terms of patients
criticality. Interpretations in two folds are used for training and the remain-
ing for testing. The procedure is repeated for the three crossed-combinations.
Two versions of SLEAHP are applied: SLEAHP_DEEP, that uses Gradi-
ent Descent/Back-propagation (specifically with Adam optimizer) for learn-
ing the parameters, and SLEAHP_EM, that uses Expectation Maximization
as parameter learning. Both versions were trained with L_2 regularisation
[188, 189, 190, 191, 192] as described in [129] and, after learning, clauses an-
notated with probabilities below a certain threshold are dropped. We used
10−5 as threshold. Both algorithms were trained for 1000 iterations with early
stop. The default Adam HP were used in SLEAHP_DEEP.

Since data used are unbalanced in both categories, we draw, for each
test fold, the Receiver Operating Characteristic (ROC) and the Precision-
Recall (PR) curves and compute the area under each curve (AUCROC and
AUCPR) as described in [193]. The values of the areas, the final loss val-
ues and the associated average (over the folds) for both SLEAHP_DEEP and
SLEAHP_EM are shown in Tables 12.1 and 12.2 respectively. While these
systems provide high performance both in terms of AUCROC and AUCPR,
it is worth noting that SLEAHP_EM performs better than SLEAHP_DEEP.
The perfect result obtained in Fold 3 was due to the fact that the combination
of data included in folds 1 and 2 used to for training was informative and
enabled the algorithm to learn a better theory. It could also be observed that
the value of the loss function for Fold 3 is better than the ones associated with
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(a) SLEAHP_DEEP (b) SLEAHP_EM

Figure 12.2: SLEAHP_DEEP loss function trained using the first two folds
and SLEAHP_EM loss function trained using the first two folds.

Fold 1 and Fold 2. It also is worth noting that SLEAHP_EM converges faster
than SLEAHP_DEEP as observed in Figure 12.2.

Table 12.1: Areas under the curves and loss for SLEAHP_DEEP

AUCROC AUCPR Loss
Fold 1 0.67347 0.80148 -10.80451
Fold 2 0.83333 0.90110 -8.99724
Fold 3 1.00000 1.00000 -5.57603

Average 0.83560 0.90086 -8.45926

An example of a learned theory is shown in Example 2. From it we can see
that the feature pcting is one of the clinical attribute most useful to predict if
a patient will end in a critical state. The first clause states that a Covid-19
patient is very likely to end in a critical state if his/her lungs are in a serious
condition. This explanation is a clear consequence of the criteria for labelling
interpretations defined in Section 12.1.3.1. Another interesting explanation
can be observed using the combination of rules highlighted in bold: these rules
state that if the troponina value of the Covid-19 patient is greater than 14.5,
then the patient is very likely to end up in a critical state. Similar explanations
can be observed for the other clinical attributes. Based on the present work,
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Table 12.2: Areas under the curves and loss for SLEAHP_EM

AUCROC AUCPR Loss
Fold 1 0.95918 0.95876 -4.64181
Fold 2 0.93750 0.94097 -5.45861
Fold 3 1.00000 1.00000 -4.17694

Average 0.96556 0.9665766667 -4.75912

doctors could pay more attention to these clinical values of a Covid-19 patient
arriving at the hospital and improve their diagnosis and decision making using
the learned explanations.

Example 2. Learned rules for predicting the critical state of a Covid-19 patient

critic : 0.9983201826613162 : −lung_injury(serious).

critic : 0.07404512050456119 : −troponina(B).

critic : 0.0031878498774003394 : −bnp(C), hidden_3(C).

critic : 0.009686597460037139 : −age(D).

critic : 0.017233160198335595 : −pcring(E).

critic : 0.9999999999999978 : −pcting(F ).

critic : 0.009842737641589272 : −gender_f_2(G), hidden_8(G).

critic : 0.31365106628607303 : −age(H), hidden_9(H).

critic: 0.9441254441618012:- troponina(I),hidden_10(I).
critic : 0.0037801053824951802 : −ldhing(J), hidden_12(J).

critic : 0.0037629815686686108 : −charlsonindex(K), hidden_13(K).

critic : 0.00843829776843874 : −age(L), hidden14(L).

critic : 0.003175373172965623 : −pcring(M), hidden_15(M).

critic : 0.025554356497234587 : −ldhing(N), hidden_16(N).

critic : 0.009720608547637732 : −gender_f_2(O), hidden_17(O).

critic : 0.20913363931689946 : −age(P ), hidden_18(P ).

critic : 0.00023631655161687748 : −pcring(Q), hidden_19(Q).

critic : 0.05738042137315996 : −ldhing(R).

critic : 0.010041915381422406 : −gender_f_2(S), hidden_21(S).

hidden_3(C) : 0.00323811617948383 : −greater_than(C, 393.0).

hidden_8(G) : 0.009921403222347414 : −greater_than(G, 2.0).

hidden_9(H) : 0.31230871757212836 : −greater_than(H, 70.0).
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hidden_10(I) :0.9441254441618012:- greater_than(I,14.5).
hidden_12(J) : 0.0037799297021227085 : −greater_than(J, 101.87).

hidden_13(K) : 0.0037630849919179643 : −greater_than(K, 21.0).

hidden_14(L) : 0.010897346883759151 : −greater_than(L, 78.0).

hidden_15(M) : 0.0031347295724000745 : −greater_than(M, 22.79).

hidden_16(N) : 2.911186251403075e− 5 : −greater_than(N, 54.37).

hidden_17(O) : 0.0084854038369232 : −greater_than(O, 2.0).

hidden_18(P ) : 0.20917254607034547 : −greater_than(P, 85.0).

hidden_19(Q) : 0.043254912362177045 : −greater_than(Q, 7.82).

hidden_21(S) : 0.009506938720927838 : −greater_than(S, 2.0).

12.2 Detection of the Covid-19 Infection

12.2.1 Dataset

The dataset used for the additional experiment was provided by the Huazhong
University of Science and Technology [194], Wuhan, China and consists of 1521
patients of which 1126 from the Union Hospital (HUST-UH) and 395 from the
Liyuan Hospital (HUST-LH). The dataset includes 894 Covid-19 positive pa-
tients and 627 non-Covid-19 patients. All patients had 120 clinical attributes,
and 1342 subjects had both CT scans and clinical data. To perform the exper-
iments, patients with normal CT scans (class Normal) and with lung lesions
(class Pneumonia) are considered. More precisely, there are 1006 patients with
pneumonia and 336 patients with normal lungs. All the examples in the data-
set are in the DICOM format. In the experiment, for each image, individual
slices were extracted and processed. More precisely, only part of the images
containing the lungs was considered. Tables A.2 and A.3 in Appendix A list
all clinical attributes. A total of 47260 2D images were obtained and used for
the training of a CNN. The dataset, grouped by the patient, was divided into
training (75%), validation (10%), and testing (15%) by sampling. Therefore,
the test set includes 203 patients.
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12.2.2 Experimental Setup

The trained CNN is composed of the following parts: four blocks composed
of one convolutional layer with kernels of shape 3× 3 and ReLU as activation
function followed by a batch normalization layer with 64, 64, 128 and 256
neurons respectively. These blocks are followed by a global average pooling
layer, one fully connected layer with 512 neurons and one dropout layer. The
output layer consists of 2 neurons associated with the two classes, Normal,
Pneumonia.

Regarding clinical data, an approach similar to the one applied in the pre-
vious experiment, described in Section 12.1.1, is adopted. The only difference
is that the RF and DT were used to predict Covid-19 positive or negative
patients instead of the death of a patient during hospitalisation.

12.2.3 Results

This section presents the results of Neural HPLP applied to the second dataset
described in the previous section. This further experiment serves to confirm the
reusability, the validity and more importantly the efficiency of Neural HPLP.
As mentioned before, the target is to identify patients positive to Covid-19.
First, we trained a RF on all clinical data classifying whether the patients
are positive or negative to Covid-19. As results, we obtained an accuracy of
93.9%, an AUCROC of 0.93 and an AUPRC of 0.86. Then, using the trained
RF, the first 10 (most important) clinical attributes are extracted and are the
following: Temperature, Coefficient variation of red cell volume distribution
width, Standard deviation of red cell volume distribution width, Age, Lymph-
ocyte count, Eosinophil percent, Eosinophil count, Neutrophil percent, Hemo-
globin and Lymphocyte percent. Considering only these features, a new dataset
for training a DT is generated. After training the DT, the following metrics on
the set are obtained: an accuracy of 90.14%, an AUCROC of 0.9045 and an
AUCPR of 0.9208. Experiments on the trained CNN achieved the followings
results on the test set: an accuracy of 81.77%, an AUCROC of 0.823 and an
AUCPR of 0.8709.

The last part of the experiment is performed using SLEAHP_EM and
SLEAHP_DEEP. Using the outcome of the DT and CNN, a dataset consisting
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of 203 interpretations (one for each patient in the test set) is generated for
training the SLEAHP systems. From the experiments, the following results are
obtained: SLEAHP_DEEP achieved an AUCROC of 0.8188 and an AUCPR of
0.7210 while SLEAHP_EM achieved better results with an AUCROC of 0.8956
and an AUCPR of 0.8144. In summary, this last experiment on a consolidated
dataset confirms the accuracy and more importantly the effectiveness of Neural
HPLP.

124



Chapter 13

Cross Entropy Overlap Distance in
Anomaly Detection

This chapter describe the experiments and the results obtained by applying the
techniques used in Chapter 9 to benchmark datasets and industrial datasets.

13.1 Anomaly Detection Datasets

The experiments were performed on two different datasets. The first dataset
is a sub-dataset of MVTec Anomaly Detection (AD) [1, 2], specifically, only
the zipper images. This sub-dataset was augmented to change its shape and
proportions. Figure 13.1 shows some sample images of this dataset. Each
image has an associated binary mask. This dataset is composed of 216 im-
ages without defects and 184 images with defects. Then, in total, there are
400 images in the dataset. The training proportion is 70/20/10 for training,
validation and testing. This dataset was chosen because it is representative of
the problem in question. The images in this dataset have flaws found on both
the zipper and the fabric on the outside of the zipper. To comply with the
problem, we consider defective only the images that have defects on the zip.
Then, all images with no flaws on the zipper but with flaws on the surrounding
fabric were relabelled as non-defective.

The second dataset used in these experiments is provided by an Italian
company. Unfortunately, it is not possible to give details about this dataset
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(a) Image (b) Image (c) Image (d) Image (e) Image

(f) Mask (g) Mask (h) Mask (i) Mask (j) Mask

Figure 13.1: Example of the augmented zip dataset.

due to a Non-Disclosure Agreement signed with the company in the project.
But this latter dataset is a real industrial dataset. This dataset is composed
of 2818 images without defects and 2246 images with defects. In total, there
are 5064 images in the dataset. The training configuration is always 80/20
for training and validation. The test set has 893 images: 467 images without
defects and 426 images with defects.

For each experiment, EfficientNet-B0 was pre-trained on ImageNet. For
our experiments, we have tested both transfer learning and fine-tuning. The
experiments show that fine-tuning gives significantly better results than trans-
fer learning. This is due to the fact that the network was trained on ImageNet
with a standard loss (categorical cross-entropy). Therefore, re-training only
the last dense layer may not be sufficient to be able to enhance the contribu-
tion of the new loss. For our experiments, we have performed the fine-tuning
by unfreezing the last 20 convolutional layers. The custom CNN, instead, was
trained from scratch by adopting the new proposed loss.

13.1.1 Experiments on MVTec AD Dataset

Table 13.1 shows the results of EfficientNet-B0 and the custom CNN trained
on the MVTec AD dataset. As can be seen, in both cases, the application of
the new OD can bring the networks to achieve better results in the validation
phases. Figure 13.2 shows the results of EfficientNet-B0 on the test set. From
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the confusion matrices, we can see that, by the application of OD on the loss
(thus using the CEOD loss), the network obtains better results in terms of
defect identification at the expense of a slight worsening in the identification
of non-defective ones. The network trained with CEOD reaches 95.5% of
accuracy and 0.95 of AUCROC. Indeed, EfficientNet-B0 with classical cross-
entropy reaches 93.3% of accuracy and 0.925 of AUCROC. Figure 13.3 shows
the results of custom CNN on the test set. The custom CNN trained with
CEOD obtains 73.3% of accuracy and 0.74 of AUCROC in the same test
set. The custom CNN trained with standard cross-entropy reaches 48.8% of
accuracy and 0.53 of AUCROC. Figure 13.4 shows an example of a heatmap
produced by a network trained classically and the one trained with CEOD.
The time spent performing 1K training cycles with EfficientNet-B0 trained
with standard cross-entropy is 2h 28m 24s. The time spent performing 1K
training cycles with EfficientNet-B0 trained with CEOD is 2h 36m 29s. The
time spent with the custom CNN to perform 100 training cycles with standard
loss is 4m 30s versus 4m 28s for the custom CNN trained with CEOD.

13.1.2 Experiments on the Industrial Dataset

Table 13.2 shows the results of EfficientNet-B0 and the custom CNN on the
industrial dataset. From Table 13.2, we can see that the network trained
with CEOD is better in terms of accuracy in the validation phase. We can
also note the improvement of the network trained with fine-tuning w.r.t. the
network trained with only transfer learning. The slight worsening of the loss
is probably due to the fact that, unlike the experiment done on the MVTec
AD benchmark dataset, this industrial dataset presents much more difficulties.
This is because it is representative of a real use case. The sum of the OD part

Table 13.1: MVTec AD Dataset.Cls. and Exp. stand for classification and
experiment respectively

CNN Exp. Training validation

Accuracy Loss OD Accuracy Loss OD

EfficientNet-B0 Cls. 1.000 0.0049 - 0.992 0.022 -
CEOD 0.990 0.005 0.0005 1.00 0.010 0.00032

CustomNet Cls. 0.999 0.008 - 0.910 0.35 -
CEOD 0.998 0.010 0.0002 0.960 0.09 0.0003
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(a) Cls. (b) CEOD

Figure 13.2: Confusion matrices on the test set of the MVTec AD dataset
obtained with EfficientNet-B0. 0_ND and 1_D represent the class without
and with defects respectively.

(a) Cls. (b) CEOD

Figure 13.3: Confusion matrices on the test set of the MVTec AD dataset
obtained with the custom CNN. 0_ND and 1_D represent the class without
and with defects respectively.
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(a) Cls. (b) CEOD

Figure 13.4: In (a) there is the heatmap produced with the classification (Cls.)
network. It is possible to see that the defect on the zip is not highlighted unlike
the external defect in the upper right. In (b) there is the heatmap produced
by the network trained with CEOD. In this case, the defect on the zip is
highlighted unlike external defects which are not considered by the network.

to the cross entropy loss leads to this slight deterioration. This phenomenon
does not occur in the MVTec AD dataset because, being simpler, the network
trained with CEOD can clearly exceed that trained with the standard loss and
therefore the effect of the sum of the ODs does not lead to worsening the loss.
However, despite the excellent results obtained through the network trained
for standard classification, with CEOD we are able to obtain a further increase
in performance. Figures 13.5 and 13.6 show the results of EfficientNet-B0 and
the custom CNN on the test set of the industrial dataset. In Figures 13.5
and 13.6, we can see that the networks trained with CEOD obtain better
results in terms of defects identification at the expense of a slight worsening in
the identification of non-defective ones. EfficientNet-B0 trained with CEOD
reach 98.9% of accuracy and 0.99 of AUCROC compared to EfficientNet-B0
trained with standard cross-entropy that reaches 98.8% of accuracy and 0.98
of AUCROC on the test set. The custom CNN trained with CEOD reaches
95.4% of accuracy and 0.95 of AUCAUC as compared to the CNN trained with
the standard loss that reaches 93.3% of accuracy and 0.93 of AUCROC on the
test set. The time spent performing 360 training cycles with EfficientNet-B0
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Table 13.2: Industrial Dataset. For EfficientNet-B0, results for Transfer Learn-
ing (TL) and Fine-Tuning (FT).

CNN Exp. Training validation

Accuracy Loss OD Accuracy Loss OD

EfficientNet-B0 - TL Cls. 0.956 0.11 - 0.976 0.102 -
CEOD 0.957 0.10 0.00055 0.977 0.110 0.00036

EfficientNet-B0 - FT Cls. 0.990 0.00018 - 0.995 0.017 -
CEOD 1.000 0.0007 0.00038 0.998 0.045 0.00032

CustomNet - FT Cls. 1.000 0.00001 - 0.98 0.053 -
CEOD 1.000 0.00002 0.000017 0.9965 0.013 0.00002

(a) Cls. (b) CEOD

Figure 13.5: Confusion matrices on the test set of the industrial dataset ob-
tained with EfficientNet-B0. 0_ND and 1_D represent the class without and
with defects respectively.

trained with standard cross-entropy is 9h 25m 31s. The time spent performing
360 training cycles with EfficientNet-B0 trained with CEOD is 8h 12m 47s.
The time spent with the custom CNN to perform 80 training cycles with
standard loss is 1h 44m 25s versus 1h 44m 5s for the custom CNN trained
with CEOD.
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(a) Cls. (b) CEOD

Figure 13.6: Confusion matrices on the test set of the industrial dataset ob-
tained with the custom CNN. 0_ND and 1_D represent the class without and
with defects respectively.
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Part V

Conclusions and Outlooks
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Chapter 14

Conclusions and Future Works

14.1 Conclusions

The work presented in this thesis is focused on the study and the exploitation of
the concept of eXplainable Artificial Intelligence (XAI). In Part II we introduce
the needed background knowledge for the correct understanding of the thesis.
Part II describes the main deep learning concepts used in the rest of the thesis,
the Neuro-Symbolic integration techniques used to combine deep networks
with symbolic/logic human-interpretable algorithms and the background for
the XAI concepts. Part III theoretically explains the various works developed
in the contest of this dissertation. Finally, Part IV describes the experiments
performed with the systems developed in Part III in different working scenarios.

In summary, in this work, we have developed two different approaches to
XAI. All these approaches are widely described in Part III. The first approach,
is described in Chapter 8. The work associated with this approach is a neuro-
symbolic Neural Architecture Search (NAS) with Hyper-Parameter Optimiza-
tion (HPO) algorithm. By exploiting Probabilistic Logic Programming (PLP),
we can drive the training of a neural network by analysing the performance
of each training and automatizing the choice of hyper-parameters to obtain
a network with better performance. Thanks to PLP, we can get a diagnosis
of the malfunctions and improvements that have been made to get to the
final network. This system, called Symbolic DNN-Tuner, has been tested on
both benchmark and industrial datasets obtaining good results compared with
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Bayesian Optimization (BO) which is the state-of-the-art for hyper-parameters
optimization. The second work belonging to this approach is Neural HPLP
(Chapter 8.3). This is a neuro-symbolic ensemble learning system for learning
from heterogeneous data streams in the medical environment. This system
has been developed for facing the pandemic crisis caused by Covid-19. Neural
HPLP combines deep networks with symbolic algorithms to learn from clinical
data and unstructured data like CT scans or X-Ray and the results of these two
different learnings are merged with Hierarchical Probabilistic Logic program-
ming (HPLP). This is an approach for integrating symbolic (e.g probabilistic
logic program) and sub-symbolic (neural networks) systems. The second ap-
proach described in Chapter 9 aims to exploit the explanation to improve the
network performance. This approach is mainly focused on the task of anomaly
detection. The idea of the work described in Chapter 9.1 is to create an atten-
tion module to focus a Convolutional Neural Network (CNN) only on the area
of interest of the images. To achieve this goal, we identify the most important
pixels in the images for classification according to a CNN through an XAI
algorithm called Grad-CAM. After that, we calculate how much these pixels
overlap with the mask that is provided, for each image, during the training
phase. The computed overlap value is added to the loss of the network, to
force the network to recognize the most important pixels, only within the area
marked by the masks.

Part IV describes the applications of the after-mentioned approaches. In
Chapter 10 and 11, we describe the application of Symbolic DNN-Tuner as
NAS and HPO applied on benchmark datasets and industrial datasets and an
updated version of the software for creating and adapting a neural network on
a device with power and consumption constraints in a systematic way. Chapter
12 describes the application of Neural HPLP on two different tasks: the early-
stage prediction of the critical state of Covid-19 patients and the detection of
Covid-19 infection. Finally, Chapter 13 describes the application of the Cross
Entropy Overlap Distance loss in the task of the classification and detection
of anomalies on the surface of industrial products.
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14.2 Future Work

The XAI field is a research area in constant growth. In these years, much
work has been done on the theme of the explainability of Artificial Intelligence
algorithms due to the importance that these algorithms are having in our lives.
Despite this, this research field is still under-explored.

A future direction for Symbolic DNN-Tuner could be to remove the Bayesian
Optimization (BO) from the optimization process, replacing it with other types
of algorithms like Reinforcement Learning algorithms. Another future work is
to advance the application of Symbolic DNN-Tuner for creating and adapt-
ing deep neural networks (DNNs) to an edge device with power constraints.
The work described in this thesis concerning this field is the first step in this
direction. A possible future step could be to add new constraints to be met.
These constraints will be integrated as new tuning rules and the software will
be compared with other recent software or software that will be developed in
the context of Tiny Machine Learning (Tiny ML).

For Neural HPLP, we plan to build an end-to-end training process for
Neural HPLP based on a customized optimization function. Furthermore,
we also plan to integrate multiple other machine learning algorithms using
hierarchical probabilistic logic programming. Finally, we plan to investigate
the scalability of Neural HPLP by applying it to a large amount of clinical
data obtained from different hospitals in different countries.

In the field of Exploiting Explanation (see Chapter 9), the next step is to
try to apply this new type of loss to an unsupervised learning framework. We
are studying a way to implement this approach into Generative Adversarial
Networks (GANs) for anomaly detection. This is motivated by the high suit-
ability of GANs for anomaly detection task in the industrial sector.
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Appendix A

Clinical Data

Table A.1 reports the list of the attributes of the first clinical dataset described
in Section 12.1. Tables A.2 and A.3 report the list of attributes of the second
dataset for the additional experiment described in the Section 12.2.
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Table A.1: Attributes for the main experiment

Clinical attribute Acronym

Age -
Gender -
Organization Cost Centre CdcoUO
Intensification of care -
Pneumology department -
Anesthesia and resuscitation department -
Clinical onset with fever -
Hospitalization day -
Discharge day -
In-hospital days -
Symptoms cardiopulmonary onset -
Gastrointestinal onset symptoms -
Systolic Blood Pressure at the entrance SBP
Diastolic Blood Pressure at the entrance DBP
Heart rate -
Breath frequency -
Body temperature -
Modified Early Warning Score MEWS
Partial pressure of oxygen in a gaseous environment pO2
PO2 / FiO2 ratio PF
High Resolution TC HRTC
High Resolution TC per ground glass HRTCpergrpoundglass
White blood cells WBC
Lymphocytes -
C-reactive Protein CRP
Procalcitonin PCT
Creatinine -
Glomerular Filtration Rate GFR
Lactate Dehydrogenase LDH
Brain Natriuretic Peptide BNP
Fibrinogen -
D-Dimero -
Isoamylase -
Alanine Aminotransferase ALT
Creatine Phosphokinase CPK
Ferritin -
Troponin -
Smoking habit -
Hypertension -
Ischemic heart disease -
Heart failure -
IRCIIIIVV -
ICTUSoTIA -
Chronic Peripheral Obliterative Arteriopathy AOCP
Chronic Obstructive Pulmonary Disease COPD
Mild liver disease -
Moderate liver disease -
Peptic ulcer -
AIDS -
Hemiplegia -
Localized or haematological neoplasm -
Metastasis -
Dementia -
Charlson index -
Microcythemia -
Inflammatory Bowel Disease IBD
Diabetes -
Diabetes without organ damage -
Diabetes with organ damage -
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Table A.2: Attributes for the additional experiment

Clinical attribute Clinical attribute

Age Alkaline phosphatase
Sex Alanine aminotransferase
Temperature Aspartate aminotransferase
malattie pregresse Urea nitrogen
covid Calcium
CT Chlorine
Morbidity Total carbon dioxide
Mortality Creatinine
Erythrocyte sedimentation rate Latitude-glutamyltransferase
C-reactive protein Globulin
Procalcitonin Potassium
Mean corpuscular hemoglobin concentration Magnesium
Mean corpuscular hemoglobin Sodium
Mean corpuscular volume Phosphorus
Hematocrit Total bilirubin
Hemoglobin Serum total protein
Red blood cell Uric acid
Platelet distribution width Total cholesterol
Plateletcrit Creatine kinase
Mean platelet volume High density lipoprotein cholesterol
Platelet count Lactate dehydrogenase
Basophil count Triglyceride
Eosinophil count Anion gap
Monocyte count Direct bilirubin
Lymphocyte count Glucose
Neutrophil count Low density lipoprotein cholesterol
Basophil percent Osmotic pressure
Eosinophil percent Prealbumin
Monocyte percent Total bile acids
Lymphocyte percent Pseudo-hydroxybutyrate dehydrogenase
Neutrophil percent Cystatin C
White blood cell Leucine aminopeptidase
Platelet larger cell ratio 5’nucleotidase
Standard deviation of red cell volume distribution width Homocysteine
Coefficient variation of red cell volume distribution width Serum amyloid protein A
D-Dimer Small density low density lipoprotein
Thrombin time CD3+ T cell
Fibrinogen CD4+ T cell
Activated partial thromboplastin time CD8+ T cell
International normalization ratio B lymphocyte
Prothrombin time Natural killer cell
Albumin/Globulin ratio CD4/CD8 ratio
Albumin Interleukin-2
Interleukin-4 White blood cell count
Interleukin-6 Squamous epithelial cell
Interleukin-10 Viscose rayon
TNF-pseudo Unclassified crystal
IFN-latitude Specific gravity
Fibrin/fibrinogen degradation products Complement C1q
Antithrombin III Hyaline cast
B-type brain natriuretic peptide precursor Pathological cast
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Table A.3: Attributes for the additional experiment - continued

Clinical attribute Clinical attribute

Indirect bilirubin pH
Fungi (1-3)-tail-D-glucan Complement C3
Urea Immunoglobulin M
High-sensitivity C-reactive protein Immunoglobulin A
Red blood cell count Immunoglobulin G
Non-squamous epithelial cell Yeast
Choline esterase Complement C4
Sialic acid Lipase
Pseudo-L-Fucosidase Anti-streptolysin O
Lipoprotein A Rheumatoid factor
Apolipoprotein A1 Bacterial count
Apolipoprotein B Lactic acid
Leukocyte mass
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