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Abstract

In recent years, modern computing environments have been evolving towards the Com-
pute Continunm (CC), an ecosystem that encloses cloud, fog, and edge resources to
support increasingly complex, distributed, and latency-sensitive applications. Within
this paradigm, Kubernetes (K8s) has become the de-facto standard for orchestrating
microservice-based architectures, although its operational complexity and dynamic na-
ture pose significant challenges to efficient deployment, configuration, and fault re-
silience.

This doctoral research addresses these challenges by combining Digital Twin (DT)
modeling, Reinforcement Learning (RL), and Computational Intelligence (CI) to de-
sign data-driven adapted orchestration frameworks for distributed CC environments.
The main contribution that this thesis introduces lies in Kube Twin (KT), a DT frame-
work that enables the accurate simulation of K8s deployments, allowing what-if analy-
ses and automated optimization of management policies. KT leverages both simulation-
based inference and Machine Learning (ML) techniques, such as Mixture Density Net-
work (MDN), to model microservice response times and validate DT accuracy in real-
istic multi-access edge scenarios.

Building on this foundation, this research also explores RL-based orchestration for
optimal service allocation across multi-cluster K8s setups in the CC. The proposed ap-
proaches, implemented in framework solutions such as gym-multi-k8s and Hephaes-
tusForge, integrate Deep Sets (DS) neural architectures to generalize deployment poli-
cies over varying cluster configurations, achieving near-optimal trade-ofts between la-
tency, cost, and fairness. Complementary studies compare multiple optimization algo-
rithms, from Deep Q-Network (DQN) and Proximal Policy Optimization (PPO) to
Genetic and swarm-based metaheuristics, highlighting the strengths of hybrid RL-CI
strategies and Multi-Objective (MO) optimization for adaptive service management.
Asafinal contribution, this thesis also investigates resilience and fault tolerance through
Twin-Enhanced Learning for Kubernetes Applications (TELKA), a DT-driven RL sched-
uler that incorporates Chaos Engineering (CE) to detect and mitigate system faults
proactively.

Opverall, this work advances the state of the art in autonomous orchestration for
distributed cloud systems by integrating DT's, RL, and CI into several unified method-
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ological frameworks. The proposed solutions demonstrate how simulation-enhanced
learning and intelligent optimization can provide flexible, efficient, and resilient or-
chestration strategies for next-generation cloud native applications operating across the

CC.
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Chapter 1

Introduction

In recentyears, the research community has observed a reshaping of network infrastruc-
tures, with a growing interest and adoption of the CC paradigm. CC brings together a
variety of computational and storage resources, spreading them across different layers
resulting in a unified ecosystem establishment [1]. In this way, users would not only
rely on the resources available at the edge but could also exploit computing resources
provided by fog or cloud providers. Consequentially, CC opens new possibilities to dis-
tribute the load of computationally intensive services such as ML applications, online
gaming, Big Data management, and so on [2], [3]. Itis important to note that all these
new innovative options and the inclusion of a plethora of new devices in the ecosystem
creates a large number of potential threads which require the adoption of new effective
countermeasures [4]. At the heart of the CC paradigm lies the orchestration challenge,
which is related to determining the optimal placement of microservices within the CC,
taking into account factors such as task duration, computational demands, and latency
requirements. In such a distributed and heterogeneous environment as the one that
CC brings to the table, effective service management becomes crucial to ensure seamless
service delivery and resource optimization. However, efficiently coordinating resource
allocation, exploitation, and management in the CC represents quite a challenge [s].
Applications deployed in these environments must adhere to strict Key Performance
Indicators, particularly in terms of latency and resource efficiency [6]. Also, the com-
plexity of this problem is expected to increase with the advent of next-generation net-
works, such as 6G [7], which promise to unlock novel use cases by oftering significantly
lower latency and higher bandwidth than sG [8]. This requires careful strategies for
placement, migration, and resource allocation to ensure that the system can dynami-
cally adapt to variations in workload and network conditions. Therefore, there is a need
for service fabric management solutions capable of efficiently allocating multiple service
components using a limited pool of devices distributed among the CC, also considering
the peculiar characteristics of the resources available at each layer. In addition, the sig-
nificant dynamicity of the CC scenario calls for adaptive/intelligent orchestrators that



can autonomously learn the best allocation of services.

At the same time, the landscape of application deployment and life-cycle manage-
ment has experienced a profound transformation with the advent of containers [9].
From traditional monolithic structures, applications have evolved into intricate loosely
coupled microservices, resulting in substantial improvements in deployment flexibility
and operational efficiency [10]. However, efficient management of modern microservice-
based applications requires sophisticated orchestration solutions. The rise of innova-
tive paradigms such as Fog Computing [11], [12], Edge Computing [13], [14], and the
CC [15], [16] puts even more pressure on popular cloud infrastructures to support novel
use cases: highly mobile self-driving vehicles [17], bandwidth-intensive Extended Real-
ity applications, and ultra-reliable Industrial IoT services [18]. These use cases require
computing resources closer to devices and end users, but the lack of efficient multi-
cluster management features has hindered the deployment of these applications due
to their stringent latency and bandwidth requirements [19]. The existing literature fo-
cuses mainly on single-cluster scenarios, with a few works that address multi-cluster
orchestration [20], [21]. The orchestration dilemma becomes notably more complex
in these multi-cluster scenarios: several clusters add a layer of complexity to the overall
system due to their unique configurations, resource capacities, and network settings.
Ensuring low latency across geographically distributed clusters poses a significant chal-
lenge, which is even exacerbated by the complexity of container-based applications,
typically composed of multiple microservices, each with different and strict require-
ments. Therefore, orchestrator solutions for the CC must make decisions regarding
the location of the deployment of each microservice, including whether to concentrate
instances within a single cluster or distribute them across multiple clusters. This ap-
proach helps overcome the limitations of traditional scheduling methods in managing
the dynamic changes inherent in microservice-based architectures. To achieve this, an
effective strategy is essential for determining when to distribute microservice instances
across different clusters focused on optimizing various performance factors such as de-
ployment costs and the application’s latency. Moreover, since individual microservices
often exhibit varying workloads based on user demand and application complexity, ef-
ficient orchestration mechanisms are crucial to prevent the overload of compute nodes
and to ensure that computing resources are used efficiently within the CC.

The growing proliferation of Artificial Intelligence (AI) and ML tasks introduces
new orchestration challenges across the CC [22]-[24]. These include workloads such
as Large Language Models, where even basic operations such as hyperparameter tun-
ing can require huge computational power [25], as well as distributed inference [26].
Although 6G will improve network capabilities, realizing its full potential requires the
development of intelligent orchestration mechanisms. These mechanisms must effec-
tively leverage the diversity of resources in multi-cluster environments by considering
a wide range of deployment criteria, ranging from available CPU and RAM to pric-
ing models and Quality of Service (QoS) metrics such as round-trip latency and service



availability. Despite the significant effort to address optimization problems in hetero-
geneous and multi-cluster scenarios [27]-[30], many state-of-the-art automated man-
agement solutions (e.g., Amazon EKS [31], Platform 9 [32]) still provide only limited
support for simultaneously optimizing cost efficiency and adherence to Service Level
Agreements, including availability and latency goals. Moreover, while a few existing
solutions acknowledge multiple objectives, these often tend to rely on conventional
methodologies, such as weighted sum or lexicographic approaches [33], [34], under the
assumption that decision-makers can precisely specify their preferences among differ-
ent and often conflicting goals beforehand. However, in practice, such preferences may
not be known in advance or may evolve over time, limiting the practical effectiveness
of these traditional approaches. The increasing use of Al techniques has also led to
different and potentially very promising approaches [35], including self-learning ones.
Among those, RL is the one that has definitely accumulated the most attention in the
research community [36]. RL is a promising ML area that has gained popularity in
a wide range of research fields such as Network Slicing [37], Network Function Vir-
tualization [38], and resource allocation [39]. More specifically, Deep Reinforcement
Learning (DRL) has recently emerged as a compelling technique increasingly proposed
in service management research [40]. DRL approaches aim to train a highly intelligent
orchestrator to be able to make effective decision making in service management un-
der various conditions. CI solutions represent another promising approach, utilizing
smart and gradient-free optimization techniques that can efficiently explore a relatively
large solution space [41]. Leveraging CI, it is possible to realize orchestrators that can
explore relatively quickly even large solution spaces, thus being able to effectively op-
erate in dynamic conditions with a reactive posture with a minimal re-evaluation lag.
Advanced CI solutions seem to be well suited for expensive [42] and dynamic opti-
mization problems [43], [44]. Although some metaheuristic performance analyzes in
fog environments have been performed in recent times [4s], establishing which of these
solutions represents the most suitable one for service management in the CC is still an
open research question.

RL and CI techniques have been proposed by the research community to address
microservice deployment and resource management challenges at various layers of the
CC. The firsts have shown promising results due to their ability to learn optimal strate-
gies through continuous interactions with the environment [46]-[48]. Alternatively,
metaheuristics offer an advantage in solving complex optimization problems more effi-
ciently, often reducing computational time compared to traditional mathematical op-
timization techniques [49], [so]. The application of these methodologies has been fur-
ther facilitated by the introduction of the DT paradigm also for CC ecosystems [s1].
The DT concept has emerged in industry 4.0 as a high-accuracy virtual representation
and software companion for physical assets related to applications ranging from mainte-
nance [s52] to process and network optimization [s3]—[ss]. However, more recently, the
term has also been applied to software platforms and digital assets. Along that way, some



authors have already proposed DT’ for mimicking and configuring/interacting with ei-
ther networks, applications, or both [56]. In particular, DT's can address a wide range of
situations by leveraging what-if scenario analysis and employing different mechanisms,
ranging from performance optimization to chaos engineering [s7]—-[s9]. Within this
research avenue, a relatively recent development is the consideration of large-scale ap-
plications. As mentioned previously, large-scale applications are deployed on complex
hybrid Cloud and CC scenarios, with many different public and private cloud environ-
ments and dynamic workloads, which present several challenges from the perspective
of identitying optimal deployment configurations. In practice, it is very hard to deter-
mine the optimal configuration of computational and network resources for a large-
scale application before their actual deployment. This task is even more complicated
by the adoption of sophisticated orchestration platforms, such as K8s, that has become
the de-facto solution for service management and orchestration, and it is increasingly
proposed as a platform for a wide range of applications: from Network Function Vir-
tualization (NFV) implementation [60] to the tactical edge domain [61]. Although this
presents several advantages from the service provider perspective, it makes it even more
difficult to assess upfront the proper configuration of a large-scale deployment, because
its accurate evaluation must consider aspects that go well beyond the provisioning of
resources, such as the number of Virtual Machines (VMs) to rent, their prices, etc., and
needs to evaluate the runtime impact of K8s control loops on the application behavior.

This thesis analyzes and introduces different orchestration based mainly on the us-
age of RL, CI, and DT principles. Firstly, several simulations have been conducted to
train, test, and compare RL and CI techniques in a realistic CC scenario character-
ized by limited computing resources at the edge and fog layers and unlimited resources
at the cloud, considering metrics such as Percentage of Satisfied Requests (PSR) and
Value-of-Information (Vol) through the Value-of-Information for Compute Contin-
uum Ecosystems (VOICE) platform. In particular, VOICE supports dynamic service
components allocation throughout the CC. A comparison between CI approaches and
more traditional strategies (e.g. maximization of satisfied requests or latency minimiza-
tion) evaluated the choice of the Vol-based service and resource management as the
foundation of the VOICE framework.

The potential that RL showed in the first experiments was key to consider it as
an approach to tackle the orchestration challenge in a multi-cluster infrastructure by
proposing an RL-based Global Topology Manager (GTM) for efhicient application de-
ployment in K8s. An RL environment has been developed to provide a scalable and
cost-effective solution to train RL agents for the multi-cluster orchestration problem.
In addition, this thesis leverages the capabilities of the open-source project Kubernetes
Armada (Karmada) [62], which acts as a control-plane solution for managing multi-
cluster applications across hybrid cloud settings. The study aims to make Karmada’s
behavior more adaptive and intelligent than its current one by developing new com-
ponents and novel orchestration policies to accomplish more efficient multi-cluster



scheduling. Motivated by the preliminary but promising results, this thesis proposes
also a novel RL-based OpenAl Gym environment named HephaestusForge to provide a
scalable and cost-effective solution to train RL agents for this problem. Instead of con-
sidering a single-objective reward model, HephaestusForge introduces a multi-objective
reward function that considers three different performance factors: latency, cost, and
inequality. This approach enables the learning of more effective deployment strategies
capable of dealing with the various challenges that characterize CC scenarios. The re-
sults based on the OpenAI Gym environment show that RL can find efficient microser-
vice placement schemes while prioritizing latency reduction, favoring low deployment
costs, and avoiding distribution inequality compared to heuristic-based methods.

Despite the results obtained and the potential shown by the DS architecture, the
complex and unpredictable interactions between heterogeneous objective functions in
the CC make it challenging, if not impossible, to define precise and explicit preferences
in advance. In practice, when dealing with multiple competing objectives, it is desirable
to present to the decision-maker a set of multiple “optimal” trade-ofts, such that well-
informed decisions can be made a posteriori [63], [64]. In this regard, in contrast to
single-objective optimization, a part of the work in this thesis aims to derive the entire
Pareto Front (PF) of solutions, each achieving “optimal” trade-ofts between three com-
peting objectives: service latency, service deployment costs, and frequency of service
interruption. Specifically, this thesis improves on the state-of-the-art by jointly consid-
ering the following four main aspects: 7) simultaneous optimization of both scheduling
and resource allocation, 77) assumption that the decision-maker’s preferences between
objectives are unknown before optimizing, 77z) different pricing and latency models be-
tween heterogeneous clusters, profiled from real-world Amazon Web Services (AWS)
instances, and 7v) consideration of the possibility of splitting multiple microservices
over different compute instances during resource allocation. In this context, a schedul-
ing and resource allocation in K8s clusters has been formulated as a MO-Integer Linear
Programming (ILP) problem and leverage metaheuristics to solve it efficiently.

The second part of this thesis claims the need to design novel DT solutions pur-
posely implemented by considering K8s and the requirements of K8s-based applica-
tions. Those solutions would allow us to accurately capture the state of an existing K8s-
based I'T application through a virtual object with a smaller footprint and be capable of
running what-if scenario analysis much faster than on a physical testbed. This would
allow for an efficient and parallel evaluation of the behavior of the DT using different
configuration parameters or even modified components, with many relevant applica-
tions ranging from design feedback to resource optimization and chaos engineering,
as demonstrated by the implemented TELKA framework. The main contribution re-
lated to this aspect lies in KT, a comprehensive framework designed to implement DT's
of K8s-based deployments. KT emulates the K8s orchestration functions and network-
ing behaviors to be used as a guideline for service providers to accurately evaluate the
impact of complex and large-scale K8s deployment scenarios. It allows the definition of



applications through a declarative description, which is semantically equivalent to K8s,
to reenact and assess them through both generic and application-specific (and user-
defined) Key Performance Indicators. KT enables its adopters to leverage the DT to
identify optimized deployment configurations and evaluate different scheduling poli-
cies in complex computing scenarios where resources can be distributed at many levels,
such as edge servers and cloud data centers. The contributions are manifolds: a descrip-
tion of the KT framework, a comprehensive presentation of a use case that contains not
only the description of a container-based application that can be used as a reference for
testing, but also a detailed CC scenario composed of edge and cloud resources. Among
these, two solutions will also be proposed to model the statistical distribution of the
response time of K8s applications. The first relies on a simulation-based inference ap-
proach, the second will be based on MDNs, which combine the use of conventional
Feedforward Neural Network (FFN) with characterization by means of mixture mod-
els.

The final section of this thesis is focused on the usage of KT along with CE method-
ologies to improve the resilience of container-based applications deployed atop K8s, dis-
cussing the TELKA framework. TELKA can retrieve metrics, monitor information,
and intervene in the event of performance degradation due to computing and network
faults by adopting KT to learn how to mitigate adverse events of faults such as node fail-
ure or increased communication latency. KT enables to run multiple what-if scenario
analyses during which the application is affected by injected faults. To deal with these
faults, TELKA interacts with KT to learn a policy that can improve the resilience of
the entire application. In this way, instead of interacting with the physical K8s applica-
tion, TELKA learns by interacting with a DT, thus reducing the learning time and the
operation costs related to the application of CE.



Chapter 2

Compute Continuum Foundations

Over the last two decades, the computing paradigm has undergone a severe evolution,
guided by both technological advances and the emerging needs required by users and
modern applications [65]. The emergence of Cloud Computing in the mid-2000s rep-
resented an historic model shift, offering on-demand provisioning of computational
resources, scalability, and cost efficiency through a pay-as-you-go model. Cloud infras-
tructures quickly became a recognized de facto standard for data storage, large-scale an-
alytics, and application components hosting [66], allowing organizations and adopters
to focus more on software development rather than physical infrastructure manage-
ment.

In parallel, the evolution of electronic devices has radically revolutionized the edge
of the network. The proliferation of sensors, actuators, and the increasing computa-
tional power of mobile and embedded systems have led to IoT, one of the biggest recent
innovations for academia, society, and industry [67]. Nowadays, billions of heteroge-
neous devices generate and consume massive amounts of data, enabling applications
in domains such as smart cities [68], industrial automation [69], healthcare [70], and
autonomous mobility [71].

This evolution, however, has soon exposed the limitations of Cloud-centric mod-
els. Although they can provide remarkable computation and storage along with addi-
tional supportservices, they often struggle in scenarios that require low latency, efficient
resource utilization, data privacy, and security [s]. For instance, modern applications
such as real-time video processing, augmented reality, and safety-critical systems can-
not afford excessive delays derived from data transfers and processing in remote Data
Centers (DCs).

To bridge this gap, intermediate layers have emerged between the Cloud and the
IoT, giving rise to Fog and Edge Computing paradigms. These paradigms extend Cloud
capabilities closer to the data sources, enabling distributed processing, hierarchical stor-
age, and context-aware services [72]-[74]. Together, these layers form what is increas-
ingly referred to as CC, a seamless and dynamic integration of Cloud, Fog, and Edge,



resulting in a distributed computing environment composed of heterogeneous devices
as large-scale DCs down to resource-constrained embedded devices [75].

This chapter delves into the historical evolution of the enabling principles of the
CC. Itdiscusses how the continuum was born from the convergence of Cloud and IoT
ecosystems, motivated by the limitations of centralized models, and how orchestration
in such environments requires novel approaches leveraging Al techniques.

2.1 From Time-Sharing Systems to Cloud Computing

The concept behind Cloud Computing can be traced back in the past decades, when
in the 1960s organizations like IBM and MIT started to conceptualize the notion of
time-sharing systems. By implementing it, the main idea was to allow multiple users
to simultaneously access a single mainframe, each interacting as if they had dedicated
access to the machine. This would have led to an optimized usage of expensive physical
assets and to an evolution beyond the optimization of mainframe computing capabili-
ties. In 1962, John Mccarthy in "Time-Sharing Computing Systems" started to propose
a first architecture of time-sharing systems, stating that "Such a system will look to each
user like a large private computer. The new applications that time sharing will make pos-
sible will be of as much additional benefit to science and management as resulted from the
introduction of the stored-digital computer” [76]. In his vision, each user was connected
to a large and performing machine through a wired channel, with different consoles
depending on the price. When a user required a service, he would have started writing
a message request, with a queuing management to accommodate multiple requests si-
multaneously. His conceptualization included Round-Robin mechanisms to handle
several programs at the same time and priority assignments to quantify the amount of
time reserved to each program.

The next major step came with the introduction of the VM and its usage. In the
1970s, IBM introduced the Virtual Machine Facility/370 (VM/370) system, which al-
lowed a single physical machine to be partitioned into multiple logical environments,
each running its own operating system. To do so, it relied on three different operating
systems: the Control Program to simulate multiple copies of the machine, the Conver-
sational Monitor System system to support the personal use of a dedicated computer
through a file system mechanism, and the Remote Spooling and Communications Sub-
system to support data file transfers among computers and remote work stations linked
properly [77]. Virtualization provided both efficiency and isolation, with resources that
could be dynamically allocated while workloads remained secure and independent.

As computing systems became more distributed, the ability to securely connect to
them remotely gained importance. The development and deployment of Virtual Pri-
vate Networks (VPNs) during the 1980s and 1990s enabled organizations to extend their
internal networks across public infrastructures, providing authenticated and encrypted



channels for communication. Their employment was mainly motivated by the growing
trends related to user mobility and home offices, with companies providing reliable I'T
infrastructures to allow employees to access information and services from remote loca-
tions [78]. Although not Cloud systems in themselves, VPNs introduced the principle
of virtualized access to resources beyond physical boundaries, a crucial step toward the
geographically distributed nature of cloud platforms.

The real breakthrough toward modern Cloud Computing came in the early 2000s,
thanks to significant advances in distributed computing, virtualization, and broadband
connectivity. In 2006, Amazon launched the Elastic Compute Cloud (EC2) [79] and
Simple Storage Service (S3) [80], which are widely considered between the first large-
scale public Cloud services. Their pay-as-you-go pricing model and elastic scalabil-
ity made it possible for companies of all sizes to access computational and storage re-
sources without the need for large investments in hardware. This new paradigm based
on "utility computing” introduces a remarkable shift: computing resources can now be
requested and consumed as on-demand services. In the same year, Google CEO Eric
Schmidt introduced the term to an industry conference: I don’t think people have re-
ally understood how big this opportunity really is. It starts with the premise that the data
services and architecture should be on servers. We call it cloud computing—they should be
in a “cloud” somewhere”. However, the debate about the origins of the term is still open
and surrounded by many different theories [81]. Over time, the Cloud expanded be-
yond different types of service depending on users needs, from raw compute power to
fully managed application delivery: Infrastructure-as-a-Service (IaaS) toward Platform-
as-a-Service (PaaS) and Software-as-a-Service (SaaS) [82].

In the current landscape, Cloud Computing has become the dominant paradigm
for IT service delivery. This evolution has been further accelerated by the increasing
adoption of containerization technologies such as Docker [83] and orchestration plat-
forms like K8s [84]. These methodologies enabled an easier development of cloud-
native applications specifically designed to exploit the scalability, resilience, and flexibil-
ity of the Cloud. Moreover, hybrid cloud [85] and multi-cloud strategies [86] became
very popular, allowing organizations to distribute workloads across multiple providers
while maintaining control over sensitive data.

2.2 The Evolution of IoT

The concept of the IoT that we know nowadays finds his roots into a series of experi-
ments and innovations that gradually expanded the idea of connecting everyday objects
to the Internet. One of the first known IoT devices comes from the Carnegie Mellon
University, where a soda machine was modified to report its inventory status and the
temperature of newly loaded drinks, allowing remote users to check availability before
making a physical trip. To extract data from the machine, a board was installed to detect



the status of several indicator lights and connected to a gateway to the main computer
of the department through ARPANET [87]. Building on similar ideas, John Romkey
demonstrated that the Simple Network Management Protocol (SNMP) could be used
to control physical devices, a toaster in that specific case [88]. Combining a novel SNMP
application with a relay controlled directly by the parallel port on a portable computer,
he was able to successfully control the power and toast calibration of the device. Around
the same time, in 1991, researchers at the University of Cambridge developed what be-
came the world’s first webcam to monitor the Trojan Room coffee pot. The system was
mainly created to prevent wasted trips to an empty coffee pot, streaming low-resolution
images over the local network [89]. To do so, a fixed camera was linked to a video frame-
grabber through a wired connection. Thanks to a client application that everyone could
run, it was possible to obtain an icon-sized image of the coffee pot, which was updated
around every 20 seconds.

Parallel to these developments, the foundations of modern IoT were reinforced by
progress in global infrastructure. In 1995, the Full Operational Capability of the first
version of the long-running Global Positioning System (GPS) satellite program was
declared by the U.S. government. It provided two different levels of service: a Stan-
dard Positioning Service available to all users worldwide with a 95% of precision, and
a highly accurate military positioning, velocity and timing service available to users au-
thorized by the U.S called Precise Positioning Service [90]. Other than infrastructures,
additional technical advancements also contributed to the evolution of IoT. In 1998,
IPv6 was standardized by the Internet Engineering Task Force (IETF), providing an ex-
panded address space essential to support the vast number of devices envisioned in an
IoT ecosystem [91]. In fact, while 32-bit IPv4 only provides enough unique identifiers
for around 4.3 billion devices, 128-bit IPv6 has enough unique identifiers for up to 22
different devices.

In 1999, the expression was first introduced by Kevin Ashton to describe a system in
which the Internet is connected to the physical world via ubiquitous sensors and Radio
Frequency Identification (RFID) technology [92]. His vision leveraged the potential
of tagging and tracking objects in a unique way through RFID, enabling a more au-
tomated and accurate representation of the real world digitally and, at the same time,
reducing human dependency. Throughout the early 2000s, the proliferation and prac-
tical realization of IoT was fueled by the maturation of several technologies and the
development of others. For instance, the decreasing cost and miniaturization of sen-
sors, wireless modules, and embedded processors made it feasible to integrate connec-
tivity into a growing variety of devices. Furthermore, the launch of the first iPhone in
2007 and Android-based smartphones shortly after introduced a completely new and
novel way for general users to interact with the world and devices connected to the In-
ternet [93]. In fact, Smartphones not only expanded connectivity, but also introduced
key enablers such as integrated GPS, accelerometers, and later, Near Field Communi-
cation (NFC), which served as prototypes for many IoT applications.
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Another significant milestone in IoT research and development came in 2008, when
the first dedicated international conference was organized in Zurich, Switzerland [94].
This event represented a first signal of consolidation of Io T as a distinct field and consol-
idated technology subject of study and innovation from both industry and academia.
In fact, this was the first year that the number of estimated IoT devices grew to surpass
the number of humans on earth and scientific publications showed a first impactful
growing trend, along with several action plans related to IoT issued by many nations
[os]-

From the early 20105 onward, the IoT has progressively evolved from experimental
deployments into a global technological paradigm with a profound impact across mul-
tiple sectors. Several innovations and novel integrations with other paradigms charac-
terized this phase, from smart home markets to advances in automotive technologies.
From a consumer-oriented perspective, the launch of Amazon Echo in 2014 signifi-
cantly paved the way for the personal assistant market. Lately, these foundations have
become crucial for an integration with business and corporations, such as Alexa for
Business [96]. In parallel, Al and ML enhanced the ability to extract valuable insights
from massive streams of sensor data, enabling predictive maintenance [97], adaptive
automation, and personalized user experiences [98]. Blockchain has also been explored
as a means to improve security, traceability, and decentralized trust managementin IoT
networks [99].

Thereliance onIoT for sensor integration, Vehicle-to-Vehicle (V2V) [100] and Vehicle-
to-Infrastructure (V2I) communication [1o1], and real-time decision-making are en-
abling the rise and consolidation of connected and autonomous vehicles. This innova-
tion has been further accelerated by the combination of IoT and cloud services, allow-
ing the deployment of smart city ecosystems that leverage services ranging from intelli-
gent traffic management to environmental monitoring [102] and energy optimization
[103].

As mentioned previously, due to scalability and latency requirements, edge and fog
computing emerged as main solutions, bringing computational resources closer to the
data sources rather than relying solely on centralized cloud infrastructures. By seam-
lessly spanning cloud, fog, and edge-level resources, IoT infrastructures call for a contin-
uum of computational capabilities capable of dynamically allocating processing power,
storage, and networking functions where they are most effective. In fact, these resource-
constraint devices can delegate to powerful cloud services the execution of computa-
tionally intensive tasks and to dedicated hardware close to end-users a limited latency
and resource-saving task execution required in a wide range of modern applications.
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2.3 Beyond Cloud and IoT Boundaries: The Compute
Continuum

The historic evolution of IoT resulted in the generation and processing of huge data
sets at the edge of the network, making the cloud alone unsuitable to properly deal
with such heterogeneity of data and application requirements. Therefore, edge and fog
computing quickly become eftective solutions to overcome cloud limitations, improv-
ing aspects like average response time and bandwidth usage. With the continuous evo-
lution of the global I'T infrastructure and the need to connect devices in a distributed
network to meet a very fragmented range of requirements, the CC takes shape [104].
This paradigm enables users to rely not only on the resources available at the edge, but
also to leverage the computing capabilities offered by fog and cloud infrastructures. Asa
result, the CC introduces new opportunities for distributing the workload of compu-
tationally intensive services, including machine learning applications, online gaming,
and large-scale data management [2], [3].

2.3.1 Definition and Architecture Discrepancies

Since the research interest that the CC has drawn from many academics and adopters
in the last few years and the lack of universal standards, the current literature presents a
very heterogeneous profile, with several different terminologies, perspectives, architec-
tures, and conceptual overlaps [1]. From a terminology perspective, the most used ones
are typically "Cloud Continuum", "Edge-to-Cloud Continunm", and "Compute Contin-
uum", with the first and the latter often used interchangeably. However, "Cloud Contin-
uum’” seems to emphasize more the cloud layer of the continuum, putting less impor-
tance to edge and fog layers, which could be crucial, especially in modern applications
that have very strict requirements regarding some metrics such as latency. Therefore,
for this thesis, the terminology "Compute Continuum" has been considered the most
proper and elegant one, highlighting more the computing capabilities of the ecosystem
rather than specific locations or computing facilities.

In parallel, the definitions and architectures proposed by various organizations have
also been subject to numerous significant changes. For a long time, the most common
vision of the CC referred to the seamless integration of heterogeneous computing re-
sources distributed across the edge, fog, and cloud layers (as illustrated in Figure 2.1). At
the Edge layer, computational resources are primarily provided by Multi-Access Edge
Computing (MEC) servers deployed at Base Stations (BSs). These servers connect end
users to both the MEC infrastructure and the core network, offering the closest compu-
tational proximity to end devices. Owing to the very low communication latency they
can achieve (typically in the range of 1-10 ms), MEC servers are well suited for hosting
latency-sensitive and mission-critical applications.
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Cloud Layer

Figure 2.1: A CC architecture proposal shows computing resources deployed across the

edge, fog, and cloud layers.

Above the edge, the Fog layer offers enhanced computational capacity compared to
MEC servers, albeit with moderately higher communication latency. This intermediate
layer serves as a trade-off between performance and responsiveness, enabling a wider set
of applications to be executed closer to end users without fully relying on the remote
cloud. At the highest level of the continuum, the cloud layer provides virtually unlim-
ited computational and storage resources. These resources are best suited for large-scale
batch processing tasks and applications with relaxed latency constraints.

However, stakeholder requirements have evolved throughout the years, especially
from realities such as industries and governments, where there is a growing need to
maintain control over edge and cloud technologies and to set up on-premise facilities
to guarantee privacy and low latency. Therefore, to address them, several organizations
have proposed several alternative architectures, including the European Commission
[10s]. As demonstrated in Figure 2.2, this vision has a more cloud-centric perspective
than user-centric and the layers are classified according to their distance from the cloud
facilities, which are considered the main computational centers for large-scale data pro-
cessing and storage:

* Similarly to other proposals, the computational capacity and main services such
as security and monitoring are oftered by the major cloud services and telcom
providers, such as AWS or Microsoft Azure. These DCs are publicly shared in
a multi-tenant way and provide hardware and software to tackle a wide range of
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different use cases.

* The Near Edge layer is composed mainly by micro-DCs and regional cloud
nodes within hundreds of kilometers far from the devices. The characteristics
are comparable with those of the previous layer: multi-tenancy mode, public,
and with hardware and software resources to address a large number of different
use cases according to users needs.

* The Far Edge covers an area that is included in tens of kilometers far from the
devices, usually between so and 100 kilometers. In this layer the computing re-
sources are closer to end-users and are reserved mainly to perform faster data ag-
gregation and pre-processing tasks. These resources are gathered in more small-
scale DCs which are deployed near to strategic hotspots (e.g., shopping malls and
industrial facilities). The multi-tenancy still stands, but hardware and software
equipment begins to be more specialized to handle particular types of task.

* The On-Premise Edge layer comprehends computational resources very close
to data sources (e.g., street lights or BSs), typically not more than s kilometers.
These nodes can be located in strategic places such as stadiums or industrial plants,
and are meant to be completely private. Their scope depends on specific needs of
their adopters and they eventually may require additional features, such as real-
time connectivity.

* The On-device is the closest layer to end users and is composed almost entirely by
IoT devices that perform local data collection and processing, enabling real-time
computation and decision making, which is crucial in a wide range of modern
scenarios.

Since the research presented in this thesis is focused more on academic use cases
rather than industrial application scenarios, the architecture shown in Figure 2.1 is con-
sidered the baseline.

2.3.2 Resource and Service Management in the Compute Con-
tinuum and Other Major Challenges

Realizing the full potential of the CC remains an ambitious goal due to a number of
multifaceted challenges that span technical, organizational, and even economic dimen-
sions. At the federated or multi-cluster level, one of the most critical problems concerns
system-level orchestration and inter-cluster coordination. Although modern cloud-
native infrastructures already rely on mature scheduling and autoscaling mechanisms
within individual clusters, thanks to frameworks such as K8s or OpenShift, these solu-
tions are largely limited to single administrative domains. Extending such capabilities to
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Figure 2.2: A CC architecture based on a cloud-centric perspective to address emerging
requirements more related to industry and governments.

large-scale federations of clusters distributed across heterogeneous administrative, geo-
graphic, and technological boundaries remains an open research problem. In particular,
reliable and automated approaches for global scheduling, dynamic scaling, and service
migration across cluster federations have not yet reached production-level maturity.
The main difficulty lies in achieving efficient and stable distributed decision-making.
Without appropriate coordination and control mechanisms, autonomous cluster-level
agents can enter conflicting feedback loops, often referred to as “ping-pong” effects,
where competing management entities continuously override previous decisions. This
may lead, for instance, to inefhicient task migrations or oscillatory load redistribution
that drop performance rather than optimize it.

Beyond orchestration, realizing the promise of a continuous computing environ-
ment also requires addressing resource reorganization and resilience in the face of net-
work discontinuities. Connectivity interruptions require mechanisms that go beyond
classical disconnection-resilience patterns, such as circuit breakers in microservice ar-
chitectures, but more proactive approaches that involve topology control strategies,
whereby clusters can be either activated or deactivated dynamically, or even physically
relocated to respond to evolving conditions or requirements. Such mechanisms be-
come particularly relevant in mission-critical scenarios, where continuity of service and
locality of computation are predominant.

At the economic and governance level, another open question concerns the busi-
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ness models that will sustain resource sharing across the CC. On one hand, public
continuum providers could emerge that, analogously to cloud providers, can deploy
and manage small-scale data centers at the edge to offer resources as a service. On the
other hand, community-driven or cooperative models may prevail, in which individu-
als, enterprises, and institutions federate their own computational resources and allow
adopters to rent or bid for currently available capacity. Hybrid approaches are also a
possible paradigm, combining commercial offerings with decentralized and community-
based proposals. Regardless of the model that proves to be superior, the design of or-
chestration and management frameworks must be closely aligned with the economic
and trust assumptions that serve as basis of these ecosystems.

From a service management perspective, the CC involves multiple stakeholders.
Service providers may request the deployment of one or more MEC applications on
the available resources. To this end, they rely on an infrastructure provider, which is re-
sponsible for provisioning and managing applications throughout the continuum. The
infrastructure provider must therefore accommodate a variety of provisioning requests
using a distributed and heterogeneous pool of computing resources. This requires de-
termining suitable allocations that maximize the number of services deployed while also
optimizing their performance under current operating conditions, such as fluctuating
resource availability and device heterogeneity. Within a distributed and heterogeneous
environment such as the CC, the ability to effectively manage services becomes essential
to ensure seamless delivery and optimized use of resources. At the same time, coordi-
nating resource allocation, utilization, and management across the different layers of
the CC remains a significant challenge.

The allocation problem is further complicated by the diverse characteristics of the
computing layers. For example, mission-critical services often impose strict latency re-
quirements that can only be met by edge resources, which are inherently constrained
in capacity. In contrast, while the cloud can provide abundant resources, its higher la-
tency makes it unsuitable for such use cases. Balancing these competing requirements
highlights the fundamental challenge of resource management in the CC. Additionally,
the introduction of innovative options and the integration of a wide range of devices
into the ecosystem also raise a considerable number of potential threats, which in turn
demand the adoption of effective countermeasures [4]. Addressing these complexities
requires management solutions capable of allocating multiple service components over
alimited and distributed set of devices, while also accounting for the specific character-
istics of the resources available at each layer. Furthermore, the high level of dynamicity
inherent in CC scenarios highlights the need for adaptive and intelligent orchestration
mechanisms that can autonomously learn how to identify and apply the most suitable
service allocations [106]. To this end, several models and frameworks have been devel-
oped throughout the years, targeting many different orchestration objectives such as
resource savings, availability, and scalability [107], [108].

In conclusion, it is important to note that resource sharing at scale inevitably raises
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cybersecurity concerns. The shift from isolated, single-tenant environments toward
shared, multi-tenant distributed infrastructures significantly enlarges the attack surface.
While such environments bring clear benefits in terms of cost efficiency and reduced
time-to-market, they also introduce new threat models and trust management chal-
lenges [109]. Although not a topic of this research thesis, ensuring security across the
continuum will require revisiting existing protection mechanisms, strengthening au-
thentication, authorization, and isolation policies, and possibly developing continuum-
aware security frameworks that account for the heterogeneity and dynamism of the en-
vironment.

2.4 Chapter Summary

This chapter discussed in-depth the origins of the CC, illustrating the enabling tech-
nologies and innovations that led to the birth of this paradigm to overcome limitations
and favor the integration of technologies with very different requirements and objec-
tives.

Section 2.1 outlined the birth and evolution of the cloud computing paradigm.
Starting from the conceptualization of time-sharing systems by John Mccharty, the de-
velopment of the first VM and the deployment of VPN revolutionized the access to
remote resources and services and the management of I'T infrastructures. Building on
this principles, cloud computing has become the predominant technology for service
delivery and remote computation very quickly, demonstrating the massive impact that
this paradigm shift had in the community.

Section 2.2 explored the foundations and the proliferation of the IoT, analyzing the
maturation of the connection between physical and digital worlds through the Internet
thanks to the advancements of the global IT infrastructure and the ever growing need
to integrate many different technologies to address user needs.

Finally, Section 2.3 detailed the main characteristics of the CC, describing the cur-
rent state-of-the-art and misalignment related to terminology, definitions, and architec-
tures. This section also discusses the main challenges related to this ecosystem and the
main problems that need to be addressed, which call for innovative and smart orches-
tration solutions.
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Chapter 3

Reinforcement Learning and
Computational Intelligence
Background

The increasing adoption of Al techniques has introduced a variety of promising ap-
proaches, particularly those thatincorporate self-learning capabilities [35]. Among these,
RL has attracted significant attention within the research community [36]. RL, as a
branch of ML, has been successfully applied in various domains, including network
slicing [37], NFV [38], resource allocation [39], and network congestion control [110].
More recently, DRL has emerged as a compelling technique, widely proposed for ser-
vice management [40]. By extensively training an intelligent orchestrator, DRL enables
effective decision-making for service allocation and management under a variety of op-
erating conditions.

In parallel, CI solutions offer another promising research avenue. These meth-
ods rely on gradient-free optimization techniques that can efficiently explore large so-
lution spaces, making them well suited for highly dynamic environments [41]. CI-
based orchestrators can react quickly to changes, thus being able to effectively oper-
ate in dynamic conditions with a minimal re-evaluation response time. Advanced CI
approaches have proven particularly effective in addressing complex and computation-
ally expensive optimization problems, as well as in scenarios characterized by strong
dynamicity [43], [44]. Although some metaheuristic performance analyzes in fog en-
vironments have been conducted in recent times [45], establishing which of these solu-
tions represents the most suitable one for service management in the CCis still an open
research question.

This chapter reviews extensively the technical principles of the RL and CIapproaches
leveraged in this thesis, highlighting advantages and disadvantages of each one. Fur-
thermore, it introduces novel approaches implemented for this research based on RL
fundamentals, such as DS-RL. Finally, it explores in depth the MO variations of both
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approaches, highlighting their peculiar ability to produce several possible trade-ofts be-

tween different conflicting objectives to enable informed a posteriori decisions.

3.1 Computational Intelligence

Within the resource-management field, CI methods have accomplished remarkable re-
sults thanks to their capability of efficiently exploring large and complex spaces. In par-
ticular, they can generate feasible and robust solutions that often prove more advanta-
geous than traditional approaches [111], which, although effective in specific scenarios,
tend to face limitations such as scalability issues. CI methods are based on gradient-
free (or black-box) optimization, relying on the evaluation of a relatively large number
of samples across significant regions of the search space to approximate or identify the
global optimum. Due to the typically considerable costs of repeatedly involving the
actual infrastructure, applying these methods directly to a real system is often consid-
ered unsustainable. Therefore, they usually require the use of a representative system
model that can act as the objective or target function, as represented in Figure 3.1. In
this way, the CI algorithm operates on the model to identify optimal solutions that can
subsequently be applied to the real system.

Computational Intelligence Optimization

DX Ty oo

System Model

*‘I

Conflguratlon

Real System

Monitoring )
_—
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Workload Configuration

Figure 3.1: Cl interaction with a real system to perform optimization.

Essentially, CI approaches progressively build knowledge of the target function by
storing the results of their sampling in a memory pool, which evolves over time to guide

20



the search toward the most promising regions of the solution space. These methods of-
ten draw inspiration from evolutionary and biological processes (in the literature they
are often indicated as *Evolutionary Computation’ methodologies or Metabeuristics’),
enabling efficient exploration and exploitation. Despite the proven high effectiveness
for the optimization of static systems, several challenges arise when applied to scenar-
ios characterized by strong dynamicity, as in the CC case [57]. In particular, the use of
CI for dynamic and computationally expensive optimization problems raises the ques-
tion whether to invalidate or discard previously accumulated knowledge and to what
extent. Addressing this issue remains an open research problem and is currently the fo-
cus of growing attention in the scientific community [112], including this thesis. Since
there are numerous CI solutions in the current literature, this section illustrates and
motivates the selection of the metaheuristics exploited in this research.

3.1 Genetic Algorithms

The Genetic Algorithm (GA) is a metaheuristic inspired by the principles of biologi-
cal evolution. It operates on a population of individuals, each representing a candidate
solution to the optimization problem considered. An individual is typically described
by a genotype, which encodes its position in the search space, and a phenotype, corre-
sponding to the evaluation of the objective function at that position. The phenotype
represents a “fitness” value, which reflects how well the solution adapts to the given en-
vironment. As illustrated in Algorithm 1, to discover the potential optimum of the op-
timization problem, the GA evolves its population across multiple generations through
evolutionary operators such as selection, recombination, and mutation, which gener-
ate new individuals with better fitness values. Selection mechanisms favor individuals
with higher fitness, while recombination and mutation introduce diversity by exchang-
ing or altering the characteristics of each potential solution found. This process allows
the algorithm to guide the solutions toward promising regions across generations while
maintaining enough variability to avoid premature convergence, making this method-
ology capable of exploring the search space in a robust and efficient manner.

The representation of the genotype can vary depending on the problem, ranging
from bit-strings to integers or real-valued encoding, and this choice has a significant
impact on the convergence speed and quality of solutions [113]. Similarly, different se-
lection, recombination, and mutation operators can be adopted, enabling a balance be-
tween exploration and exploitation. For example, binary tournament selection is widely
used due to its simplicity, low computational cost, and resilience to excessively exploita-
tive behavior, which other selection operators often exhibit [114]. Common recombi-
nation operators include one-point, two-point, and uniform crossover, while mutation
can be implemented through techniques such as bit flips or geometrical distribution-
based displacements [115].

By tuning the operators and parameters that govern selection and mutation, the
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Algorithm 1 Genetic Algorithm.

. procedure GA(target_function, conf)
P «— initialize_random_population(conf)

R

3: generation « 1

4 fittest «— evaluate_population(P,target_function)
5: repeat

6: Pnext —0

7: parents « select_parents(P,conf)

8: forall p,, p, € parents do

o: cy, €, < crossover(py, p,, conf)

10: Pyt < mutate(cy, conf), mutate(c,,conf)
m: end for

12: P« Pnext

13: for allm € P do

14: m.fitness < target_function(m.genotype)
Is: end for

16: fittest «— argmaxy,cp m.fitness

17: generation < generation + 1

18: until generation > conf.max_generations

19: return fittest.genotype, fittest.fitness
20: end procedure

configuration of the GA can be modulated to suit specific problem domains, enhancing
either explorative or exploitative behaviors depending on specific needs. Ultimately, the
goal of a GA is to evolve towards an optimal population. In other words, a situation in
which further generations produce offspring that no longer differ significantly from
their predecessors.

3..2 Particle Swarm Optimization and Quantum Particle Swarm
Optimization

Particle Swarm Optimization (PSO) is a metaheuristic that models the collective behav-
ior of a swarm of particles that navigates the search space of an optimization problem
looking for the potential global optimum. Each particle represents a candidate solution,
and its position is evaluated through a defined objective function. The overall process,
often referred to as Swarm Intelligence, relies on the exchange of information among
particles to guide the search for promising regions of the solution space. The way in
which this information is aggregated and shared is central to improving the efficiency
and effectiveness of the optimization process [116].

PSO has attracted considerable attention over the years due to its simplicity of im-
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plementation and the relatively small number of parameters that must be tuned to
achieve a suitable balance between exploration and exploitation. However, identifying
optimal parameter values remains a non-trivial task, and significant research has been
conducted to refine the algorithm and achieve its state-of-the-art [1r7], [118]. Funda-
mentally, PSO is inspired by the social dynamics of bird flocks, where a population of
interacting particles collaboratively explores the search space [119].

At each iteration ¢, each particle i has:

* A current position vector X;(t) = (X;,(?), ..., X; n(t)), whose components
represent the decision variables of the problem;

* Avelocity vector V() = (V;,(?),...,Vin(?)), which captures the movement
of the particles;

* A particle attractor P;(t) = (P; (), ..., P;n(t)), representing the best po-
sition that the particle has encountered so far related to the considered objective
function.

Therefore, the movement of particles is described by the following equations:

Vijt+1) =V j (1) + Coxryj () % (P j(1) = X (1)) + C, x R j (1) x (G (1) — X; (1))
Xl'yj(t +I) = Xl',j(t) + V,',j(t +I)
(3.1)

in which G (¢) is the swarm attractor, representing the best position the whole swarm
has encountered so far, r; j(¢) and R; ;(¢) are random sequences uniformly sampled in
(0,1), and C; and C, are constants.

An important evolution of PSO is represented by Quantum Particle Swarm Op-
timization (QPSO). Unlike classical PSO, where particles follow Newtonian random
walks, QPSO introduces a quantum behavior that governs particle movement. This sig-
nificantly simplifies the configuration process, reducing the number of required param-
eters to a single contraction—expansion coefficient (@) [120]. This parameter effectively
acts as a tuning "knob", regulating the trade-oft between local and global search. QPSO
has been shown to address some of the limitations of classical PSO, particularly its ten-
dency to become trapped in local minima, and has demonstrated superior performance
in a variety of benchmark problems [r21].

Algorithm 2 shows the steps necessary to implement the QPSO.
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Algorithm 2 Quantum-inspired Particle Swarm Optimization.

. procedure QPSO(target_function, conf)
particles < initialize_random_swarm(conf)
iteration <« 1

R

3:
4: best «— null

5 repeat

6: for all p in particles do

7 p.val « target_function(p.pos)

8: if p.val > p.bestval then

9: p.bestpos «— p.pos

10: p.bestval «— p.val

I end if

12 if p.val > swarm_bestval then

13: swarm_bestpos < p.pos

14: swarm_bestval «— p.val

15: end if

16: end for

17: mean_bestpos « 3 Z%Iparticles[i].bestpos
18: ¢ — rand()

19: U — rand()
20: s « rand()

21 attr « 5 x p.bestpos + (1 — 5) x swarm_bestpos
22: § «— a = |p.pos —mean_bestpos| x In(1/u)

23: p.pos « attr + sign(rand() — o.5) * 6§
24: iteration < iteration +1

25: until iteration > conf.max_iterations
26: return swarm_bestpos, swarm_bestval

27: end procedure

3.3 Multi-Swarm Particle Swarm Optimization

Although PSO has been successfully applied to a wide range of applications, its effec-
tiveness decreases in dynamic environments, where it suffers from outdated memory
and lack of diversity [122]. To address these shortcomings, researchers have explored
Multi-Swarm PSO (MPSO) approaches [123]. MPSO enhances diversification, thereby
mitigating premature convergence, through two key mechanisms: the use of multiple
swarms and the introduction of repulsion. By instantiating several swarms, the algo-
rithm can simultaneously explore different regions of the search space, which is partic-
ularly beneficial in problems characterized by multiple optimal solutions (i.e., multi-
peak target functions). Repulsion is applied both within individual swarms and across
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different swarms, maintaining diversity throughout the optimization process.

A notable example of MPSO is the variant inspired by atom dynamics [122]. In
this construction, each swarm is divided into a dense nucleus of neutral (or positively
charged) particles and a surrounding nebula of negatively charged particles. The neu-
tral portion evolves according to classical PSO definition (Equation 3.1), while nega-
tively charged particles follow quantum-inspired dynamics. Some implementations
also adopt Coulomb force-inspired repulsion, although quantum-inspired models have
proven simpler and at least equally effective [123].

In addition to these mechanisms, MPSO maintains diversity through exclusion
and anti-convergence strategies, resulting in a continuous birth-and-death process for
swarms. Exclusion provides local diversity by preventing multiple swarms from con-
verging to the same optimum: when two swarms S4 and Sp come closer than a pre-
defined exclusion radius 7y, one is terminated and replaced with a new randomly
initialized swarm S¢. Anti-convergence, on the other hand, enforces global diversity
by ensuring that at least one swarm continues patrolling the search space rather than
converging. This is achieved by monitoring swarm diameters and replacing one swarm
if all fall below a threshold dynamically estimated to suit the characteristics of the opti-
mization problem considered.

Designed specifically for dynamic optimization problems, MPSO techniques cur-
rently represent state-of-the-art solutions in this area [43], and therefore constitute a
particularly promising direction for orchestration challenges in the CC.

3.1.4 Grey Wolf Optimization

Grey Wolf Optimization (GWO) is another nature-inspired metaheuristic, modeled on
the leadership hierarchy and cooperative hunting strategies of grey wolves [124]. The
algorithm reproduces the social structure of a grey wolf herd and its coordinated be-
havior when searching and hunting for prey. The search agents correspond to wolves
and are organized into four hierarchical groups: alpha, beta, delta, and omega, which
collectively guide the movements of the pack during the optimization process.

From a mathematical perspective, the GWO algorithm begins by initializing a pop-
ulation of wolves, with each individual representing a candidate solution in the search
space. The fitness of these solutions is then evaluated using a problem-specific objec-
tive function. The three best-performing solutions are selected as the leading wolves:
the alpha corresponds to the best solution, followed by beta and delta as the second and
third best, respectively. The remaining candidates are classified as omega wolves, which
adapt their movements by following the leaders throughout the search process. Their
position update equations are the following:
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A' =2a Xrand() — a
C' =2 X rand()
DY =|C' xa - Xi|
X'=a—-A"xXD*

(3-2)

Similar equations are used to calculate X* and X? based on the positions of the beta and
delta wolves, respectively. The new position of each wolf is then updated as follows:

Xi=(X'"+X*+X°)/3 (3.3)

Conceptually, the leading wolves in GWO define the boundaries of the search space,
which can be represented as a circle in two dimensions or, more generally, as a hyper-
cube or hypersphere in higher dimensions. The algorithm relies on two key compo-
nents, denoted as A and C, that guide the wolves in their search for fitter prey and help
prevent premature convergence to local optima. While A decreases linearly over time
to balance exploration and exploitation, C operates differently, as it does not include
a decreasing component. Instead, C > 1 emphasizes exploration, while C > 1 en-
courages exploitation, allowing the algorithm to dynamically adjust the behavior of the
search agents throughout the process. The hunting procedure is repeated iteratively
for a fixed number of iterations or until the convergence criteria are met, with the al-
pha wolf representing the best solution identified. Algorithm 3 represents the technical
steps described above.

Algorithm 3 Grey-Wolf Optimization (GWO).

i Initialize the grey wolf population X; (i=1,2,...,n)
Initialize a, A, and C,

[

3: Compute the fitness of each agent

4: X, = best solution found by a wolf

s: X = second-best solution found by a wolf
6: Xs = third-best solution found by a wolf
7. while t < Max number of iterations do
8: for each wolf X; do

9: Update the position of X; by Equation (3.3)
10: end for

1 Update a, A,and C
1 Compute the fitness of each agent

13: Update X,,, X3, and X;
14: t=1t+1

15: end while
16: Return X,

26



Similarly to PSO, GWO does not enforce direct relationships between search agents
and the fitness function [124], allowing effective integration of penalty mechanisms into
the model constraints. This characteristic makes GWO particularly suitable for tackling
complex constrained optimization problems relevant to orchestration in the CC. Fur-
thermore, this will be the only metaheuristic approach considered in this thesis other
than GA and PSO. The reason behind this choice lies in the fact that alot of CI method-
ologies present in the literature generally propose unclear and misleading novelties and
mathematical models, which often result to be variations of PSO [125].

Table 3.1: Qualitative comparison of the considered metaheuristics

Characteristic GA PSO QPSO MPSO GWO
v v

Population-based

Explicit diversity preservation

Low number of hyperparameters
Adapted for dynamic environments
Multi-population / multi-swarm
Susceptible to premature convergence
Constraint handling via penalties
High exploration capability

NN x x x o x SN
AN ST NE SN
LU x x x X
SN x SN x SN
LU x x x N x

As summarized in Table 3.1, MPSO has the potential to be the most suitable meta-
heuristic candidate for dynamic CC scenarios, thanks to its explicit diversity preserva-
tion and multi-swarm structure, whereas QPSO offers an attractive trade-off between
exploration capability and configuration simplicity.

3.2 Reinforcement Learning

RL adopts a significantly different paradigm compared to optimization methods such
as CI. As depicted in Figure 3.2, it is based on a trial-and-error training process in which
an agent learns to improve its behavior by interacting with an environment through
sequences of actions, each followed by a reward signal that quantifies how much the
decision made is beneficial to attaining the final goal. The optimization problem is typ-
ically conceived through a Markov Decision Process (MDP), which in the most com-
mon formulation is defined as a tuple < S, A, P4, R, >. More specifically:

* S represents the state space. In other words, the observations available to the
agent at every timestep 7.

* A is the action space, which represents the set of all possible actions that the
agent can perform at each timestep .
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* P,(s,s) is the state transition probability function, which defines the prob-
ability that performing action a in the state s at time ¢ will lead to state s’ at time
t+1.

* R,(s,s") defines the reward received after transitioning from state s to state s’
due to action a.

Action Space
A={ay ay .., ap}

RL Algorithm l
Environment

Learn optimal N\
policy based on
selected reward \ J
strategy

Observation Space Reward
S={s;, s2..Sp} Ry

Figure 3.2: Overview of the RL architecture

Depending on the complexity of the problem, other formulation of the MDP are typ-
ically employed, such as the Partially MDP [126] or the Constrained MDP [127].

The primary goal of RL is to derive an optimal policy that guides the decisions of
the agent in each state. Formally, this requires learning the set of parameters 6 for a
policy g that maximizes the expected return:

mgax](ﬂg) =Erur, [R(7)] (3-4)

The reward model therefore plays a central role in the performance of RL solutions,
and its design remains one of the key challenges in this field. There is a continuous and
active debate on how to define reward functions that are both effective and aligned with
the desired system objectives [36], [128].

Although RL is not strictly an optimization technique, it provides a flexible frame-
work that can be adapted to a wide range of scenarios. Unlike CI methods, which often
face memory invalidation issues in dynamic environments, RL is inherently designed to
deal with changing conditions. Policies learned through robust RL training can gener-
alize across different situations, and when system dynamics evolve, policy re-evaluation
in the updated state can identify suitable actions without discarding the accumulated
knowledge base. Another important advantage that makes RL particularly appealing
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for orchestration in the CC is that it can be applied directly to real systems, learning
from them through continuous iterations [129].

3.2.0  From Q-Learning to Deep Q-Network

Q-Learning is one of the most widely known RL algorithms. It constructs a memory
structure, typically known as the Q-Table, that stores the Q-values associated with each
possible state—action pair. Each Q-value represents the expected return of executing a
given action a; at a specific time step #, following the policy from the next state onward.
The update of Q-values is governed by the Bellman equation:

0(S:,A) =(1—-a)O(S;,A;) +a X (R + A X maaxQ(Sm, a)) (3-5)

where S; and A; denote the state and action at time #, R; is the reward received, « is
the learning rate, and A is the discount factor, which is modeled to prioritize immedi-
ate rewards [130]. Through repeated interaction with the environment, the agent in-
crementally refines its estimates of future rewards and converges towards policies that
maximize long-term return.

Although conceptually simple and effective, Q-Learning struggles when applied to
problems with large or continuous state and action spaces, as maintaining and updating
a Q-Table with hundreds or thousands of entries can quickly become infeasible in terms
of both memory and computation. Deep Q-Learning overcomes the limitations of Q-
Learning by approximating the Q-Table with a deep neural network, which optimizes
memory usage and gives a solution to the curse-of-dimensionality problem, forming a

more advanced agent called the DQN [131].

L(0) = L(R; +7maaxQ(St,a), Q(S:, Ar)) (3.6)
0=60—-aVL(0). (3.7)

Given a state representation as input, the network outputs the estimated Q-values for
all possible actions. The network parameters are optimized using variants of the Bell-
man equation, where the loss is computed between the predicted and target Q-values
(Equation 3.6) and minimized via backpropagation (Equation 3.7).

Training stability in DQN has been further improved through several enhance-
ments. Between them, Experience replay introduces a bufter where past transitions are
stored, allowing the agent to sample mini-batches of experiences uniformly or accord-
ing to priority, thus making the process more stable and prone to converge [132]. Ad-
ditionally, a separate target network could also be employed to stabilize updates, with
its parameters updated less frequently or through Polyak [133]. Finally, several variants
have been proposed to mitigate the reward overestimation bias of the algorithm [134],
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including Double-DQN and Dueling-DQN that have become widely adopted [135],
[136].

Despite being one of the earliest DRL methods, DQN remains a reference point in
the literature. Its simplicity, effectiveness, and extensibility have made it a cornerstone
for awide range of RL applications, including those involving orchestration in dynamic
and large-scale CC environments.

3.2.2 Trust Region Policy Optimization and Proximal Policy Op-
timization

Unlike the off-policy nature of DQN, Trust Region Policy Optimization (TRPO) is an
on-policy RL algorithm that addresses the stability issues of policy-gradient methods.
Its main objective is to determine an optimal step size for policy updates, thereby im-
proving both convergence speed and robustness [137]. TRPO introduces the concept
of a trust region, which defines the highest accepted distance between the updated and
the previous policy. By enforcing this bound, the algorithm mitigates the risks of per-
formance collapse and sample inefficiency often observed in traditional policy-gradient
approaches. To do so, it formally defines the following surrogate objective:

A/S
maxE,[ 7T0( t| t)

ST Ao (S, A 3.8
0 ﬂ'gold(AtlAt) ( t f)] ( )

where 6,4 represents the vector of policy parameters before the update and A1 is an
estimator of the advantage function from the older policy 7y,,,. Along with this sur-
rogate objective function, applying specific constraints to this equation, i.e., bounding
the Kullback-Leibler divergence between g and my,,,, ensures monotonic policy im-
provement and allows, under certain conditions, the reuse of off-policy data [138].

Although theoretically efficient, TRPO requires solving a constrained optimization
problem at every update step, which can become computationally demanding. While
penalty-based reformulations exist, they introduce the practical challenge of selecting
appropriate penalty coefficients, which is often non-trivial. To address these drawbacks,
PPO was introduced as a simpler and more computationally efficient alternative [139].
So far, two main variants have been formalized and mostly used in the literature so far:
PPO-Penalty and PPO-Clip [140], [141]. The first optimizes a regularized version of
Equation (3.8), introducing an adaptive regularization parameter A that depends on
mg. On the other hand, the latter calculates a clipped version of the term:

7T9(At|Sz)
0,14 (Atlsl)

and considers as a learning objective the minimum between the clipped and the non-
clipped versions. This prevents excessively large updates that could destabilize training
while maintaining sufficient flexibility for exploration and improvement.
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More specifically, PPO-Clip leverages a modified version of the surrogate function
in Equation (3.8) as follows:

7T0(Az|St)
T0y1a (A,|A,)

71'9(At|St)

— I—€, 1+6)A”%zd (S;, Ap)]
T0y1a (At|At) po

mgaxEt[min( A™1a (S,, Ay), clip(

(3.9)
where function clip (x,1—€, 1+ €) clips x within the interval [1—¢€, 1+ €], with € being
a hyperparameter that defines the clipping neighborhood.

Thanks to a more elegant and computationally efficient behavior than TRPO, PPO
is a particularly interesting solution for DRL applications. PPO-Clip is arguably the
most-interesting variant of PPO: it has proven to be remarkably simple and stable and
to work consistently well in a wide range of scenarios, outperforming other algorithms,
such as Advantage Actor—Critic. Its practical reliability and reduced computational
overhead make it one of the most widely adopted policy-gradient algorithms for DRL,
and a natural choice for investigating orchestration strategies in the CC.

3.2.3 Deep Sets Integration

DS represent a neural network architecture specifically designed to process sets as in-
put [142], thus addressing the challenges associated with their unordered and variable
sizes. Unlike traditional neural networks, which typically expect inputs to be ordered
and of fixed size, DS architectures can naturally handle inputs of arbitrary cardinality
without being affected by their ordering. Formally, given an input set of ¢ elements,
X = {x,,...,x.}, the goal is to design neural networks that are either Permutation-
Invariant (PI) or Permutation-Equivariant (PE) with respect to the ordering of the
elements of the set. A function f is PLif f(X) = f(p(X)) for any permutation p,
which means that the output is independent of the ordering of the input set. In con-
trast, a function f is considered PE if f(p(X)) = p(f (X)), implying that permuta-
tions of the input are reflected in the output.

In the context of orchestration within the CC, DS architectures provide several
advantages:

* Permutation handling: Functions can be designed as PI or PE, ensuring that
the learned model is not constrained by arbitrary cluster indexing.

* Scalability: The computational complexity of DS scales linearly with the num-
ber of clusters, with operations that can be easily parallelized over the elements
of the set.

* Flexibility: DS can process sets of varying size, enabling generalization to envi-
ronments with a changing number of clusters.

31



Mathematically, a DS network for PE can be expressed as:
o(xA —1iI'maxpool(x)) (3.10)

where x € R represents the input features, A, I" € R™*k are trainable parameters,
and o () is a non-linear activation function (e.g., ReLU). This formulation can be also
considered PE with respect to the rows of x. Transformation xA applies the same lin-
ear mapping to each row of x, while the max-pooling operation extracts the maximum
value from each column, ensuring permutation invariance [143]. Stacking multiple lay-
ers of this form builds PE neural networks. Importantly, the operations are indepen-
dent of ¢: once trained, DS networks can perform inference on sets of arbitrary size,
with computational complexity scaling linearly with the number of elements in the set
and parallelizable over the set elements, similar to batching in deep neural networks.
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Figure 3.3: DQN-DS Integration
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Figure 3.4: PPO-DS Integration

32



Figures 3.3 and 3.4 show how DS are integrated into the traditional DQN and PPO ar-
chitectures. In the PPO-DS configuration, a stack of equivariant DS layers is employed
to implement the Actor, while an invariant DS serves as the Critic. In the case of DQN-
DS, an equivariant DS is used to approximate the Q-function.

3.3 Multi-Objective Optimization

To satisfy latency and computing requirements, orchestration solutions must be able
to handle a wide range of microservices among a plethora of computing resources dis-
tributed among the CC. The diverse requirements of these microservices not only in-
crease the computational demands of the orchestration problem but also make it chal-
lenging to balance conflicting objectives, such as minimizing deployment costs while
meeting latency constraints, as the ideal trade-offs vary across use cases. Considering
that each application may be sensitive to specific performance aspects, such as latency or
deployment cost, it is challenging to specify precise preferences among different objec-
tives in advance using widely proposed solutions, such as weighted sum or lexicographic
approaches. However, in practice, such preferences may not be known in advance or
may evolve over time, limiting the practical effectiveness of these traditional approaches.
Therefore, a MO formulation is often necessary since the complex and unpredictable
interactions between heterogeneous objective functions make it challenging, if not im-
possible, to define precise and explicit preferences in advance. In practice, when dealing
with multiple competing objectives, it is desirable to present to the decision-maker a set
of multiple “optimal” trade-ofts, such that well-informed decisions can be made a pos-
teriori [63], [64].

Formally, Multi-Objective Optimization (MOQ) addresses optimization problems
with two or more conflicting objective functions that need to be minimized or maxi-
mized simultaneously, seeking to find multiple solutions that balance the trade-ofts be-
tween these objectives. Specifically, a MO-ILP problem can be generally written as:

min f(X) = (fl(x)’ fZ(X)’ SRR fk (X)) (3'11)
st. Ax<b (3.12)
xeZ" (3.13)

where (f;, f., - . ., fx) are the objective functions, x are known as the decision variables,
and A, b are the constraint matrix and the right-hand-side coefficients, respectively.

In contrast to single-objective optimization, a MO-ILP has, in general, several “op-
timal” solutions, each achieving a different trade-off between the objectives. The set of
optimal solutions to the MO-ILP consists of its PF, which is defined as:

PF = {xeQ|f(x) »p f(x) Vx €Q}, (3.14)
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where Q is the feasible set of the MO-ILP, and >p is the Pareto dominance relation,
defined as:

x-px & (fi(x) 2 fi(x) Vi) A (Fi: fi(x) > fi(x')) (3.15)

In other words, a feasible solution x Pareto-dominates x” if and only if x improves over
x in at least one objective while not worsening the others [144].

Deriving the full PF is significantly more complex than conventional single-objective
optimization, as it requires purposely designed solving algorithms. To address the com-
plexity of MOO, a simple approach is to scalarize the objectives into a single one via
a scalarization function s: R — R. A popular approach for MO-ILP problems is
defining s as a convex combination of objectives, such that the linearity of the objec-
tive function is preserved, and thus the problem can be solved as a single-objective ILP
with conventional algorithms. According to this approach, each objective is assigned a
scalar weight, whose value represents the importance of the specific objective function
among the other. However, there are two main drawbacks to this approach: 1) it re-
quires specifying the relative importance of the objectives a priori since the interactions
between the objectives are often nonlinear, meaning that predicting the effect of chang-
ing a coefficient in the resulting solution is impossible; 2) linear combinations can only
achieve solutions lying on the convex hull of the PF, which can result in missing many
potentially interesting trade-offs.

For the above reason, proper MOO algorithms aim to either enumerate or approx-
imate the PF, such that the decision-maker is presented with multiple solutions, and
is then able to decide a posteriori on the trade-off that best satisfies the system’s op-
erational requirements. A popular and effective approach is leveraging conventional
single-objective ILP solvers to either enumerate or approximate the PF [145]-[147]. In-
tuitively, the idea is to solve a sequence of suitable single-objective ILP problems, such
that each solver call returns a Pareto-optimal solution. A classical and simple example of
these strategies is the e-constraint method [145], which optimizes one objective ata time
while constraining all other objectives to be less or equal to a constant value £. The al-
gorithm can return a good approximation of the PF by choosing suitable discretization
strategies for the objectives. Modern exact and approximating algorithm, e.g., [146],
[147], refine this general methodology to further reduce the number of solver calls. Un-
fortunately, even for small-scale single-objective instances, state-of-the-art solvers such
as HiIGHS [148] can take hundreds of seconds to derive optimal solutions.

To address these shortcomings, Evolutionary Algorithms (EAs) are a popular and
effective solution for approximately solving MO problems. These algorithms combine
conventional crossover and mutation operators of classical EAs with ad-hoc heuristics
for maximizing the diversity of the discovered PF [149]. Some of the most popular and
effective algorithms employed in this thesis are the following:

* Non-Dominated Sorting Genetic Algorithm (NSGA)-II [150]: Born as an
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improved version of NSGA [151], it is characterized by three core design elements:
i) a fast sorting procedure to identify Pareto-dominating solutions in short com-
putational times, ii) the introduction of a crowding distance metric to maximize
the spread of the solutions over the PF, and iii) an elitist approach, which pre-
serves the best-found Pareto-dominating solutions at each iteration. The general
applicability and effectiveness of NSGA-II make it a de-facto default choice for
MO problems.

* NSGA-III [152]: improves over [150] for MO problems with a large number of
objectives. To maximize the approximated diversity of the PF, instead of com-
puting a crowding distance as in NSGA-IL, it assigns each solution to a reference
point in a normalized objective space, which the algorithm tries to cover uni-
formly. For high dimensions (i.e., 3 or more objectives), this procedure is more
effective and computationally lighter than the crowding distance.

* PSO [153]: In addition to the characteristics of its architecture as an evolutionary
algorithm, PSO is particularly suitable for multi-objective optimization due to its
notable convergence speed and efficient exploration of the solution space. The
standard approach for MO with PSO algorithms relies on an external repository
to store non-dominated feasible solutions and use them to guide the evolution
process. Over the years, many adaptations have been made to its structure, such
as the selection methodologies to find local and global bests, the mutation oper-
ators [154], and the number of total swarms involved [155], [156]. In particular,
the last aspect demonstrated to be particularly promising thanks to its ability to
explore the solution space efficiently and the possibility of delegating every indi-
vidual objective of the problem to a specific swarm. For this reason, a custom
MPSO has been developed, inspired by the work described in [156]. Specifically,
this implementation creates a swarm with a fixed number of particles for each
objective and adopts strategies to influence the movement of the particles (i.c.,
the exploration of the solution space) tailored for dealing with integer solutions,
such as Integer Polynomial mutation and a custom comparator to select dom-
inated solutions while taking into account penalties related to constraint viola-
tions. This custom operators are also adopted for NSGA-II and NSGA-III im-
plementations.

3.4 Chapter Summary

This chapter provided a detailed breakdown of the theoretical aspects behind both CI
and RL methodologies, discussing their pros and cons when employed in resource and
service management in CC environments. Section 3.1 delved into the main principles of
the CI, which enable an effective implementation of algorithms such as GA, PSO with
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its variants, and GWO. Each one of them was discussed in-depth, including pseudo-
algorithms, main parameters, and potential in dynamic scenarios such as the CC. Sec-
tion 3.2 examined the concepts that serve as the foundation of RL methodologies. A
quick overview of two of the most known algorithms in the current literature, DQN
and PPO, was made. Furthermore, an integration with DS neural networks was de-
fined. In the following sections, experimental results obtained demonstrate the signif-
icant benefits introduced by this paradigm, in particular regarding permutation han-
dling, scalability, and flexibility. Finally, Section 3.3 explored the MOO, with a focus
on the main EAs and their potential to provide multiple trade-offs to decision makers,
allowing for an informed and a posteriori decision according to specific needs.
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Chapter 4

Reinforcement Learning and
Computational Intelligence
for Compute Continuum
Orchestration

As discussed previously, metaheuristic-based methods offer strong capabilities in ex-
ploring large parameter spaces and generating near-optimal configurations, while being
less affected by inefhicient sampling. RL, on the other hand, emphasizes autonomous
learning and adaptation, though typically at the cost of higher sample inefficiency. As
aresult, RL is particularly advantageous in environments characterized by strong dy-
namicity and sudden variations, where metaheuristic methods can struggle and often
require retraining to maintain performance.

To evaluate the relative strengths of these two paradigms in the context of service
orchestration and management in the CC, this chapter presents several use cases which
have been defined and evaluated using different approaches capable of reproducing ser-
vices operating within a CC environment.

4.1 Comparing Service Management Approaches for
the Compute Continuum

Modern distributed computing environments, thanks to the advent of several enabling
technologies such as MEC, effectively represent a CC environment, a capillary network
of computing resources that extend from the edge of the network to the cloud, which
enables a dynamic and adaptive service fabric. Efficient coordination of resource alloca-
tion, exploitation, and management in the CC represents quite a challenge, which has
stimulated researchers to investigate innovative solutions based on smart techniques
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such as RL and CI. This section makes a comparison of different optimization algo-
rithms and a first investigation of how they can perform in this kind of scenario. Specif-
ically, this comparison includes the DQN, PPO, GA, PSO, QPSO, MPSO, and the
GWO.

To address service management in the CC, a first description of an optimization
problem that aims to find the proper deployment for a pool of services of different im-
portance has been defined. Specifically, the aim is to activate multiple instances of these
services on the resources available throughout the continuum. Once these instances are
activated on a proper device, they will start processing requests. To enrich the evalua-
tion of the performance of a given deployment configuration, a metric that measures
the ratio between the number of user requests that were successfully executed and the
total number of requests that were generated in a given time window , called PSR, has
been defined.

Specifically, C = {c,, c,, ..., ¢y} is the set of application components that must
be allocated by the infrastructure provider in the CC. Each application component has
fixed resource requirements a0, measured as the number of CPU or GPU cores that
should be available for processing on servers. For simplicity, the resource requirements
for each application ¢; € C are immutable. This assumption is consistent with the re-
lated literature [157] and also with modern container-based orchestration techniques,
which allow users to specify the number of CPU and GPU cores to assign to each con-
tainer. Each application instance is modeled as an independent M/M/1 First-Come
First-Served (FCFS) queue that processes requests in a sequential fashion. In addition,
queues have a maximum buffer size, i.e., queues can buffer up to a maximum number of
requests. As soon as the buffer is full, the queue will start dropping incoming requests.
Computing resources are defined with the set of devices D = {d,, d,, ..., d,}, where
each a'f € D has an associated type k € {Cloud, Fog, Edge} to describe the charac-
teristics and location of the server. In addition, each device d; € D is assigned with
D7* resources, where res represents the number of computing CPU or GPU cores.
Moreover, servers at the same computing layer would have equal computing capacity;
thus, servers at the upper computing layers would have higher capacity. Ata given time
t, the number of resources requested by applications allocated to servers cannot exceed
the servers’ capacity D1¢°.

Taking into account the perspective of the service provider, it needs to find a de-
ployment for the application components ¢ € C that maximizes performance, which
can be formally defined as follows:

argmaxc,p f(x) (4.1)

'F. Poltronieri, C. Stefanelli, M. Tortonesi, and M. Zaccarini, “Reinforcement learning vs. com-
putational intelligence: Comparing service management approaches for the cloud continuum,” Future
Internet, vol. 15, no. 11, 2023. doi:10.3390/fi1s110359.
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where C represents the applications that need to be deployed, D is the set of devices
where to allocate applications, and x is the deployment of the service component.
Additionally, the objective function f(x) is defined as follows:

f@) =) O x PSR(cp.x) (+2)
k=1

where each ©; component is a weight factor that identifies the criticality of a specific
application ¢; € C and PSR(c;, x) is the PSR for application ¢; using configuration x.

It is the responsibility of the infrastructure provider to select proper values for the
©; components, which represent the utility that an infrastructure provider gains by
running a particular application component of type ¢; and remain fixed at a certain time
t. Although it is a relatively simple approach, it could be reasonably effective to treat
several service components with different priorities. To maximize the value of (4.2), the
infrastructure provider needs to improve the current service deployment configuration
so that the percentage of satisfied requests of the most-important services is prioritized.

To solve the above service management problem, how the instances of applications
c; € C are deployed on the device d € D is represented by an array-like service config-
uration with integer values, inspired by the one presented in [158] as follows:

SC = {XC],d,5 XCz,d,5 cee Xck,l,d,,_ﬂ MR XCk,dn} (43)

where the value of the element X, 4 i describes the number of application components
of type ¢; that are allocated on device d; to process requests’ application ¢;, 7 is the
number of devices, and 4 the |C]|.

Concerning the application of PPO and DQN to the service management prob-
lem, the MDP problems defined are slightly difterent, one specific to the DQN and the
other to PPO. Both define a set of states S, each defined as the above deployment array
(4.3) to represent the allocation of service components on devices Xe;d; € Cyand a
reward function R, which is the immediate reward R, (S, S”) received after performing
an action a € A in a state s. The main difference is related to how the deployment
array in (4.3) is analyzed and, therefore, the actions that the agent can perform. For
the DQN MDP, the agent has to analyze each element of the deployment array se-
quentially. Specifically, at each timestamp #;, the DQN agent analyzes an element of
the deployment array SC#;], starting from the beginning to the end. When analyzing
SC[t;], the agent performs an action a € A on the element SC[#;] to modify the active
instances for the application components ¢; on d, the value of Xe;a; € C. To do so,
the agent can either (i) do nothing, (ii) activate up to two new instances, or (iii) deacti-
vate up to two instances, where each of these actions is encoded through an integer value
in [o, 5]. Instead, for PPO, 4 has the shape of a multi-discrete action space, i.e., a vector
that extends the discrete action space over a space of independent discrete actions [159],
which consists of two vectors of choices: to perform the first choice, the agent picks an
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element of C, corresponding to the number of active instances for service component
c; on device d;. Then, for the second choice, the agent modifies the number of active
instances to improve the current allocation according to the three actions described for
the DQN. Therefore, according to this formulation, the PPO agent does not scan the
deployment array in a sequential fashion; instead, it can learn a smarter way to improve
the overall value of Equation (4.2).

Concerning the reward definition, it is modeled as the difference in Equation (4.2)
calculated between two consecutive time steps. Specifically, this reward function veri-
fies whether a specific action can improve or not the value of Equation (4.2).

Ra(S’ S/) =R %, (S’ S,) - (4-4)

Specifically, R #, (S, S”) and @ are defined as:
R4 (8,8) = f(8) = £(5) (45)
® = #infeasible vy (4.6)

where f(S’) and f(S) are the objective functions calculated, respectively, in states S’
and S and @ is the penalty quantified in the number of accumulated infeasible alloca-
tions during the simulation multiplied by a facto ¥, which we set to o.1. If there is an
improvement from one time step to the next one (R *, (S, S”) > o), the agent receives
an additional bonus of 3.0 as compensation for its profitable move. Otherwise, the ac-
tion taken is registered as a wrong pass, since it is not remunerative in improving the
objective function calculated previously. If the agent reaches an amount of 150 wrong
passes, the training episode terminates immediately and resets the environment to the
initial state.

On the other end, CI techniques require their adopters to define a “fitness func-
tion” or “evaluation function” to drive the optimization process. One of the advantages
of these techniques is that it is possible to use the objective function directly as the fit-
ness function. However, it is common to add additional components (e.g., a penalty
component) to guide the optimization process to better solutions. In order to con-
sider the resource limitations imposed by the scenario, two different CI configurations
are adopted: a baseline configuration, namely “GA”, “PSO”, “QPSO”, “MPSO”, and
“GWO?”, which uses as the fitness function the objective function f(x), and another
configuration called Enforced ConstrainT (ECT), namely “GA-ECT”, “PSO-ECT”,
“QPSO-ECT?, “MPSO-ECT?, and “GWO-ECT”, which instead takes into account
the infeasible allocations generated at a given iteration as a penalty in the fitness func-
tion J(x):

J(x) = f(x)-® (4.7)
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where f (x) is the target function (i.e., the problem objective) and @ is the penalty com-
ponent visible in Equation (4.6). Unlike the baseline configuration, the ECT configu-
ration would also minimize the number of infeasible allocations while maximizing the
PSR. Finally, the ECT approach reconstructs the operating conditions of the RL algo-
rithms and forces both metaheuristics to respond to the same challenge, thus allowing
a fair comparison with the DQN and PPO.

To compare the CI and RL approaches for service management, a use case for a sim-
ulator capable of reenacting services running in a CC scenario has been defined. This
simulator is built by extending the Phileas simulator [160], a discrete event simulator
designed to reenact Vol-based services in Fog computing environments. However, it
represented a good commodity to evaluate different optimization approaches for ser-
vice management in the CC. In fact, Phileas allows to accurately simulate the process-
ing of service requests on top of a plethora of computing devices with heterogeneous
resources and to model the communication latency between the parties involved in the
simulation, i.e., from users to computing devices and vice versa. Its Vol potential in CC
environments are discussed in depth in the next section. This comparison evaluates the
quality of the best solutions generated with respect to the objective function (4.2), but
also in terms of sample efficiency, i.e., the number of evaluations of the objective func-
tion. Finally, a simulation of a sudden disconnection of computing resources evaluates
whether these approaches can work properly when environmental conditions change.

The scenario simulated through Phileas describes a smart city that provides several
applications to its citizens. Specifically, the use case contains the description of a total
of 13 devices distributed among the CC: 10 Edge devices, 2 Fog devices, and a Cloud de-
vice with unlimited resources to simulate unlimited scalability. Along with the devices’
description, the use case defines 6 different smart city applications, namely: healthcare,
pollution-monitoring, traffic-monitoring, video-processing, safety, and audio-processing
applications, whose importance is described by the Theta parameters shown in Ta-
ble 4.1.

Table 4.1: Service description: time between request generation and compute latency
modeled as exponential random variables with rate parameter A for each service type
and resource occupancy.

. . Time Between Compute Resource
Service Type Welght (©) Req. Gen. (1) Latenfy (1) | Consumption
Healthcare 1.0 1/120 (ms) | 1/150(ms) | 4.5 (cores)
Pollution 0.5 1/ 45 (ms) 1/250 (ms) | 3.5 (cores)
Traffic 0.5 1/40(ms) | 1/300(ms) | 3.5 (cores)
Video 1.0 1/100 (ms) | 1/225(ms) | 6.0 (cores)
Safety 1.0 1/100 (ms) | 1/150 (ms) | 4.0 (cores)
Audio 0.5 1/25 (ms) 1/200 (ms) | 3.0 (cores)
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To simulate a workload for the described applications, 10 different groups of users
located at the Edge generate requests according to the configuration values illustrated
in Table 4.1. The request generation is a stochastic process modeled using 10 different
random variables with an exponential distribution, i.e., one for each user group. Fur-
thermore, Table 4.1 also reports the computed latency for each service type. As for the
time between message generation, the processing time of a task has been modeled by
sampling from a random variable with an exponential distribution. The “compute la-
tency” value does not include queuing time, i.e., the time that a request takes before
being processed. Finally, the resource occupancy indicates the number of cores that
each service instance requires to be allocated on a computing device. The simulation is
set to be 10 s long, including 1 s of warmup, to simulate the processing of approximately
133 requests per second. Finally, Table 4.2 reports the intra-layer communication model,
where each element is the configuration for a normal random variable used to simulate
the transfer time between the different layers of the CC.

Table 4.2: Communication latency configuration for the Cloud Continuum use case.

Layers Edge Fog Cloud
Edge i =s.00(ms) | g =15.00(ms) | u =100 (ms)
o =3.00(ms) | 0 =5.00(ms) | o = 6.00(ms)
i =s.00(ms) | y =80.00(ms)
o =3.00(ms) | o =8.00(ms)
Cloud U = 17.00 (ms)
o = 7.00 (ms)

Fog

Concerning optimization approaches, RL algorithms comprehend the open-source and
state-of-the-art DQN and PPO algorithms provided by Stable Baselines3 [161]. On the
other hand, GA, PSO, QPSO, MPSO, and GWO implementations are provided by a
Ruby metaheuristic library called ruby-mhl [162].

To collect statically significant results from the evaluation of the CIapproaches, the
log of 30 optimization runs have been collected, where each optimization run consisted
of so iterations of the metaheuristic algorithm. This ensured the interpretability of the
results and that the use of different seeds can significantly change the outcome of the
optimization process. At the end of the 30 optimization runs, the average best value
found by each approach verified which one performed better in terms of the value of
the objective function and sample efficiency.

In terms of the configuration details of each metaheuristic, GA setup considered a
population of 128 randomly initialized individuals, an integer genotype space, a muta-
tion operator implemented as an independent perturbation of all individual chromo-
somes sampled from a random variable of a geometric distribution with a probability
of success of 50%, and an extended intermediate recombination operator controlled by
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a random variable with a uniform distribution in [o.5, 1.5] [163]. Moreover, the lower
and an upper bounds are set to o and 15, respectively. At each iteration, the GA gener-
ates the new population using a binary tournament selection mechanism, which applies
the configured mutation and recombination. PSO is characterized by a swarm size of
40 randomly initialized individuals in the float search space [o, 15] and the acceleration
coefhicients Cr and C2 to 2.05. QPSO, had a swarm of 40 randomly initialized indi-
viduals in [0, 15] and a contraction—expansion coefficient a of 0.75. These particular
parameter configurations have shown very promising results in different analyses made
in the past [57], [164]. Considering GWO, the population consisted of 30 individuals
and the same lower and upper bounds of o and 15. Finally, MPSO considered an ini-
tial number of swarms to 4, each with so individuals, and the maximum number of
non-converging swarms to 3.

Regarding the DRL algorithms, the DQN scans the entire allocation array sequen-
tially twice for 156 time steps, while PPO uses a maximum of 200 time steps, which
correspond to their respective episode length. Since the DQN implementation of Sta-
ble Baselines3 does not support the multi-discrete action space as PPO does, we chose
this training model to ensure the training conditions were as similar as possible for both
algorithms. During a training episode, the agent modifies how service instances are al-
located on top of the CC resources. Concerning the DRL configurations, the neural
network architecture setup includes 2 fully connected layers with 64 units each and a
Rectified Linear Unit activation function for the DQN and PPO. Furthermore, both
the DQN and PPO pass through a training period of 100, ooo time steps long. Then,
to collect statistically significant results comparable to the ones of the CI algorithms,
both trained models were tested 30 times.

Figure 4.1 reports the average reward during the training process obtained by PPO
and DQN. Both algorithms showed a progression in terms of average reward during the
training process. Furthermore, Figure 4.1 shows that the average reward converged to a
stable value before the end of the training process, thus confirming the validity of the
reward structure presented. In this regard, PPO showed a better reward improvement,
reaching a maximum near 200. Differently, the DQN remained stuck in negative values
despite a rapid reward increase (around Iteration sooo0) during the training session.

Aside from the DRL training, Figure 4.2 shows the convergence process of the CI
algorithms, which is an illustrative snapshot of the progress of the optimization process.
Specifically, it shows the convergence process of one of the 30 optimization runs and
visualizes the GA, PSO, QPSO, MPSO, and GWO along with their related ECT ver-
sions. For all traditional metaheuristics displayed, it is easy to notice how they can con-
verge very quickly. Instead, considering their ECT variants, the GA, PSO, and GWO
struggled a bit to deal with their imposed constraints. In contrast, QPSO-ECT and
MPSO-ECT demonstrated very similar performance compared to the previous case.
In particular, these two algorithms did not appear to be negatively affected by the in-
troduction of the penalty factor, and they were still able to find the best solution overall
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Figure 4.1: The DQN and PPO mean reward during the training process.

without significant difficulty. In this regard, MPSO makes use of four large swarms of
so particles, i.e., at each iteration, the number of evaluations of the objective function
was even larger than GA, which was configured with 128 individuals.

To give a complete summary of the performance of the adopted methodologies,
Table 4.3 the average and standard deviation collected during the 30 optimization runs.
More specifically, it reports the results related to the objective function, the number of
generations needed to find the best objective function, and the average number of in-
feasible allocations associated with the best solutions found. The “Sample efficiency”
column represents the average number of samples that were evaluated by CI algorithms
in order to find the best solution. Specifically, this was approximated by multiplying the
number of average generations with the number of samples evaluated at each genera-
tion, e.g, the number of samples at each generation for GA would be 128. Instead, for
the DRL algorithms, the “Sample Efficiency” represents the average number of steps,
i.e., an evaluation of the objective function that the agent took to achieve the best re-
sult, in terms of the objective function, during the 30 episodes. Regarding the objective
function, Table 4.3 shows that MPSO was the algorithm that achieved the highest av-
erage score for this specific experiment, as opposed to the GA-ECT, which confirmed
the poor trend shown in Figure 4.2. However, the two versions of MPSO required the
largest number of samples to achieve high-quality solutions. It is important to note that
all ECT algorithms delivered great solutions in terms of balancing the objective func-
tion against the number of infeasible allocations. This trend highlights that the use of
a penalty component to guide the optimization process of CI algorithms can provide
higher efficiency in exploring the search space.

On the other hand, the RL algorithms exhibited competitive results compared to
the CI algorithms in terms of maximizing the objective function. Specifically, PPO was
the fastest to reach its best result, with a great objective function along with a particu-
larly low number of infeasible allocations (the lowest if we exclude the ECT variants).
The DQN was demonstrated to be not as effective as the PPO. Despite requiring the
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Figure 4.2: Comparison of each metaheuristic (baseline) against its constrained ECT
variant across iterations. The constrained versions incorporate a penalty component in
the fitness function.

second fewest generations to find its best solution, all metaheuristic implementations
in this analysis outperformed it in both the objective function value and total infeasi-
ble allocations. The main reason behind this could lie in the implementation of the
DQN provided by Stable Baselines3, which does not integrate any prioritized experi-
ence replay or improved versions like the Double-DQN. Consequently, it was not ca-
pable of dealing with more complex observation spaces, such as the multi-discrete ac-
tion space of PPO. With a complex problem such as the one we are dealing with in this
manuscript, the Stable Baseline3 DQN implementation appeared to lack the tools to
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Table 4.3: Comparison of the average best solutions and the sample efficiency for the
chosen algorithms.

Mgoricim | e Goneraton | e [ e
Avg Std Avg Std Avg Std
PPO 4.1004  0.1567 - - 21.43 (18) 18.83 6.39
DQN 3.7895  0.51762 - - 24.17(40.95) | 448.43  83.27
GA 4.4288  0.0027 28.07 14.9088 3593 476.27  34.20
PSO 4.3221  0.00§I 34.73  10.4977 1389 425.67  38.67
QPSO 4.4255  0.0074 30.9 14.1941 1236 482.53 204.10
MPSO 4.4313 0.0060 | 32.3667 12.7617 6473 406.07  209.89
GWO 4.4279 0.00600 31.17 14.1326 935 287.03  32.66
GA-ECT 41467  0.2829 39.7 8.0049 5082 204.40  1L.83
PSO-ECT | 4.3325 0.1014 49.57  0.6789 1983 31.97 8.28
QPSO-ECT | 4.3589  0.0560 44.63 6.4513 1785 0.0 0.0
MPSO-ECT | 43981  0.0254 41.9 7.8052 8380 0.0 0.0
GWO-ECT | 4.3856 0.0324 46.9 2.3540 1407 0.0 0.0

achieve the same performance as PPO.

The last step of this experimentation was to analyze the performance of the best
solutions presented previously, showing how the different solutions perform in terms
of the PSR and average latency. Even if the problem formulation does not take into ac-
count latency minimization, it is still interesting to analyze how the various algorithms
can distribute the service load across the CC and to see which offers the highest quality
solution. It is expected that solutions that make use of edge and fog computing de-
vices should be able to reduce overall latency. However, given the limited computing
resources, there is a need to take advantage of the cloud layer to deploy service instances.
Specifically, for each algorithm and each measure, Tables 4.4, 4.5, and 4.6 report both
the average and the standard deviation of the best solutions found during the 30 op-
timization runs grouped by service. From these data, it is easy to observe that most
metaheuristic approaches can find an allocation that nearly maximizes the PSR of the
mission-critical services (identified in healthcare, video, and safety) and the other as well.
Contrarily, both DRL approaches cannot reach PSR performance as competitively as
the CI methodologies. This aspect explains why their objective functions visible in Ta-
ble 4.3 ranked among the lowest. Nevertheless, both PPO and the DQN provided very
good results in terms of the average latency for each microservice. Despite certain short-
comings in the PSR of specific services, particularly Audio and Video, PPO consistently
outperformed most of them in terms of latency.

On the other hand, looking at the average service latency of the other approaches,
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Table 4.4: Comparison of the average PSR and latency of the RL best solutions; the

standard deviation is enclosed in ().

Algorithm | Service | PSR L?zsl;cy Algorithm | Service | PSR Lz(l;::)cy
PPO | pollaion | 075 | 0| DQN | palluion | | 20
traffic (Z.fé) (Zfi) traffic <222§> ééj’;‘)
ideo | 05| G o | (o) | (6red
adio | 25 | o audio | 0| (Gorn)
hedchere | 5 | healtheare | 70 | (55 00
| 030 | o) sy | oos) | e

Table 4.6 shows that the algorithms performed quite differently. Indeed, it is clear how
the ECT methodologies consistently outperformed their counterparts in the majority
of cases. Among them, QPSO-ECT emerged as the most-efficient overall in minimizing
the average latency, particularly for mission-critical services. Specifically, QPSO-ECT
overcame the GA-ECT by an average of 50%, PSO-ECT by 37%, GWO-ECT by 48%,
and MPSO-ECT by 19% for these services. Oppositely, both variants of the GA regis-
tered the worst performance, with a significant number of micro-services registering a
latency between 100 and 200 ms. However, minimizing the average service latency was
not within the scope of this experiment, which instead aimed at maximizing the PSR,
asis visible in (4.2). To conclude, PPO emerged as the best DRL algorithm. It can find a
competitive value in terms of the objective function along with the best results in terms
of sample efficiency and latency at the price of a longer training procedure, when com-
pared to the CI algorithms. While the ECT variants of the metaheuristics included
in this comparison demonstrated great performance as well, they require much more
samples to find the best solution.

The last part of this analysis consists in a what-if scenario analysis in which the cloud
computing layer is suddenly deactivated to verify the effectiveness of DRL algorithms
in dynamic environments. Therefore, the service instances that were previously run-
ning in the cloud need to be reallocated on the over devices available if there is enough
resource availability. To generate a different allocation of service component that takes
into account the modified availability of computing resources, the same models trained
on the previous scenario have been tested for 30 episodes. Instead, for the Clalgorithms,
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Table 4.5: Comparison of the average PSR and latency of the best CI solutions; the

standard deviation is enclosed in ().

Algorithm | Service PSR Latency Algorithm | Service PSR Latency
(ms) (ms)
. 36.54 . 48.60
GA ollution | ro (0.0 PSO ollution | ro (0.0
P (0-0) (17.65) P (0.0) (23.35)
0.97 91.65 0.98 84.54
wraffic (0.006) (16.81) traffic (0.008) (27.79)
. 0.98 186.57 ) 0.98 175.39
video video
(0.003) (14.37) (0.0026) | (24.28)
. 0.96 181.02 i 0.96 176.53
audio (0.005) (20.87) audio (0.008) (21.54)
0.98 197.76 0.98 194.75
health health
caltheare (0.003) (7.6) caltheare (0.003) (10.16)
safet 0.99 200.08 safet 0.98 198.72
y (0.002) (0.56) y (0.002) (7.04)
. 4528 . 44.52
PSO ollution | ro (0.0 MPSO ollution | r.o (0.0
Q P (o.0) (23.72) P fo.0) (22.41)
0.97 123.4 0.97 99.43
traffic traffic
(0.0084) | (60.42) (0.009) (55.46)
video 0.98 180.8 video 0.98 170.50
(0.003) (24.17) (0.002) (27.50)
. 0.96 173.38 ) 0.96 163.05
audio audio
(0.01) (31.09) (0.007) (40.85)
0.98 195.13 0.98 193.47
healthcare healthcare
(0.003) (13.83) (0.003) (16.27)
0.98 199.69 0.98 198.25
fe fe
satety (0.002) (2.99) satety (0.002) (8.62)
. 40.32
GWO pollution | 1.0 (0.0) (19.22)
0.96 59.85
traffic
(0.012) | (27.93)
video 097 173.04
(0.006) (14.83)
udio 0.96 177.2
(0.012) (20.08)
0.98 197.03
healthcare
(0.003) (6.3)
0.98 197.47
safe
v (0.005) | (5.96)
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Table 4.6: Comparison of the average PSR and latency of the best CI-ECT solutions;
the standard deviation is enclosed in ().

Algorithm | Service PSR Ltz:)cy Algorithm | Service PSR Lz;:i?)cy
GA-ECT | pollution 099 56-15 PSO-ECT | pollution 299 8926
(0.008) | (12.72) (0.01) (32.94)
0.93 77.90 0.94 82.74
traffic traffic
(0.05) (32.26) (0.027) | (44.22)
. 0.91 139.46 ) 0.94 130.18
video video
(0.m) (45:33) (0.063) | (39:57)
, 0.84 143.04 , 0.92 93.59
audio audio
(020) | (43.21) (0.095) | (47.11)
healthcare 0-99 17099 healthcare 097 123.02
(0.21) (45.81) (0.018) (47.80)
safety 0.93 183.71 safety 0.98 134.19
(013) | (2927) (0.009) | (49.64)
QPSO- ) 1.0 $3.55 : 1.0 98.51
ollution GWO-ECT ollution
EcT | P (00) | (42.99) b (00) | (4330)
0.93 §2.32 0.95 85.09
traffic traffic
(0.078) | (39.72) (0.02) | (39:50)
video 95 9217 video 097 143-97
(0.038) (56.98) (0.020) (38.01)
) 0.93 68.20 . 0.94 115.38
audio (0.029) (48.67) audio (0.028) (38.88)
healthcare 0.98 7437 healthcare 0.98 10957
(o.010) (44.87) (o.01) (38.22)
0.98 78.01 0.98 109.93
safet safet
7| (0.004) | (45.06) " (0:006) | (39.57)
MPSO- ollution 1.0 62.63
ECT p (0.0) | (48.6)
0.96 5158
traffic (0.03) | (33.52)
, 0.97 127.30
video (0.02) (39:53)
. 0.95 79.53
wdio 1 o025) | (41.70)
0.98 89.20
healthcare (0.008) (39.78)
0.98 76.07
safety (0.006) | (45:58)
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a cold restart technique was used, consisting of running another 30 optimization runs,
each with so iterations. This was done to ensure the statistical significance of these ex-
periments. After the additional optimization runs, all CI algorithms should be able
to find optimized allocations that consider the different availability of computing re-

sources in the modified scenario, i.e., exploiting only the edge and fog layers.

Table 4.7: Comparison of the average best solutions and the sample efficiency for the
chosen algorithms in the what-if scenario.

Agoricim | O Generadon | ek [ e

Avg Std Avg Std Avg Std

PPO 3.9320  0.I915 - - 36.27 (46.82) | 16.67 6.42
DQN .6071  0.3228 - - 128.5(25.37) | 293.13  s52.55
GA 3.4371  0.1398 33.5 11.0383 4288 398.87  1L.04
PSO 41917  0.0927 | 46.0667  4.4793 1843 340.47 36.15
QPSO 43677  0.0159 37.0 10.017 1480 64.43 19.67
MPSO 4.3771 0.0123 37.16 8.3463 7432 66.40  18.53
GWO 4.0910 0.2003 48.2 3.4780 1446 230.33 3238
GA-ECT 2.2287 0.4854 | 36.6633 10.2166 4693 199.97 30.69
PSO-ECT | 3.9613 0.2053 49.33  0.9222 1973.2.0 33.90  14.16
QPSO-ECT | 41593  0.512 | 45.7333  4.1848 1829 0.0 0.0
MPSO-ECT | 4.2681 0.0313 | 47.3333 7.4664 1493 0.0 0.0
GWO-ECT | 41297 0.0727 | 48.9667 116078 1469 0.7 0.88
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Table 4.8: Comparison of the average PSR and latency of the RL best solutions in the
what-if scenario; the standard deviation is enclosed in ().

Algorithm | Service PSR Lz;:i?)cy Algorithm | Service PSR Lt:l:l)cy
PO | pallaion | 0% | (| DQN | pollaon | (5 |
I P N e
R ideo | (3 | o)
wdio | (7 | (6 wdio | >
healthcare (ZZE) 1(2193 healthcare ?(;(.)153(; (512;)
safety ((;"257) I(Sgi‘)} safety (Z:z) 0.0 (0.0)
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Table 4.9: Comparison of the average PSR and latency of the best CI solutions in the
what-if scenario; the standard deviation is enclosed in ().

Algorithm | Service PSR L?;Cllsl)cy Algorithm | Service PSR La;;c:l)cy
GA pollution | r.0(0.0) | 15.09 (2.9) PSO pollution | 1.0 (0.0) (156(;);)
0.89 15.57 0.95 15.93
W o) | (497) W 002) | (46)
) 0.70 19.83 . 0.89 17.84
Mo ox) | (s.99) o o06) | (527)
. 0.30 13.18 . 0.86 22.13
audio (0.28) (r0.1x) audio (0.06) (6.26)
healthcare 084 28.60 healthcare 094 28.41
(0.09) (2.9) (0.03) (3.74)
0.78 26.99 0.95 28.31
fe
Y] o) | ) Y] (0on) | (462)
QPSO pollution ((:).09096) (;7:72) MPSO pollution | 1.0 (0.0) (1669855)
0.96 18.05 0.96 16.57
traffic traffic
(0.014) (4.93) (0.013) (3.61)
. 0.96 ) 0.96 18.
video (0 321) 18.71(3.7) video (0 ZI) 3 ;;)
. 0.96 18.71 . 0.93 19.24
V4O (ooa) | 673) w1 o) | (550)
0.98 26.26 0.97 25.11
health
ealthcare (0.010) (2.68) healthcare (0.007) (3.005)
0.98 26.94 0.98 27.48
fe
satety (0.007) (3.76) safery (0.006) (3.91)
GWO ollution | r.o (0.0 1512
P (0.0) (3.24)
0.94 14.52
traffic
(0.027) | (4.24)
. 0.86 17.53
video
(0.057) (4.25)
. 0.76 23.21
audio
(0.204) (5-38)
0.92 28.29
healthcare
(0.07) (2.85)
0.94 30.55
safety (0.031) (2.02)
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Table 4.10: Comparison of the average PSR and latency of the best CI-ECT solutions

in the what-if scenario; the standard deviation is enclosed in ().

Algorithm Service PSR L?;e::)cy Algorithm Service PSR L:z:zzl)cy
. 1.0 17.59 . 0.99 17.58
GA-ECT pollution (0.0) (4.27) PSO-ECT | pollution (0.006) | (5.46)
0.92 19.51 0.88 17.43
traffic traffic
(0.12) (5.04) (0.096) | (4.60)
. 0.46 14.77 . 0.71 16.12
video video
(024) | (7.65) (0.197) | (5.03)
. 0.37 10.78 . 0.83 19.30
audio audio
(030) | (9.73) (0.15) (5.62)
healthcare 35 1222 healthcare 094 2415
(038) | (1231) (0.055) | (3.12)
0.26 9.79 0.95 25.41
Y] (os9) | () Y| (oou) | (334)
QPSO- . 0.99 18.32 . 0.98 20.65
ECT pollution (0.006) | (7.58) GWO-ECT | pollution (0.045) (5.85)
0.93 17.82 0.87 16.76
traffic traffic
(0.030) | (5.07) (0.09) | (3.85)
video 0.79 17.47 video 0.83 16.51
(017) | (4.99) (0.06) | (4.26)
di 0.87 18.06 di 0.86 18.12
audio (0.06) (6.18) audio (0.061) (4.12)
0.97 23.52 0.96 24.54
healthcare (0.01) (274) healthcare (0.026) | (2.08)
0.98 26.94 0.98 24.83
safety (0.007) | (3.76) safety (0.012) (2.29)
MPSO- ollution 1.0 18.10
ECT p (0.0) | (7.76)
0.93 17.94
traffic
(0.03) | (4.34)
. 0.89 18.33
video
(0.03) | (439)
di 0.89 17.38
T 0042 | (4.99)
healthcare 97 519
(0.010) (3.42)
0.98 24.54
safety (o.010) (2.72)

As for the previous experimental configuration, the statistics collected during op-
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timization runs are reported to compare the best values of the objective function and
the PSR of services in Tables 4.7, 4.8, 4.9, and 4.10. Looking at Table 4.7, it is easy to
notice how PPO can still find allocations of service components that achieve an objec-
tive function score close to 4, without retraining the model. This seems to confirm the
good performance of PPO for the service management problem discussed. Moreover,
PPO can achieve this result after an average of 36 steps, i.e., each one corresponding
to an evaluation of the objective function. This was the result of the longer training
procedures that on-policy DRL algorithms require. On the other hand, as is visible in
Table 4.7, the DQN showed a strong performance degradation, as the best solutions
found during the 30 test episodes had an average of 1.60. Therefore, the DQN demon-
strated lower adaptability when compared to PPO in solving the problem discussed.
With regard to the CI algorithms, GA was the worst in terms of the average values of
the objective functions, while all the other algorithms achieved average scores higher
than 4.0. As for the average number of infeasible allocations, the constrained versions
achieved remarkable results, especially QPSO-ECT and MPSO-ECT, where the num-
ber of infeasible allocations was zero or close to zero for GWO-ECT. Differently, the
GA-ECT and PSO-ECT could not minimize the number of infeasible allocations to
zero. Overall, MPSO was the algorithm that achieved the highest score at the cost of
a higher number of iterations. From a sample efhiciency perspective, Table 4.7 shows
that QPSO was the CI algorithm that achieved the best result in terms of the number
of evaluations of the objective function. At the same time, MPSO-ECT showed that
it found its best solution with an average of 1493 steps, which was considerably lower
than the 7432 steps required by MPSO, which, in turn, found the average best solution
overall. Finally, GA and GA-ECT were the Cl algorithms that required a larger number
of steps to find their best solutions.

Furthermore, Tables 4.7, 4.8, 4.9, and 4.10 show the reasons for the poor perfor-
mance of the DQN: four out of six services had a PSR less than 50%. More specifically,
the PSR for the safety service was 0%, and the one for healthcare was §%. Even PPO
was not great in terms of the PSR in the what-if scenario. On the other hand, all CI
algorithms except for GA and GA-ECT recorded PSR values above 90% for all services,
thus demonstrating that the cold restart technique was effective in exploring optimal
solutions in the modified search space. Overall, PPO was demonstrated to be effective
in exploiting the experience built on the previous training even in the modified com-
puting scenario. Contrarily, the DQN did not seem to be as effective as PPO in reallo-
cating services’ instances in the what-if experiment. On the other hand, the training of
ClI algorithms does not create a knowledge base that these algorithms can exploit when
the scenario changes remarkably. However, the cold restart technique was effective in
re-optimizing the allocation of service instances.
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4.2 The Value-of-Information Connection

The proliferation of IoT sensors and devices is generating a deluge of data which is
often processed in cloud computing facilities far away from where the IoT data were
generated. Despite new generation communication technologies, i.e., sG and beyond,
promise higher bandwidth and reliability, distributing processing along the CC repre-
sents a promising approach in terms of lower service latency and communication over-
head [165]. This suggests the opportunity to experiment with information-centric ap-
proaches [166] and lossy and adaptive service models [167] that focus on the processing
and dissemination of important data. In this regards, Vol represents a compelling ap-
proach to rank information and services according to the actual value they provide to
end users [168], [169]. In fact, VoI-based approaches enable to maximize resource uti-
lization from a user perspective in a straightforward fashion across the entire CC, also
addressing the issue of resource sharing among competing services.

Orchestration tools so far have focused on providing a seamless deployment solu-
tion for containerized microservices. Despite remarkable progress in recent years, also
in CC environments and applications, they have relatively neglected the opportunity
to integrate with service components at the QoS tuning level [170]. Instead, CC envi-
ronments call for new resource management strategies with a holistic perspective of
the whole computing ecosystem, that consider opportunities in both resource real-
location - either horizontally (across nodes on the same cloud, fog, or edge layer) or
vertically (across multiple layers) - and at the service QoS reconfiguration levels [171].
Therefore, task allocation/re-modulation processes, when a specific microservice re-
quires more processing capabilities or responding to new QoS requirements, need to
consider whether to expand workloads horizontally, i.e., by allocating more or different
resources to the software component in the same computing level (e.g., at the edge), or
vertically, i.e., by migrating the software component to a node with a bigger computa-
tional capacity or to upper layers (e.g., from the fog to the cloud).

At the same time, there is the need to address the gap between an ever-increasing
deluge of information and the (relative) resource scarcity at the edge, where this in-
formation is produced and often consumed. In fact, the massive introduction of IoT
devices and the increasing need for computation closer to users, to avoid processing la-
tencies caused by the transfer and processing of data in the cloud, are arguably the main
reasons why CC nowadays has a significant and growing interest.

These challenges introduced by CC environments suggest the opportunity to push
forward the state of the art and experiment with lossy and adaptive service models. In
this context, Vol methodologies and tools represent an innovative and interesting foun-
dation for the realization of immersive and adaptive services. Vol is a subjective measure
that allows quantifying the value that an information provides to its users. Vol-based
methods explicitly consider the different characteristics of Information Objects (IOs),
tracking the value/utility of IOs during their processing and dissemination phases, thus
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enabling to rank these IOs according to their importance and relevance and to priori-
tize the processing and dissemination of the most important IOs, while discarding low
value ones [167]. In turn, ranking services and microservice components according to
the total amount of Vol they provide to end users represents a natural and effective
approach to realize self-adaptive services for fog computing applications.

Using the amount of VoI delivered to end users as a resource assignment criterion, a
system will be able to naturally and seamlessly prioritize the assignment of resources to
microservices that provide the highest value to their end users, either because they serve
a considerable amount of users or because they provide highly valuable information
[169]. Factors such as the availability of resources or the changing demands of applica-
tions could be taken into account to estimate the relevance of requests and dynamically
allocate resources in the CC environment. Thus, the modulation of VoI-based message
processing policies allows decision-making components to naturally adapt to current
resource availability and computing context. Therefore, in case of resource abundance
and high Vol delivered to end users, every generated message will ideally be processed
by these components. However, in case of resource scarcity and/or an abundance of
competing services that try to compete for the same resources, decision—making com-
ponents will prioritize the processing and delivery of messages with a higher VoI and
discard those with a lower Vol.

4.2.1  The VOICE platform

To enable resource allocation all along the CC while delivering the highest possible
value to end users, this subsection presents VOICE?, an innovative platform that al-
lows the run and management of services with dynamic topologies on the CC [172],
with service components running on devices exhibiting highly heterogeneous capabili-
ties, in terms of storage, connectivity, and performance. VOICE aims to push forward
the state of the art for service elasticity management in the CC by explicitly involving
application components in expansion or contraction operations of resource allocation,
to ensure the best QoS levels according to conditions and application runtime require-
ments. VOICE builds on top of previous research on adaptive Vol-based service mod-
els and runtimes [169], CI-based optimization solutions [106], and innovative DT ap-
proaches [173], [174] to provide a full featured orchestration solution designed for the
CC.

VOICE conceives the CC as an ensemble of heterogeneous computing clusters to
enable the development, dynamic deployment, and management of elastic I'T services
within and across multiple and heterogeneous clusters, each containing different types
of nodes (i.e., Li: edge, L2: fog, L3: cloud), as depicted in Figure 4.3. Different types of

*M. Zaccarini, B. Cantelli, M. Fazio, et al., “Voice: Value-of-information for compute continuum
ecosystems,” in 2024 27th Conference on Innovation in Clouds, Internet and Networks (ICIN), 2024,
pp- 73—380. doi: 10.1109/ICING60470. 2024.10494500
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Figure 4.3: Global picture of the VOICE architecture

nodes in the system give different opportunities for data processing and software execu-
tion. Specifically, VOICE services are realized through the composition of clearly sep-
arated but interconnected components (i.e. microservices) that can be independently
deployed and executed. Each service has a description document that identifies the re-
quirements that each component has and the connections between components. Our
main purpose is to tackle the challenge of combining various execution platforms, from
smart IoT devices, useful to collect data from the environment and trigger events, to ge-
ographically distributed edge nodes and from fixed or mobile fog nodes to the Cloud,
into an ubiquitous and seamless execution environment. However, their interoperabil-
ity represents a challenge due to the adoption of different technologies at different levels
and the different perspectives in the management of resources.

Furthermore, VOICE is able to manage all the available resources in the CC imple-
menting a dynamic and multi-layer orchestration solution with differentiated strategies
to optimize service deployments and scalability at different levels. This is the key ap-
proach for a seamless and pervasive computing system able to optimize performance of
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running applications and services. VOICE adopts "Sieve, Process, and Forward" (SPF)
as a reference service component execution runtime supporting Vol-based processing
[167]. SPF provides a powerful set of concepts and tools for the development of Vol-
based service fabrics. VOICE exploit SPF to build a multi-layer resource management
framework that extends state-of-the-art VoI modeling to define specific Vol evaluation
solutions tailored to the type of information to be processed.

VOICE introduces a multi-layer orchestration solution to overcome specific re-
source management needs at different levels, with a dedicated resource management
layer built on top of the Global Orchestrator, Cluster Orchestrator, and Fog Node
Manager components. The Global Orchestrator is in charge of configuring and co-
ordinating the deployment of applications and services across computing clusters and
nodes at different levels, elaborating information from monitoring agents and enabling
the CC with specific mechanisms that allow software components to move vertically
along the resource level stack. Each fog node connected to the VOICE platform has
a Fog Node Manager component, which is in charge of abstracting the properties of
the specific physical/virtual node and dynamically allocating a given share of available
resources to one or more microservice components according to the requests of the
Global Orchestrator. The Node Manager will implement potential enhancements to
the computing resource management at a local level working on the reservation of com-
puting resources, the placement of the virtual elements contributing to a service, the
performance efficiency, and the mutual isolation of virtualized workloads sharing the
same hardware substrate.

To optimize service deployments and resource allocation along the CC, VOICE de-
velops a dedicated dynamic decision-making framework. GTM is the software entity
responsible for driving the allocation of the service components to the nodes at different
levels to meet their demand for computational resources. Such decisions are then passed
to the Global Orchestrator, which is in charge of carrying out the actual deployment
operations. To perform its duties, GTM has perfect knowledge of the computational
capacity of each device as well as the demand of each service component and their mu-
tual interactions, beside the service priority and expected QoS. The aims are manifold:
first, the demand of each service component should be fully satisfied, meaning that the
number of service components allocated to the cloud should be minimized while keep-
ing latency-sensitive service components at the edge. Second, service components with
a high level of interaction should be allocated on the same node to minimize overall
latency. Third, VOICE would try to allocate service components to maximize the Vol
delivered to their users. At the Edge level, the Cluster Orchestrator is a distributed soft-
ware entity that automates the deployment of service topologies in a cluster of edge
nodes, allowing resource reallocation for horizontal scalability.

Furthermore, VOICE features a distributed monitoring subsystem that not only
allows to collect standard performance metrics such as response times, etc., but also im-
plements the monitoring of Vol generation at both the single service component and
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at the entire service level. This information allows the VOICE resource management
subsystem to make well-informed and cognitive service instantiation and adaptation
decisions. The distributed monitoring subsystem of the VOICE platform leverages a
capillary infrastructure of dedicated monitoring agent components. Furthermore, dif-
ferentiated versions of the monitoring agents along the CC provide monitoring capa-
bilities for the global computing infrastructure and QoS of running applications. To
do so, monitoring agents will monitor both the availability of node resources and the
current state of the service components running in their control domain.

CI solutions allow the VOICE orchestration components to execute the monitor-
ing policies in a very reactive way, overcoming the problem typical of traditional mon-
itoring strategies that can only provide the current information on node resources and
services performance, limiting the vision of the logic behind the dynamic variation of
system behavior. However, we designed VOICE to realize proactive service reconfigu-
rations by taking advantage of a DT approach, that allows to create a virtual replica of
a real system, i.e., the CC infrastructure and services, for what-if scenario analysis and
system optimization purposes [si], [175]. The VOICE GTM can leverage the DT of
the system to evaluate the performance of a service in an alternative deployment and
configuration, thus avoiding harm to the configuration of the real-world system. The
DT will also provide an effective platform for experimentation with a wide range of
Vol policies, with the objective of identifying the most promising ones. The VOICE
DT can be configured to use different subsystems to recreate a complex IT service in
the CC. The default option is Phileas, already described briefly in the previous section.
Phileas features a relatively sophisticated service model that accurately evaluates the Vol
produced by each single service component across the entire service fabric. As a result,
it represents a very good fit for VOICE.

The VOICE GTM goes beyond the current state-of-the-art by introducing schedul-
ing strategies that consider both heterogeneous resource availability in different nodes
and the total VoI optimization criterion for resource assignment. Different examples of
them are provided in the next subsection, where experiments show how VOICE is able
to adapt the distribution of allocated resources depending on its final objective. To-
ward that goal, GTM adopts sophisticated CI solutions, such as GA and QPSO, that
can quickly explore the very large and complex space of feasible I'T service configuration
to identify the optimal one - also leveraging a DT. Along with other CI-based solu-
tions, both GA and QPSO have demonstrated remarkable flexibility and performance
in managing resources in CC scenarios [106], especially due to their ease of implemen-
tation and ability to avoid stagnation in local minima due to their stochastic nature.

4.2.2 VOICE Use Case and Evaluation

As a reference scenario for the adoption of the VOICE platform, we propose a smart
city scenario characterized by several service components that must be allocated on the
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CC in a way that maximizes the total VoI delivered to end-users. We suppose that the
smart city provides a multitude of cameras, which collect video feeds from the sur-
roundings to feed a plethora of smart city services such as traffic monitoring, object
tracking, and object detection applications. We defined a total of six different services:
pollution, traffic, audio, video, healthcare, and safety. The pollution service estimates
the air quality in several locations in the smart city and notifies citizens via mobile de-
vices if they have a high exposure to polluted air. The traffic service collects information
about the traffic flows in the urban environment to let citizens know what routes to
take, e.g., to avoid congestion and heavily polluted areas. On the other hand, the audio
service provides analysis based on acoustic data, e.g. noise pollution caused by traf-
fic, construction sites, industries, and so on. The video service instead analyzes camera
feeds from nearby CCT Vs and other video content, e.g., social media, to run machine
learning processing. Healthcare is a compelling topic often associated with smart city
environments, mobile telecommunications, and IoT. Therefore, we describe a generic
healthcare service for this use case. Finally, the safety service provides a variety of ser-
vices, including social safety, antiterrorism, and crime prevention efforts. As for video
services, the latter two are defined as time-sensitive and more critical than traffic, pollu-
tion, and audio services. In fact, there are many cases where an immediate response or
action is required, such as locating a potential threat or finding a missing person.

Several instances of these services would be deployed on top of 13 computing servers
distributed in the cloud, fog, and edge levels. Specifically, for these experiments, we as-
sume that 10 servers would be available at the edge level, and 2 at the fog level, and we
model a single cloud entity with unlimited resources. This can be a representative ex-
ample of a CC scenario where the majority of the service components would exploit
the computing capabilities in close proximity of users and sensors. We also imagined
that there would be several citizens who would interact with these services. Therefore,
we specify 10 different user groups that generate services’ requests. Both devices and
users are located in 13 different locations, all characterized by latitude and longitude co-
ordinates according to the GPS and with starting Vol values. In addition, for each type
of service, we described two different decay functions, a linear decay used for pollution,
traffic, and audio services, and an exponential decay which is used for time-sensitive ser-
vices. Data sources associated with time-sensitive services would generate requests with
a higher starting Vol value, as we assume these services as more significant and urgent
from users perspective. For the following experiments, we modeled the Vol values in
a [o, 1] interval, where o corresponds to the lowest VoI possible and 1 to the highest.
The Vol associated with time-sensitive services would have a stronger time decay com-
pared to standalone / batch services. It is therefore important to process time-sensitive
requests as quickly as possible to minimize the decay information objects are subject to
from their origination to their processing and delivery.

With regard to communication modeling, to approximate communication latency
between the different levels of the CC, the measurements available on the CloudPing
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Table 4.11: Service Metrics used in Experimental Evaluation

Avg. Message | Avg. Message
Data Generation | Generation
Service Type | Time Decay | sources Moderate Heavy Starting Vol
Load Load
(Msg/Sec) (Msg/Sec)
Standard
Mean | peviation
Audio Linear I 29 100 0.4 o.I
Healthcare | Exponential 2 9 9 0.8 0.05
Pollution Linear I 40 125 0.4 0.1
Safety Exponential | 2 8 8 0.8 0.05
Traffic Linear I 40 100 0.4 o.I
Video Exponential 3 10 10 0.8 0.05

website [176] were considered as a baseline, from which three pairs of locations whose
communication latency could be a reasonable approximation of a computing scenario
composed of connected edge, fog, and cloud resources have been selected. For each pair
of locations, the parameters for modeling a random variable with a truncated Gaussian
distribution were calculated. The same type of variable is adopted to model the starting
VoI value for each type of service in the scenario. During simulation, each time a new
request of a specific type is generated, the starting Vol is computed according to its spe-
cific mean and standard deviation configuration, as presented in Table 4.11. Specifically,
there are two main service classes: low Vol services, which include Audio, Pollution,
and Traffic, and high VoI services, which include Healthcare, Safety, and Video. Each
of these classes has its own characteristics, such as time decay type (Linear for low Vol
services and Exponential for high VoI service), number of respective data sources, and
amount of requests per second depending on the load scenario. All these metrics are
visible in Table 4.11. Furthermore, the longer each request waits in the relative queue,
the more its VoI decays and the less likely the available resources will be allocated for its
processing. Ideally, if a request remains stuck in the waiting queue for too long, its Vol
decreases remarkably, and users may no longer be strongly interested in receiving the
computation results. Finally, considering computing modeling, we assume that each
service instance processes the incoming requests sequentially in a queue fashion. More
specifically, we model the execution time of each service component with the adoption
of a random variable with exponential distribution characterized by a specified param-
eter.

The VOICE DT component reenacted this use case, leveraging the Phileas sim-
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ulator, to compare three different optimization criteria for service orchestration in the
CC: Vol maximization, latency minimization, and request completion ratio maximiza-
tion, i.e., the number of requests processed within the simulation time window. These
methodologies have been tested in two different scenarios: the first is a moderate load
scenario, characterized by nearly 10,000 requests. Instead, the second is a heavy load
scenario for a total of more than 20,000 total requests, with a remarkable increase of
low VoI requests compared to the first outline. In a second experimental phase, the ex-
ploitation of VoI took a further step. By manipulating a VoI defined for each service,
CI approaches demonstrated their ability to find the configuration that best exploits
the scarcity of resources to compute high-value requests, with the aim of overcoming
the limitations observed in the heavy load scenario during the first evaluation.

The various criteria have been compared by implementinga GA and a QPSO based
optimizers and by defining three fitness functions corresponding to the optimization
criteria. For all experiments, both GA and QPSO optimizers ran for a total of 250 gener-
ations. Each generation corresponds to 128 and 40 evaluations, i.e. a simulation run, of
the fitness function, respectively. Each simulation has a one-minute duration (includ-
ing 10 seconds of warm-up), corresponding to the generation of roughly 10,000 service
requests in the moderate load scenario and more than 20,000 in the heavy load one.
This is possible by manipulating the exponential random variables that model the time
between the generation of subsequent service requests. The orchestrator determines
where to allocate instances for the defined service components among the CC devices.
The service orchestrator can also activate multiple instances of the same service compo-
nent on different devices to distribute the application load and improve performance
when necessary. Finally, a computing device can run multiple instances of different
service components, according to its computing capabilities. For an initial experimen-
tation run, the VoI thresholds were excluded to make a comparison between strategies
as fair as possible for both scenarios.

For each optimization criterion, the best configuration of the service component
was selected for both load scenarios, in terms of the fitness function. Figure 4.4 re-
ports the results, showing the total Vo, the request completion ratio, and the ratio
between this ratio and the average latency (measured as the sum of the transfer time of
requests) for all three configurations of both GA and QPSO approaches. As expected,
in both scenarios the VoI approach reports the highest VoI value. At the same time,
it achieves a very competitive request completion rate. Regarding its PR/Latency out-
come, it remains consistent with the results obtained by the “Max Ratio” approach.
This is expected, as both methodologies aim to process as many requests as possible
without considering other optimization aspects. This can easily lead to a higher aver-
age latency as a consequence, reducing the PR/latency value. Moreover, to evaluate the
validity of the VoI approach, it is important to examine its component allocation ef-
ficiency at every CC layer compared to other strategies. Table 4.12 illustrates how the
different methodologies place multiple service components instances. The results pro-
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Figure 4.4: Results of the three different optimization methodologies using GA and
QPSO as optimization algorithms.

vided once again prove the effectiveness of the Vol-based approach. In fact, it is capable
of obtaining very similar performance compared to the “Max Ratio” strategy for ev-
ery load, but with resource savings up to 10% in the GA case and 30% for the QPSO.
In the last configuration, it is evident that it achieves the lowest value of total requests
processed and generated Vol. As mentioned above, this is an understandable behavior,
since the system cannot rely on the allocation of numerous service components (espe-
cially on the fog and the cloud layer) to minimize the latency. In fact, the more services
components are allocated, the more cumulative latency increases, causing a deteriora-
tion of the mean latency and, consequentially, of the final PR/Latency rate. This is even
more evident in both tables, which show that the Ratio/Latency configuration is the
one that allocates the fewest service components in every occurrence.

In a second experimental phase, both optimization approaches must handle a new
parameter for each type of service component: a Vol-based threshold to filter requests
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Table 4.12: Service components allocated

Moderate Load

Configuration | Metaheuristic | Edge | Fog | Cloud | Total
Max Vol GA 37 6 4 47
Max Ratio GA 41 8 5 54
Ratio/Latency GA 34 3 o 37
Max Vol QPSO 40 2 6 48
Max Ratio QPSO 55 10 6 71
Ratio/Latency QPSO 43 o o 43

Heavy Load

Configuration | Metaheuristic | Edge | Fog | Cloud | Total
Max Vol GA 37 3 5 45
Max Ratio GA 38 8¢ 2 SI
Ratio/Latency GA 37 3 I 41
Max Vol QPSO 53 6 6 65
Max Ratio QPSO 59 2 6 77
Ratio/Latency QPSO 39 o o 39

still considered valuable from those for which it is not worth allocating resources. By
manipulating these thresholds, both GA and QPSO demonstrate their ability to iden-
tify the configuration that best exploits the scarcity of available resources. This prior-
itizes the processing of high-value requests for the end user. To employ filtering ca-
pabilities and overcome the shortcomings exposed in the previous evaluation, service
thresholds were applied in the scenario defined as heavy load. Specifically, both orches-
trators were run for a total of 500 generations each with the same number of evaluations
of the previous evaluation. This enabled them to better explore and find a more effec-
tive solution in this very dynamic proposed scenario. During the process, orchestrators
could choose between 4 possible threshold values: 0.0, 0.125, 0.250, and 0.5. Once set,
these values remained constant until the next simulation. Figures 4.5 and 4.6 illustrate
the evolution of the total VoI obtained in relation to the varying thresholds through-
out the optimization process conducted respectively by GA and QPSO. Specifically,
the GA-based optimizer reaches a very similar Vol value to the previous in the heavy
load scenario (visible in the bottom-left plot in Figure 4.4). However, in this case, it
achieves this while processing over 3,000 fewer requests than before. This indicates
that the thresholds effectively filtered out most low Vol requests, allowing system re-
sources to be reserved for processing requests with high Vol value. In contrast, QPSO
performed significantly better. Indeed, thanks to its threshold manipulation, it identi-
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Table 4.13: Service components allocated with threshold filtering

Configuration | Metaheuristic | Edge | Fog | Cloud | Total
VoI Thresholds GA 40 5 5 50
VoI Thresholds QPSO 44 6 6 56
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Figure 4.5: Total Vol evolution in relation to the service thresholds manipulation by
GA.

fied a solution that achieves a better Vol with several thousand fewer processed requests
along with a notable resources aving (56 total components allocated as visible in Table
4.13 compared to 65 in Table 4.12). In both cases, due to the remarkable increase of low
Vol service requests in the heavy load scenario, their relative thresholds are predomi-
nant. Specifically, the QPSO optimizer achieves the best VoI values when it sets all low
Vol service thresholds above the others (0.25 regarding the Traffic service and o.125 for
both Audio and Pollution). However, while GA can improve its efficiency, it is not as
effective as QPSO. In fact, GA tends to increase the threshold for the video service com-
ponent instead of the Pollution one. Due to the fact that Pollution is not considered as
critical as Video, this leads to a service component configuration that delivered a lower
amount of VoI than the one generated with QPSO.
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Figure 4.6: Total VoI evolution in relation to the service thresholds manipulation by

QPSO.

4.3 Hybridized Hot Restart via Reinforcement Learn-
ing for Compute Continuum Orchestration

As previously highlighted, service and network management in the CC remains a com-
pelling challenge for both academia and industry. Applications deployed in these en-
vironments must adhere to strict Key Performance Indicators, particularly regarding
latency and resource efficiency. This requires careful strategies for placement, migra-
tion, and resource allocation to ensure that the system can dynamically adapt to varia-
tions in workload and network conditions. RL and CI techniques have been proposed
by the research community to address microservice deployment and resource manage-
ment challenges at various layers of the CC. The firsts have shown promising results
because of their ability to learn optimal strategies through continuous interactions with
the environment. Alternatively, metaheuristics offer an advantage in solving complex
optimization problems more efficiently, often reducing computational time compared
to traditional mathematical optimization techniques. The application of RL and CI
techniques has been further facilitated by the introduction of the DT paradigm also
for CC ecosystems [s1]. Tools such as KT and Dantalion [177] enable what-if scenario
analysis on the virtual element of DT to evaluate multiple deployment configurations
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in a faster and more efficient way. However, the dynamic nature of CC environments
calls for continuous re-optimization, e.g., node disconnections or workload variations
might happen frequently, thus requiring even more efhicient optimization solutions.
Based on the work presented previously, this section aims to discuss the combination
of the strengths of both RL and CI to realize more efficient optimization solutions®.
Section 4.1 showed that CI techniques can efficiently explore the search space and find
near-optimal solutions, but tend to struggle in cases of mild and severe system changes.
Difterently, RL techniques, particularly PPO, demonstrate remarkable adaptability to
dynamic scenarios without requiring retraining. This hybridization technique lever-
ages RL as a tool to enable hot restart of CI techniques. Rather than retaining only part
of the memory acquired during the exploration process, RL can exploit their knowl-
edge base to provide an advantageous starting point for restarting the CI techniques in
a promising region of the search space.

In fact, although RL methods tend to be more resilient in dynamic scenarios and
can generate new configurations more quickly than CI tools, these configurations can
be further improved by performing a metaheuristic. Specifically, leveraging the stronger
resilience capabilities of RL to generate a starting solution, the metaheuristic can focus
its search on the portion of the search space suggested by RL, thereby requiring fewer
evaluations of the fitness function. With this regard, cold and hot restart techniques
are two distinct approaches for re-optimizing a metaheuristic when its target function
changes. In a cold restart, a metaheuristic restarts without any memory of the previ-
ous system optimization. In contrast, a hot restart refers to a new optimization process
that retains entirely or partially the memory of the previous one. Using the latter, a
metaheuristic should converge more quickly to the new profitable configuration of the
system. However, the effectiveness of such techniques depends on several factors, espe-
cially the distance of the new objective from the previous one. If the system undergoes
a significant change, the new optimum could be far from the one the metaheuristic re-
members from its accumulated experience. For this reason, this investigation proposes
different hot restart techniques that, instead of relying entirely on metaheuristic mem-
ory, leverage RL to create a “new memory” that can be used entirely or as part of the
starting point of the optimization process in the novel scenario, as illustrated in Figure
4.7. The idea is that an RL agent should be more capable of adapting its decisions ac-
cording to system changes and guide the agent toward a state that maximizes the reward,
having already experienced different scenarios during training with the help of DT for
their generation. This new state then serves as the initial population for metaheuris-
tics, which can be defined by relying entirely or partially on the solution originated by
the RL approach. For example, it can be combined with elements from metaheuristic

3M. Zaccarini, F. Poltronieri, C. Stefanelli, and M. Tortonesi, “Hybridized hot restart via reinforce-
ment learning for microservice orchestration,” in NOMS 2025-2025 IEEE Network Operations and
Management Symposium, 2025, pp. 1—7. doi: 10.1109/NOMS57970.2025.11073715.
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Figure 4.7: Exploitation of cold and hot restart approaches.

memory, generated randomly starting its search from a promising point identified by
RL, allowing it to explore a wider search space and reducing the probability of getting

stuck in local optima or restricted regions.
The procedure is executed as follows:

1. Firstly, the procedure initializes the population randomly to allow the metaheuris-
tic to explore the search space in its entirety, by improving the potential solution
found at each step until the termination criterion is met, e.g. a fixed number of

iterations.

2. If changes in the scenario are detected, the procedure restarts the exploration of

the search space to find another optimized solution.

3. To do so, it can select between different variants of a hybrid hot restart that keeps
part of the elite members of the previous population and combines this popula-
tion with an RL-generated solution and a more traditional cold restart technique

that reinitializes the entire population.

To implement the hybrid hot restart technique, each CI algorithm is trained and
tested in a baseline scenario with stable conditions regarding both available resources
and generated traffic. When such significant changes occur, optimization strategies
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should be able to adapt quickly and maintain a satisfactory Quality of Experience for
users, despite changes in the ecosystem. Therefore, to accelerate re-optimization, the
proposal is to run the trained RL to find a new state and then start a new optimization
process with a reduced number of iterations, as the algorithm should begin its explo-
ration in a promising area. To validate the hybrid hot and cold restart approaches, the
same objective function 4.7 formulated in Section 4.1 has been considered. Specifically,
the function f(x) measures the output during a simulation window as the PSR for
each application, weighted by an importance factor 6, which value is defined by the
criticality assigned to each microservice in the scenario. @ represents the number of in-
teasible allocations, which occur when an instance of a service component is allocated
to a computing node that lacks sufficient CPU or memory resources. The goal of this
work is to find solutions that maximize the number of satisfied requests while respect-
ing the resource constraints imposed by the CC. Therefore, the metaheuristics used are
“Enforced ConstrainT” versions called respectively GA-ECT, PSO-ECT, and GWO-
ECT, as defined previously. These adapted metaheuristics incorporate a penalty factor
(Equation 4.6) related to the number of infeasible allocations, which acts as a gradient
during the optimization process to maximize the objective function while minimizing
impractical solutions. It is important to note that the implemented system model can
deal with infeasible allocations by not allocating instances to nodes when there are not
sufficient resources available. This is similar to deploying an excessive number of repli-
cas in an overloaded K8s cluster, i.e., when resources are depleted, replicas will remain
pending. However, even if infeasible allocations are accepted, it is important that the
metaheuristics can provide feasible solutions to the problem. The libraries considered
are analogous to those discussed in Section 4.1 (ruby-mhl for metaheuristics and Stable
Baselines3 for RL methodologies, respectively).

Also here, the Phileas simulator was leveraged to reenact the behavior and the dy-
namics of a smart-city environment where microservices are deployed at various layers.
Regarding the computing resources available across the CC, virtually infinite comput-
ing resources available for rental in cloud data centers were modeled. In the fog layer,
the scenario included two devices with 5o units of resources for each one of them. Fi-
nally, 10 devices with 25 units per device were placed in the edge layer. After a certain
period, a sudden shutdown of the cloud layer was simulated, mimicking CE method-
ologies similar to Chaos Gorilla designed by Netflix [178] to shift the new optimum of
the system through a strong stress test.

To make possible the procedure illustrated before, a trained RL agent capable of
generating allocation solutions is required. For this evaluation, the selected PPO im-
plementation was trained for 50.000 steps in the baseline scenario, i.c., the one where
all the computing layers were working properly. Then, we decided to evaluate four dif-
ferent population initialization strategies for the hybrid hot restart. The first strategy
aimed to exploit the memory of the previous optimization by injecting 60% of the fittest
members into the new population, along with copies of the best solution generated by
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Table 4.14: Evolutionary Algorithms characteristics between cold and hot restart.

Cold Restart Hot Restart
Evolutionary . .
Algorithm Pop u.latlon Iterations PoPu.lmon Iterations
8 Size Size
GA 128 50 128 30
PSO 40 50 40 30
GWO 30 50 30 30

the PPO agent. The second approach used 40% of the fittest members of the old pop-
ulation and initialized the remaining individuals with the best solution generated by
PPO. The third strategy introduced a random component that generated 30% of the
new population with random individuals, while 40% came from the old population
and the final 30% from the best solution found by the PPO agent. Finally, the last strat-
egy initialized the new population entirely with randomized elements based on the best
solution found by PPO. Specifically, each element was randomly increased by one, de-
creased by one, or left unchanged. These variations define a region of the search space
around a promising RL-derived solution, helping the metaheuristic to quickly con-
verge to a profitable configuration. On the other hand, when adopting a cold restart,
metaheuristics maintained their usual behavior, i.e., the new population is entirely ran-
domly generated. By not considering the memory of the previous optimization, the
cold approach allows metaheuristics to explore a larger region of the new search space.
However, it could be more difficult to find new local optima in the same number of
iterations.

20 optimization runs have been performed for each metaheuristic to collect sta-
tistically significant results, capturing both the differences at the algorithm and strat-
egy levels. Each run comprised 8o iterations divided into two different phases: in the
first phase, each approach starts from a random allocation and performs an optimiza-
tion process so iterations long, aiming to find the best service component allocation to
handle the load generated by users. Next, a sudden shutdown of the cloud layer was
simulated, requiring all approaches to quickly adapt their solutions and maintain high
Quality-of-Experience for end-users, despite the significant failure suftered by the envi-
ronment. Each metaheuristic then continued for 30 more iterations in both cold and
hot restart versions, trying to restore acceptable service conditions across the remaining
layers of the CC. Table 4.14 reports the configurations for each metaheuristic. GA was
configured to use a population of 128 elements, PSO with a swarm size of 40 particles,
and GWO to use a swarm of 30 wolves.

Figures 4.8, 4.9, and 4.10 provide a visualization of 20 optimization traces for the
algorithms studied. Specifically, they show the progress of the two optimization stages,
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Figure 4.8: Exploitation of cold and hot restart approaches for GA algorithm.

separated by a red vertical line, using the four hot restart strategies and the cold restart.
Using hot restart, all metaheuristics can find solutions with values similar to, and for
PSO even higher, the one found in the baseline scenario. In contrast, cold restart per-
forms worse in all settings, demonstrating to be far less convenient. From an algorithm
perspective, PSO and GWO outperform GA, with PSO showing a steady improvement
beyond the soth iteration, suggesting strong exploration capabilities and robustness to
significant scenario changes when exploited with the hot restart. In contrast, GWO ini-
tially converges very quickly, but is more affected by the deactivation of the cloud layer.
However, it is capable of recovering the previous operating conditions within the 30
generations available using each hot restart strategy. Furthermore, it is also interesting
to note how its cold restart configuration is able to reach a result that is similar to the
other restart strategies. As a consequence, probably the complexity and the computa-
tional load introduced by a PPO-based hot restart may not be strictly required in the
GWO adaptation process thanks to its capabilities in exploring efficiently the search
space, even in dynamic scenarios like the one considered.

More statistically significant results are visible in Table 4.15, which illustrates the
mean value and standard deviation of the objective function across the 20 different op-
timization runs of each approach. Table 4.15 shows how significant is the contribution
of PPO in the generation of parts of the new population (i.e. 60%, 40%, 100%) since
each combination of RL-generated elements and previous fittest members improves the
performance of all metaheuristics when the scenario changes. The reason behind this is
that the hot restart approach was able to spot an advantageous starting point in terms
of minimizing the number of infeasible allocations, minimizing its impact on f(x) as
defined in Equation 4.7. In particular, there are no significant differences among the
various combinations of RL and CI strategies. This seems to indicate that PPO brings
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Figure 4.10: Exploitation of cold and hot restart approaches for GWO algorithm.

the highest contributions in the process. Looking at each algorithm singularly in Table
4.15, GA obtained the lowest in terms of the objective function metric. At the same
time, it was not able to improve the starting position provided by RL in many opti-
mization runs. Probably, with the configuration tested, GA was not very effective in
exploring the space due to the limited area where the new population was gathered.
Considering GWO, all hot restart strategies allow the algorithm to converge to values
considerably higher than the average of 0.13099 achieved using the cold restart, earning
the best objective function for each hot restart strategy considered. Furthermore, GWO
works well even in a cold restart configuration when compared to GA and PSO. This
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demonstrates a quick convergence ability, especially considering that at each iteration
GWO evaluates only 30 individuals instead of the 128 of GA and the 40 of PSO. Finally,
the hot restart allows PSO to explore a much more profitable area of the search space
and to improve the solution considerably compared to a cold restart. In conclusion, hot
restart demonstrated important capabilities to assist metaheuristic approaches, making
it an effective solution for quickly recovering from sudden and potentially disruptive
changes in CC ecosystems similar to the one under consideration.

Considering that these results do not indicate significant differences between the
different strategies, an additional experimental phase analyzed the effects of decreasing
the number of individuals in the populations and the number of total iterations keeping
the full RL hot restart strategy. Specifically, several tests with varying population sizes
and iteration counts have been conducted for each metaheuristic to assess whether the
proposed methodology could reduce the use of computational resources while main-
taining the quality of the solutions.

Table 4.16 contains the mean value and standard deviation for the objective func-
tion of the best solutions found across 30 hot restart full RL runs with various parame-
ter configurations of GA, GWO, and PSO. The cells with bold values in each approach
indicate the parameters used in the first experiment. They are considered as the baseline
for the comparison with the other configurations tested. The population sizes of GWO
and PSO have been maintained to 20, 30, and 40 elements to have a fair comparison be-
tween them, despite the fact that in the baseline experiment the configuration of GWO
included 30 wolves and the PSO configuration 4o particles. The table shows the values
for GA considering population sizes of 32, 64, and 128 elements and iteration counts of
20 and 30 generations. Excluding the configuration with a population size of 128 and 30
generations, which was used in the first phase, the table shows that, with other param-
eter settings, GA with the full RL hot restart is able to achieve competitive solutions

Table 4.15: Hot and cold restart 20 runs outcomes on every approach under analysis.

0,
Cold | 6°%RL | 40%RL 40%RL | R
40% Meta | 60% Meta 30% Meta
30% Random

GA -19.86483 2.43686 2.72712 2.72652 2.82677
(139952) | (036974) | (0.46544) (0.33703) (0.37890)

GWO | ©13999 4.06706 4.06351 4.06160 4.05947
(0.86079) | (0.05632) | (0.09070) (0.06615) (0.07684)

pso | 602489 | 399443 | 4.00392 4.01084 4.0434s5
(r57020) | (0.a1492) | (0.10494) (0.12876) (0.10680)
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Table 4.16: Hot restart outcomes for GA, GWO, and PSO on different popula-
tion/swarm sizes and iteration settings.

GA (Population Sizes: 32, 64, 128)
20 2.54829 (0.49085) | 2.65621(0.41239) | 2.60675 (0.44974)
30 2.61122 (0.39611) 2.68641(0.43390) | 2.76804 (0.38129)
GWO (Swarm Sizes: 20, 30, 40)
20 3.07854 (0.57118) | 3.68276 (0.21434) 3.84611 (0.15012)
30 3.97358 (0.09884) | 4.05507 (0.10265) | 4.09347 (0.05825)
PSO (Swarm Sizes: 20, 30, 40)
20 3.75920 (0.16435) | 3.79052 (0.14884) 3.81225 (0.12001)
30 3.95463 (0.13264) | 3.98914 (0.12070) | 4.02452 (0.12372)

compared to the baseline. In fact, the maximum and minimum values of the objective
function are very similar across all parameter configurations. This demonstrates that
a hot restart applied to GA can lead to significant savings of computational resources
and time without compromising its effectiveness, which still remains the worst overall
if compared with other approaches. Regarding GWO, it appears to be more sensitive
to parameter variations in terms of the objective function compared to GA. This is
confirmed by the margin of more than 20% between the highest and lowest values of
the metric considered when moving from a configuration with 40 wolves and 30 gen-
erations to a swarm of 20 wolves and 20 total generations. Finally, values related to the
hot restart PSO show a trend similar to GA. In fact, the objective function maintains
good stability across all the different configurations analyzed. However, its efficiency
remains consistently much higher, confirming the very positive trend demonstrated in
the previous evaluation and shown in Fig. 4.9. Asa conclusion, PSO and GA proved to
be the most stable across all parameter settings, with the PSO significantly outperform-
ing the latter. On the other end, GWO is the approach that obtained the highest values
in different configurations but resulted in more sensible than the other metaheuristics.
Moreover, these experiments proved not only the advantages of using a RL-based ap-
proach as a hot restart methodology for different well-known evolutionary algorithms
but also its potential resource conservation, while maintaining acceptable performance
across the majority of the configurations analyzed. One final consideration can be made
regarding the potential savings in resources dedicated to the training needed for the RL
model. For all the experiments, only a single model trained with s0.000 steps was used,
thanks to the adaptability that PPO showed previously in Section 4.1. Taking advantage
of this aspect along with the usage of DT as a potential training ground, it is possible
to build flexible solutions to tackle the very high dynamicity that characterizes environ-
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ments like the CC.

4.4 Chapter Summary

This chapter presented service management problems where infrastructure providers
need to manage a pool of services in CC environments by maximizing metrics such as
VoI and PSR considering the criticality of different services, demonstrating the signifi-
cant potential that RL and CI have in dealing with this kind of orchestration.

Section 4.1 showed a comparison of the performance of CI algorithms (GA, PSO,
QPSO, MPSO, GWO, and their ECT variations) and DRL algorithms (DQN and
PPO). To address the proposed service management problem using DRL algorithms,
a MDP has been proposed in which an agent learns how to distribute service instances
throughout the CC by using a custom reward that takes into account the PSR and
a penalty for infeasible allocations. The experimental results in a simulated CC sce-
nario showed that, given an adequate number of training steps, all approaches can find
good quality solutions in terms of the objective function. Furthermore, the adoption
of a penalty component in the fitness function of the CI algorithms was an effective
methodology to drive the convergence of the CI algorithms and to improve the overall
results. Then, in an experimental analysis in a what-if scenario, where a sudden dis-
connection of the cloud layer has been simulated, PPO retained its effectiveness even
without performing another training round, presenting consistency with the first ex-
perimentation. In contrast, DQN was not capable of achieving good results. Among
the CI approaches, both versions of GA had a significant drop in the maximization of
the objective function. On the other hand, all variants of PSO found competitive so-
lutions compared with DRL algorithms. However, all of them needed a new training
phase to achieve that performance, making them more costly and less adaptive in highly
dynamic scenarios.

Section 4.2 introduced and validated VOICE, a cutting-edge platform designed for
service management in CC ecosystem. The concepts and design of the VOICE plat-
form showed that Vol-based service development and management has the potential to
enable the creation of services that can seamlessly adapt to different contexts through
the CC with high dynamics, using available resources efficiently, and providing very
high QoS to the end users. Thanks to a Vol-based technique that emphasizes the sig-
nificance of data filtering, VOICE supports dynamic service components allocation
throughout the CC. To evaluate these principles as enabling technology, CI approaches
have been compared with more traditional strategies (e.g. maximization of satisfied re-
quests or latency minimization). Final results showed how Vol can be a valuable pro-
posal to optimize the use of resource scarcity that characterizes CC environments.

Finally, Section 4.3 presented a hybrid hot restart technique that tries to combine
the strengths of CI and RL tools to re-optimize the deployment configuration when a
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reconfiguration is required by the dynamic conditions of the CC. The proposed hot
restart methodology makes use of PPO to create a starting population for metaheuris-
tics, which can further improve results by exploring the proximity of the search space.
Experimental results showed how the proposed method can be used to effectively find
a new system configuration when the environment changes. Furthermore, hot restart
can limit the number of objective function evaluations within the CI approach, ma-
nipulating parameters such as population size or number of iterations without losing
significant effectiveness.
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Chapter s

Kubernetes for the Compute
Continuum Management

5.1 Kubernetes Fundamentals

K8sis a container orchestrator designed to automate the deployment, scaling, and man-
agement of containerized applications. It handles the entire lifecycle of container-based
workloads: launching and monitoring applications, performing rolling updates, main-
taining service availability, dynamically scaling workloads on demand, and enforcing
multiple layers of security policies. Originally released as an open-source project on
GitHub in 2014, K8s has since grown into one of the most widely adopted platforms for
container orchestration, supported by a global community of more than 2,500 contrib-
utors. All major cloud providers offer fully managed K8s services, enabling a uniform
experience whether applications are deployed in public clouds, private data centers, or
even local development machines [179].

One of the key reasons for K8s widespread adoption lies in its portability and stan-
dardization. Once an application has been properly containerized and configured, it
can be deployed consistently across heterogeneous environments without significant
modifications. This property makes K8s particularly appealing to organizations aim-
ing to adopt hybrid, multi-cluster, or multi-cloud strategies, where applications must
seamlessly move between difterent DCs or cloud vendors. Once a certain level of exper-
tise is achieved, K8s allows projects to be developed, tested, and deployed with a high
degree of efficiency and reproducibility, reducing their time to market. K8s introduces
developers and operators to complex concepts at the infrastructure level, such as load
balancing, service discovery, networking policies, and persistent storage. These features
are continuously evolving along with their related challenges, reflecting constant inno-
vation and evolution in the cloud-native ecosystem.

A K8s deployment is typically composed by a cluster, a set of physical or virtual
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machines collectively managed by the K8s control logic. These machines, referred to
as nodes, provide the computational resources on which containerized workloads are
executed. A K8s cluster is composed of at least one worker node, responsible for host-
ing the Pods that run user workloads, and a control plane, which orchestrates the entire
cluster by managing worker nodes, scheduling workloads, and maintaining the desired
system state. In production setups, the control plane is typically replicated across mul-
tiple machines to ensure high availability and fault tolerance, thus preventing a single
point of failure from disrupting the operation of the cluster [180].

s..1 Kubernetes Control Plane

The control plane acts as the brain of a K8s cluster, hosting the core components re-
quired for its management and orchestration. In managed cloud environments (e.g.,
Amazon Elastic K8s Service or Google K8s Engine), these components are provisioned
and maintained by the provider, thus abstracting away most of the operational com-
plexity from the user. In contrast, in self-managed or on-premises deployments, the
administrator is responsible for installing, configuring, and maintaining each compo-
nent to ensure that the cluster can schedule a sufficient number of containers and that
the required resources remain continuously available. The control plane is composed
of four fundamental components, each of which plays a critical role in the functioning
of the cluster:

* kube-apiserver: The central management entity of K8s. It exposes a RESTful
Application Programming Interface (API) over HT'TPS, which acts as the main
communication interface between users, operators, and internal components.
Clients such as kubectl interact with the cluster through the API server, sub-
mitting workloads, retrieving status information, and performing configuration
changes.

* kube-scheduler: Responsible for workload placement. Whenever a new Pod is
created and requires execution, the scheduler determines on which worker node
it should run, taking into account factors such as resource availability (CPU,
memory), hardware constraints, taints/tolerations, and affinity/anti-affinity rules.
K8s also allows the deployment of custom schedulers, enabling advanced use
cases such as domain-specific scheduling policies or MOO strategies, discussed
lately in this thesis.

* kube-controller-manager: The main daemon that runs the core controllers.
These controllers continuously monitor the cluster state through control loops
and take corrective actions to reconcile the desired state (as declared by the user)
with the observed state. For instance, they manage node availability, maintain
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the number of replicas defined in Deployments, and update Service endpoints
to ensure proper connectivity.

* eted: A distributed and fault-tolerant key—value store that serves as the single
source for all cluster data. It maintains information about Pods, ConfigMaps,
Secrets, and the overall cluster state. Because eted is critical to guarantee K8s
consistency, its data is replicated across multiple instances to tolerate failures and
prevent data loss.

To ensure high availability of the control plane, it is recommended to deploy mul-
tiple control plane nodes. These nodes participate in a consensus protocol (typically
based on Raft) that allows the cluster to elect a new leader if the current one becomes
unavailable [181].

s..2 Kubernetes Worker Node

The worker node is responsible for executing the service components through the cre-
ation and execution of the Pods assigned to it, ensuring that their containers are running
as expected and remain connected to the K8s network. Similarly to the control plane,
the worker node is composed of several essential components, which together consti-
tute the data plane of the cluster:

* kubelet: A node-level agent that runs directly on the host machine (not in a
Pod or container). It is responsible for receiving Pod specifications from the
API server, managing their life cycle, and performing continuous health checks
through periodic heartbeats. The kubelet ensures that the actual state of the con-
tainers matches the desired state declared by the control plane, restarting or ter-
minating containers when needed.

* kube-proxy: The network component in charge of routing traffic within the
cluster. It maintains network rules that enable communication between Pods
and external services. It runs as a DaemonSet, ensuring that each node has its
own proxy instance. K8s supports multiple proxy modes, including userspace,
iptables (the default), and IP Virtual Server, each with different performance and
scalability characteristics.

* Container runtime: The software layer used by kubelet to create and manage
containers. While K8s is most commonly deployed with containerd as the de-
fault runtime, it supports any implementation compliant with the Container
Runtime Interface, including Docker Engine, CRI-O, and others.

The components above represent the fundamental building blocks of the K8s archi-
tecture, but the system is highly extensible. Additional components such as CoreDNS
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(for service discovery) [182] and the cloud-controller-manager (to integrate with public
cloud APIs) [183] can be added to extend functionality. Although K8s is fully open-
source and can be deployed using components maintained entirely by the community,
it is crucial to remain aware of the operational complexity introduced by such systems
(particularly in production environments) since their proper configuration and main-
tenance are essential to ensure scalability, security, and reliability. To this end, Fig. 5.1
provides a big picture of the K8s infrastructure along with the main components pre-
viously described.
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Figure s.1: High-level figure of the Kubernetes infrastructure.

s..3 Kubernetes Objects

In K38s, the logical entities that define and manage workloads are called objects, which
are exposed and manipulated through the Kubernetes REST API. Applications are de-
scribed in a declarative way through YAML manifests, which specify the desired state
of the system, such as the number of replicas, configuration settings, and resource re-
quirements. These manifests are submitted to the API server, which stores them in
the cluster’s distributed key—value store (etcd). K8s continuously compares the desired
state (as declared in the manifests) with the current state of the cluster, and performs
the necessary reconciliation actions to align the two. This process may involve creat-
ing or terminating containers, updating configurations, or rescheduling workloads to
different nodes. This declarative procedure is one of the most powerful features of Ku-
bernetes, as it enables automation and self-healing: the system autonomously recovers
from failures and drifts in state without requiring manual intervention [184].

What makes K8s a complete orchestration system is that it manages much more
than just container life cycles. The distributed database of the cluster (etcd) stores not
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only workload definitions but also sensitive data such as APT keys and credentials, which
are securely exposed to workloads through the Secret object [185]. K8s also provides
persistent storage abstractions, allowing data to live outside containers and survive Pod
restarts, and traffic management mechanisms to route incoming requests to the appro-
priate Pods, enabling scalability and high availability. Importantly, K8s is application-
agnostic: it does not require knowledge of how the application is implemented in-
ternally. It can orchestrate a cloud-native microservices application distributed across
dozens of Pods, or a legacy monolithic application encapsulated in a single container.
This agnosticism allows K8s to serve as a unifying platform for a wide spectrum of work-
loads, bridging the gap between traditional software and modern cloud-native architec-
tures.

Pods are the smallest deployable unit and represent a single instance of a running
component within the cluster. Each Pod encapsulates one or more tightly coupled con-
tainers, along with their shared storage and networking context. Each Pod is assigned
its own virtual IP address, which allows it to communicate seamlessly with other Pods
in the cluster, regardless of the physical or virtual node on which they are hosted. The
K8s virtual networking model abstracts node boundaries, enabling transparent com-
munication throughout the cluster. In most cases, each Pod contains a single container,
which simplifies deployment and resource management. However, K8s also supports
multi-container Pods, where containers share the same network namespace and local
resources, effectively operating within a single execution context. This configuration is
particularly useful for implementing design patterns required by logging, monitoring,
or proxying services for the primary application container [186].

Services are flexible resources that abstract and manage network access to a dynamic
set of Pods. They provide routing capabilities for three main communication patterns:
Pod-to-Pod communication within the cluster, external clients accessing Pods inside
the cluster, and Pods interacting with external systems. While Pods are assigned unique
IP addresses, these addresses are ephemeral: they change whenever a Pod is terminated
and replaced. Directly addressing Pods by their IPs would require querying the K8s API
continuously, which could be inefficient and error prone. Instead, Services provide a
stable network identity, exposing a static IP and Domain Name System (DNS) name
that act as an abstraction layer. Services also perform service discovery, load balancing,
and health monitoring to ensure that traffic is routed only to healthy Pods. The map-
ping between a Service and the set of Pods is typically defined through label selectors,
which dynamically associate Pods to the Service based on their metadata. This design
allows seamless scaling: as new Pods matching the selector are created, they are auto-
matically included in the Service pool, and failed Pods are excluded [187]. K8s supports
multiple Service types, each suited for specific networking requirements:

* ClusterIP: exposes the Service only within the cluster, enabling communication
exclusively between Pods. This is ideal for internal components of distributed
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systems that do not require external access.

* NodePort: opens a static port on each node of the cluster, forwarding traffic
from that port to the corresponding Service. A ClusterIP Service is automatically
created as part of this setup.

* LoadBalancer: Integrates with external load balancers (typically provided by
cloud platforms) to distribute traffic into the cluster. Requests are forwarded
to a Service, which then routes traffic to the appropriate Pods, regardless of their
hosting node. Both NodePort and ClusterIP Services are created automatically
as dependencies.

* ExternalName: Acts as a DNS alias that maps a Service name to an external do-
main name. This allows Pods to use local DNS entries, which K8s transparently
resolves to the external resource whenever a DNS lookup occurs.

Through these mechanisms, Services make distributed applications resilient, scalable,
and network-transparent, hiding the complexity of ephemeral Pods while ensuring seam-
less connectivity across heterogeneous workloads.

Furthermore, K8s provides several built-in workload controllers that extend the ba-
sic Pod and ReplicaSet abstractions, enabling more advanced orchestration capabilities
[188]:

* Deployment A higher-level controller built on top of ReplicaSets. While a Repli-
caSet ensures that a specified number of Pod replicas are always running, a De-
ploymentintroduces advanced features such as update strategies (e.g., rolling up-
dates or recreate strategies), rollback mechanisms, and versioned history. This
makes Deployments the standard abstraction for managing stateless applications
in production environments, as they combine scalability, resilience, and con-
trolled evolution of applications over time.

* DaemonSet: Ensures that a copy of a specific Pod is running on all (or a selected
subset of) nodes within the cluster. DaemonSets are typically used to run back-
ground daemons that provide node-level services, such as log collection agents,
monitoring tools, or network proxies. By guaranteeing one instance per node,
DaemonSets enable uniform and distributed functionality across the cluster in-
frastructure.

* Job and CronJob: These controllers manage workloads that are expected to ter-
minate upon completion. Unlike Deployments, which keep Pods running con-
tinuously, Jobs are designed for batch processing and short-lived tasks. A Job
ensures that a Pod successfully completes its execution, and its logs and execu-
tion results remain available for inspection after termination. Importantly, Jobs
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leverage the entire cluster resource pool, making them suitable for computation-
ally intensive tasks. CronJobs extend this concept by allowing the scheduled ex-
ecution of Jobs at predefined intervals. They are commonly used for recurring
operations, such as periodic backups, report generation, or automated email no-
tifications.

Finally, this subsection discusses about K8s scaling aspects. Specifically, K8s ab-
stracts networking and storage layers away from the compute layer, enabling Pods (i.c.,
replicated instances of the same application) to scale seamlessly while attaching to the
same underlying abstractions. Beyond this baseline replication model, K8s provides
additional autoscaling mechanisms that dynamically adjust resources according to pre-
defined metrics, thresholds, and policies. This ensures that applications can adapt to
fluctuating workloads while optimizing resource utilization [189]. More specifically:

* Horizontal Pod Autoscaling (HPA): The most common scaling mechanism,
which adjusts the number of Pod replicas within a Deployment or StatefulSet.
The HPA operates based on metrics such as average CPU or memory utilization,
within a range of replicas specified by the user. When utilization falls below the
target threshold, replicas are reduced; when it exceeds the threshold, replicas are
increased. This mechanism is particularly effective for stateless workloads with
variable traffic patterns.

* Vertical Pod Autoscaling (VPA): Instead of scaling the number of replicas,
the VPA adjusts the resource requests and limits of individual Pods, effectively
scaling them vertically. Observing historical and real-time resource usage, VPA
can recommend or automatically apply adjustments to CPU and memory alloca-
tions. This approach is beneficial for workloads that cannot easily be replicated
horizontally (e.g., stateful or monolithic applications), but require more efhicient
allocation of node resources.

* Cluster Autoscaling: Operates at the infrastructure level by monitoring the
scheduler. When insufficient resources prevent pending Pods from being sched-
uled, the Cluster Autoscaler provisions new nodes to expand the cluster. Con-
versely, it can remove underutilized nodes when workloads decrease, although
scale-down is not always immediate. While Cluster Autoscaling ensures high
availability under load, it also introduces risks such as overly aggressive scale-up
(leading to resource overprovisioning) and delayed scale-down (resulting in inef-
ficiencies).

Together, these autoscaling mechanisms enable K8s to manage elastic workloads

across diverse deployment models. They illustrate how K8s bridges application require-
ments with infrastructure provisioning, a capability that is particularly relevant in CC
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environments, where resources may span heterogeneous and geographically distributed
infrastructures.

5.2 Kubernetes Multi-Cluster scenarios management

In recent years, containers have revolutionized application deployment and life-cycle
management [190]. Applications evolved from a single monolith to a complex compo-
sition of loosely-coupled microservices, resulting in remarkable improvements in de-
ployment flexibility and operational efficiency[191]. However, managing these mod-
ern microservice-based applications requires extremely sophisticated orchestration so-
lutions. The emergence of novel paradigms such as Fog Computing [192] and Edge
Computing [193] and new use cases (e.g., autonomous vehicles [194], virtual reality ser-
vices [195]) demanding computing resources closer to devices and end-users adds fur-
ther complexity and puts even more pressure on popular cloud infrastructures (e.g.,
K8s and Red Hat OpenShift). The lack of efficient multi-cluster management features
has hindered the deployment of these applications due to their stringent requirements
(e.g., low latency, high bandwidth) [196].

The currentliterature (e.g., [20], [21]) mainly addresses single-cluster scenarios since
works studying multi-cluster orchestration are still scarce. However, the scheduling
problem becomes significantly more challenging in these scenarios. Managing multi-
ple clusters adds a layer of complexity to the overall system. Each cluster has its con-
figuration, resource constraints, and networking settings. Coordinating these diverse
environments requires an efficient orchestration system. Multi-cluster environments
often involve communication and data transfer between clusters. Ensuring low latency
between clusters is challenging, especially when clusters are geographically distributed.
In addition, the orchestrator has to determine where to deploy each microservice and
decide whether to place all its instances in a single cluster or distribute them across mul-
tiple ones. An efficient strategy is crucial to choose when to distribute microservice
instances across different clusters, with the aim of enhancing resource utilization and
decreasing the application’s latency. Only a few works [197]-[200] propose theoretical
formulations or heuristics for multi-cluster orchestration, typically evaluated via simu-
lations or small testbeds, making their applicability in popular platforms difficult.

K38s offers robust solutions for microservice deployment across several clusters, pro-
viding dynamic and adaptive mechanisms to distribute microservice instances. The
most relevant approaches today include:

* Kubernetes Federation (KubeFed) [201] (archived and no longer active since
April 2023) was one of the first official K8s projects focused on multi-cluster sce-
narios designed to manage multiple K8s clusters as a single entity. It allowed
for centralized control and configuration management across clusters. KubeFed
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provided features for multi-cluster application deployment, scaling, and mon-
itoring, making it suitable for scenarios requiring centralized management and
control.

* Cluster API [202] is a K8s subprojectinitiated by the K8s Special Interest Group
Cluster Lifecycle dedicated to streamlining the provisioning, upgrading, and man-
agement of multiple K8s clusters through declarative APIs and tooling. Leverag-
ing K8s-style APIs and patterns, the Cluster API project automates the manage-
ment of the cluster lifecycle for platform operators. It supports numerous infras-
tructure components such as VMs, networks, and load balancers in a consistent
manner, ensuring reproducible cluster deployments across diverse infrastructure
environments.

* Open Cluster Management [203] is a community-driven project focused on
multi-cluster and multi-cloud scenarios for K8s apps. Open APIs are evolving
within this project for cluster registration, workload distribution, and dynamic
placement of policies and workloads.

* Karmada [62] is a K8s management system that enables to run cloud-native ap-
plications across multiple K8s clusters and clouds, without the need for modi-
fications in the applications. By supporting K8s-native APIs and providing ad-
vanced scheduling capabilities, Karmada enables an open hybrid cloud K8s en-
vironment, with key features such as centralized multi-cloud management, high
availability, failure recovery, and traffic scheduling.

This section strives to tackle the orchestration challenge in a multi-cluster infras-
tructure by proposing an RL-based GTM for efficient application deployment in K8s, a
widely adopted container orchestration platform [204]. An RL environment has been
developed to provide a scalable and cost-effective solution to train RL agents for the
multi-cluster orchestration problem. Numerous works [205], [206] reported that on-
line training in RL is significantly expensive for complex tasks in the network manage-
ment domain. It allows training an RL agent with a valuable dataset collected over a
specific time period (e.g., several days) or by creating a realistic simulation-based envi-
ronment. In addition, this section leverages the capabilities of the open-source project
Karmada [62], which acts as a control-plane solution for managing multi-cluster ap-
plications across hybrid cloud settings, aiming to make its behavior more adaptive and
intelligent than its current one by developing new components and novel orchestration
policies to accomplish more efficient multi-cluster scheduling.

The multi-cluster scenario is defined as an aggregation of multiple heterogeneous
K8s clusters managed singularly by a control plane entity (Figure 5.2). It enables a dy-
namic methodology to develop, deploy, and manage all the distributed between the
computing layers in the CC. The proposed architecture employs K8s at every layer of
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Figure s5.2: Envisioned GTM for Multi-Cluster K8s Orchestration.

the CC due to its various heterogeneous distributions such as MicroK8s, Kubedge, and
K3s [61]. With alarge variety of managed K8s setups, itislogical to consider this scenario
as a federation of multi-cluster environments. Thus, this approach adopts Karmada
[62] as a Federation Layer, a Cloud Native Computing Foundation (CNCF) project
developed in continuation of KubeFed consisting of a control plane management sys-
tem capable of deploying cloud-native applications across multiple K8s clusters. Its
main objective is to provide autonomous management for multi-cluster applications
in multi-cloud and hybrid cloud scenarios, with key features such as centralized man-
agement, high availability, failure recovery, and traffic scheduling [62]. The main rea-
son to choose Karmada as a federation layer is that it seems a more mature solution
than others available as open-source, such as Open Cluster Management. For instance,
Karmada can already exploit the K8s Native API in the resource templates, making it
easier to integrate with the plethora of existing K8s tools and extending it with plugins.

Despite these aspects and considerations, there is still plenty of room for improve-
ment in the standard behavior of Karmada, especially regarding application schedul-
ing. Karmada supports two modes to deploy replicas in a K8s cluster: duplicated and
divided. The first mode implies deploying the number of requested instances in all
clusters, and the second strategy splits the number of requested replicas across all clus-
ters. Depending on the strategy favored by the cloud administrator, extra options (e.g.,
ClusterAffinities, LabelSelectors) can be inserted into the PropagationPolicy object to
fine-tune the behavior of the Karmada scheduler. Karmada decides to divide replicas
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mainly by the resource availability of each cluster, but typically does not consider frag-
mented resources leading to suboptimal scheduling. Also, the duplication policy typi-
cally leads to resource wastage, since the demand is lower than the number of reserved
resources. The proposed GTM aims to automate microservice deployment in multi-
cluster scenarios by finding an optimal balance between deploying the number of re-
quested replicas in a single cluster or distributing them across several ones. Two op-
posing orchestration policies have been developed focused on resource efficiency and
network latency to find near-optimal multi-cluster placement for different application
scenarios.

The GTM communicates directly with Karmada, influencing the operations per-
formed by the Karmada Controller Manager. Consequently, the Karmada Controller
manager selects the correct controller that manages the corresponding resources of the
underlying clusters through their AP servers. For example, the Policy Controller mon-
itors the deployed PropagationPolicy objects by creating ResourceBinding objects for
each resource object of the group that matches the ResourceSelector field. The necessary
deployment information for the GTM is given by extended Propagation Policy objects,
describing the requirements of the deployed services to allow for comprehensive evalua-
tion of their performance requirements and adapt the resource allocation dynamically.
In addition, Prometheus is applied as a monitoring agent since it provides a higher level
of visibility into workloads, APIs, and distributed applications running in the cluster.
The GTM takes advantage of monitoring information from Prometheus on cluster re-
source availability at every moment to make efficient scheduling decisions.

s.2.x  The gym-multi-k8s Framework

An OpenAl Gym-based framework [207] named gym-multi-k8s has been developed to
train the RL-based GTM in a scalable and cost-efficient manner'. The framework en-
ables RL agents to learn how efficiently deploy microservices in multi-cluster scenarios.
The environment consists of a discrete-event RL scenario to reenact the behavior of
multiple deployment requests for a given microservice deployed via Karmada on sev-
eral K8s clusters. The deployment requirements (e.g., CPU and memory requests) and
the number of available resources in each cluster are updated during training based on
the scheduling actions of the agent. In addition, the proposed approach adopts the
DS methodology presented in 3.2.3. Deep RL methods based on Multi-Layer Percep-
trons (MLPs) operate in fixed-length vector spaces, which cannot support variable in-
put and/or output dimensionalities. In other words, for the microservice scheduling
problem, if an MLP-based RL agent learns on a multi-cluster setup with four clusters, it
cannot be directly applied to another multi-cluster scenario that manages eight clusters.

'T. Santos, M. Zaccarini, F. Poltronieri, et al., “Efficient microservice deployment in kubernetes multi-
clusters through reinforcementlearning,” in NOMS 2024-2024 IEEE Network Operations and Manage-
ment Symposium, 2024, pp. 1-9. doi: 10.1109/NOMS59830.2024.10575912.
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Table s.1: The structure of the Observation Space.

Set Metric | Description
R The number of requested replicas.
Wepu The CPU request of each replica.
App Wmem The memory request of the replica.
A The latency threshold of the request.
T The expected execution time of the re-
quest.
e pu The cluster’s cpu capacity.
IL,em The cluster’s memory capacity.
Cluster | O¢py The CPU allocated in the cluster.
Oiem The memory allocated in the cluster.
O The average latency of cluster c.

Table s5.2: The hardware configuration of each cluster based on Amazon EC2 On-
Demand Pricing [208].

Cluster Amazon Cost ($/h) | Cost(7;) | CPU | RAM
Type
Cloud t4g.2xlarge (0.2688) 16.0 8.0 32.0
Fog Tier 2 t4g.xlarge (0.1344) 8.0 4.0 16.0
Fog Tier 1 t4g.large (0.0672) 4.0 2.0 8.0
Edge Tier2 | t4g.medium (0.0336) 2.0 2.0 4.0
Edge Tier 1 t4g.small (0.0168) 1.0 2.0 2.0

Instead, DS assume that inputs and outputs can be arbitrarily-sized sets, meaning that
the learned policy by the RL agent is not bound to a fixed number of clusters. Because
of this, a DS-based RL agent can generalize its learned policy to different multi-cluster
scenarios without retraining. The aim is that the proposed GTM, by applying DS, gen-
eralizes well to problem sizes larger than training, which would be beneficial for cloud
providers scaling their infrastructure by adding additional computing power.

Table 5.1 shows the observation space considered for the multi-cluster orchestration
problem, describing the environment at a given step. It includes two sets of metrics:
App and Cluster. The first set App corresponds to the deployment requirements of the
microservice-based application, such as the number of requested replicas (R), and its
CPU and memory requests (wW¢py and Wipen). Each request also has a latency thresh-
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Table s5.3: The structure of the Action Space.

Action Name | Description
Deploy-all-c | Deploy all replicas in cluster c.
Spread Divide and spread replicas across different clusters.
Reject The agent rejects the request. Nothing is deployed.

old, which the cluster hosting the request should respect. The second set Cluster cor-
responds to the current status of the infrastructure in terms of resource capacity (I,
and I, ), the current amount of allocated resources (® py, and 0,6, ), among others.
Also, the cluster latency consists of several latency metrics depending on the number of
available clusters in the multi-cluster setup, translating into C latency metrics for each
cluster. Latency values are represented as values in [1.0, 500.0] milliseconds. Table 5.2
shows the resource capacities for each cluster based on different cluster types and their
corresponding deployment cost. Resource capacities are then represented as values in
[2.0,32.0], and allocated resources are initiated as values in [0.0, 0.2] since each clus-
ter has a reserved amount of resources for background services (e.g., monitoring). This
information helps the agent select the appropriate actions at a given moment.

Table 5.3 shows the action space designed for gym-multi-k8s as a discrete set of pos-
sible actions, where a single action is chosen at each timestep. Given a deployment re-
quest, the GTM can decide to allocate the total number of requested replicas to a single
cluster, divide the number of instances across all available clusters, or reject the request.
Nevertheless, the size of the action space depends on the total number of clusters in the
multi-cluster scenario. Let’s assume the multi-cluster setup consists of C clusters, the
action space length is then C + 2. Rejection is allowed since computational resources
might be scarce at a certain moment, and no cluster can satisfy the request. The agent
should not be penalized in these cases. Regarding penalties (i.e., negative reward), a
simple approach commonly followed in the literature [209] is to penalize the agent if it
selects an invalid action since these are typically known beforehand based on the allo-
cated computing resources. In contrast, action masking [210] can teach the agent that
depending on the current state s specific actions are invalid. This approach has recently
shown significantly higher performance and sample efficiency than penalties. The ac-
tion masks for each cluster ¢ in state s can be defined as follows:

true, If cluster ¢ has enough resources.

mask(s)[c] = (5-1)

false, Otherwise.

Whereas for spread and reject actions, the action mask is always frue, avoiding the
lock in case all actions were marked invalid. It is noteworthy that the current Karmada
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does not make this decision between deploy-all and spread placement. The cloud ad-
ministrator decides by indicating the preferred strategy in the Propagation Policy object.
The GTM aims to find the optimal balance between both policies by following a First
Fit Decreasing (FFD) approach for the spread action (Algorithm 4). This balance de-
pends on the selected reward function, in which two opposing strategies were designed
for the GTM. The FFD heuristic sorts the clusters in descending order based on their
capacity in terms of computing resources. For each cluster, a minimum factor (f) is
calculated based on the minimum ratio of available CPU and memory available to the
CPU and memory requested by the replica. This determines how many replicas can fit
in each cluster based on the most limiting resource (CPU or memory). A threshold (A)
is updated to the minimum value of f across all clusters, ensuring A reflects the ability
of the most constrained cluster to accommodate replicas. Then, the algorithm iterates
over the sorted clusters, placing replicas while respecting both CPU and memory con-
straints. If replicas are still to be deployed after the first distribution loop (DistLoop),
the algorithm repeats the loop until all replicas are placed. Regarding the sorting cri-
teria, several FFD heuristics have been tested by the authors, including those based on
free CPU, free memory, and a combination of both with equal weighting. After analyz-
ing the results, prioritizing free CPU yielded higher average rewards for the RL agent.
Thus, free CPU has been selected as the sorting function in the FFD implementation.
FFD is widely used for its simplicity and effectiveness, often yielding near-optimal so-
lutions with a time complexity of O (c log ¢), where ¢ is the number of clusters.

Two reward functions have been designed based on different objectives: cost-aware
(5.2), and latency-aware (5.3). The cost-aware function leads the agent to deploy re-
quests in clusters focused on minimizing the allocation cost (i.e., 7). The cloud type is
significantly more expensive than fog and edge types, so the agent will prefer to deploy
requests to the edge or fog since it receives a higher reward. The deployment cost of
request is given by ¢ while the maximum allocation cost is given by max. The agent is
penalized if the request is rejected, and computing resources are available even when the
agent supports action masking. The latency-aware function aims to satisfy the latency
threshold (i.e., A) of each request. If the agent chooses a cluster that meets the latency
requirements, it receives a positive reward (i.e., +1). In contrast, the agent is penalized
if the threshold is not respected. The request’s latency (/) corresponds to the average
latency of the cluster considering all the latency metrics.

max — ¢ ifreq. is accepted V (req. is rejected A
r= no resources.) (5.2)

-1 if req. is rejected A avail. resources.

r.o ifl < AV (req.isrejected A no resources).
ry =
-1 if ] > AV (req. is rejected A avail. resources).
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Algorithm 4 FFD for spread placement

Input: R, the number of requested replicas.

C, the number of clusters.

Wepu,mem> the replica’s requested cpu/memory.

Q¢ pu,mem> the cluster’s amount of free cpu/memory.
Output: «a, the distribution of replicas across all clusters

if R = 1then
penalty « true > Penalize the agent
returna = o
end if
min «— L, max «<— R, A — R > Get min and max replicas
for eachc € C do > Calculate min factor
f — min(gcpu [C] /wcpu [C] » Qmem [C] /wmem [C])
A «— min(f,A)
end for
if A > R then
A—R-1 > To really distribute replicas
end if
S « sorted (Qcpu) > Sort by decreasing order of CPU
for each ¢ € Sdo > DistLoop: distribute replicas
if R = o then
break

elseif R >0 & A< R & (Wpu XA < Qqpulc]) & (Wmem XA <
Quem[c]) then
alc] = alc]+A
R=R-A
elseif R > 0 & (Wepu < Qcpulc]) & (Wmem < Lmem([c]) then
alc] = afc] + min
R =R —min
end if
end for
if R = o then
return @
else if R # o then
repeat
DistLoop > Repeat the DistLoop
until R = o
end if
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Multiple agents have been evaluated in the gym-multi-k8s environment. Most of
these algorithms have been implemented based on the stable baseliness library [161], a
set of reliable implementations of RL algorithms written in Python. The evaluation
consists mainly of four agents that support discrete action spaces: Advantage Actor
Critic (A2C) [211], maskable PPO [212], DS PPO [143], and DS DQN. A2C is a syn-
chronous, deterministic algorithm that combines policy and value-based algorithms.
Policy-based agents learn a policy mapping input states to output actions (i.c., actors),
and value-based algorithms select actions based on the predicted value of the input state
(i.e., critic). The evaluated version of A2C does not support action masking. PPO is a
policy gradient method for RL vastly used today for difterent scenarios (e.g., robot con-
trol and video games), and maskable PPO adds support for action masking. DQN com-
bines the classical Q-Learning RL algorithm with deep neural networks. Both DQN
and PPO have been adapted to use the DS neural network architecture by modifying
their standard implementations in popular RL libraries. The policy network in PPO
and the Q-network in DQN have been replaced with a DS to assess its generalization
capabilities.

s.2.2  gym-multi-k8s Evaluation Setup and Results

The C2E package provides a scalable, cloud-based IoT platform, connecting sensor
style devices and processing their respective data with a DT platform. As shown in
Figure 5.3, its architecture includes two main applications: Eclipse Hono and Eclipse
Ditto. The first relates to an open-source framework that enables the connection of
several IoT devices through remote service interfaces and the communication between
them thanks to various protocol implementations (e.g., HTTP REST, MQTT). Thus,
lower-end devices are connected to the back-end in the cloud to publish or report data
like telemetry. At the same time, Eclipse Hono facilitates their usage to update the DT
provided by Eclipse Ditto and other functional operations, such as sending commands
or communicating events. It is important to note that Hono has become the subject of
different studies in the last few years (e.g., [213], [214]) due to its ability to support func-
tionalities such as device authentication and machine-to-machine management. On
the other hand, Ditto presents numerous services to realize DT of IoT devices. There-
fore, it enables the definition of IoT solutions without the need to manage a custom
back-end, allowing users to focus only on business requirements and the implemen-
tation of their applications. Throughout the years, Ditto has been applied in several
works in the literature, especially in combination with other systems and tools to real-
ize more sophisticated IoT environments [215], [216]. The C2E could be a convenient
application to test the proposed multi-cluster orchestration approach since it consists
of several microservices, aiming to ease the proper life-cycle management of IoT appli-
cations. Table 5.4 shows the deployment requirements for several microservices of the
C2E application applied in the gym-multi-k8s environment.
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Figure 5.3: The Eclipse Cloud2Edge (C2E) architecture: processing sensor data with a
DT cloud platform.

The gym-multi-k8s framework has been implemented in Python to ease the interac-
tion with both the OpenAI Gym and the stable baselines 3 libraries. In the evaluation,
an episode consists of 100 steps in which the agent attempts to maximize the reward
based on the current deployment request. If the agent deploys the request to one of the
clusters, its average latency increases as its corresponding latency metrics. In contrast, if
amicroservice is terminated based on a mean service duration (as default one time unit),
the average latency decreases by decreasing the corresponding metrics. In addition, the
action selected by the agent directly impacts the latency calculation, since a spread pol-
icy means that all clusters used for deployment will increase its latency. During training
for all algorithms, the multi-cluster setup consists of four clusters. The agents have been
executed on a 14-core Intel i7-12700H CPU @ 4.7 GHz processor with 16 GB of mem-
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Table 5.4: Deployment properties of the C2E application.

App | Deployment CPU MEM Latency Th.
adapter-{amqp, http, mqtt} 0.20 0.30 200 ms
artemis 0.20 0.60 200 ms
dispatch-router 0.20 0.64 200 ms
ditto-connectivity 0.20 0.75 100 mS

CaE ditto-{gateway, policies} 0.20 0.50 100 mMs
ditto-{nginx, swaggerui} 0.05 0.016 100 mMs
ditto-{things, thingssearch} 0.20 0.50 200 ms
ditto-mongodb 0.015 0.25 200 ms
service-{auth, dev-registry} 0.20 0.20 300 ms
service-comm-router 0.015 0.25 300 mMs

ory. The performance of the agents has been evaluated based on the following metrics:

* Accumulated reward during each episode. It refers to the total sum of rewards
obtained by an agent over time as it interacts with the environment.

* Percentage of rejected requests represented as [0, 1]. 1 means 100% rejection
rate.

* Average deployment cost of deploying all requests in the multi-cluster setup.

* Average latency expected for each accepted request.

‘Two heuristic-based baselines have also been evaluated to compare against RL-

based methods:

* Resource-Greedy: assigns all replicas to the cluster with the lowest resource con-
sumption (CPU and memory).

* Latency-Greedy: assigns all replicas to a cluster while adhering to the specified
latency threshold.

Time complexity has been accessed based on the training execution time for the
multiple RL agents (Table s.5). The results highlight that training RL agents in near-
real environments is significantly faster, and that RL environments can speed up the
applicability of RL methods in operational environments. A2C and Maskable PPO
are considerable faster than Deepsets PPO and Deepsets DQN. Training results for
2000 episodes are shown in Figure 5.4 and Figure s.5 for both reward functions. The
number of available clusters during training corresponds to four for all algorithms, and

94



Table s.5: The execution time per episode during training.

Algorithm Execution Time (in s)
A2C 0.121 + 0.01I
Maskable PPO 0.148 + 0.227
Deepsets PPO 0.317 + 0.053
Deepsets DQN 0.2I5 + 0.042

a smoothing window of 200 episodes is applied to reduce spikes in the graphs. Despite
variations, all algorithms converge around the 1000th episode, even though DS PPO
shows a dip in rewards for the latency function before surpassing previous results. All
algorithms reject less than 20% of requests, with Maskable PPO reaching 0%. In terms
of deployment costs, all algorithms reach average deployment costs between 6 and 12,
and slightly higher values for the latency reward function, as expected. Maintaining
low deployment costs while accepting a high percentage of requests is challenging with
only four clusters. Lastly, regarding latency, all algorithms significantly reduce it during
training, achieving average values below so ms, especially for the latency reward func-
tion.

Testing has been executed for all algorithms during 100 episodes with the saved
configuration after 2000 training episodes. Table 5.6 summarizes the results obtained
during the testing phase on the performance metrics considered for the different algo-
rithms. Both DS algorithms achieve higher performance than A2C and maskable PPO
for both reward functions, though the slightly worse training. For the cost-aware strat-
egy, DS algorithms achieved an average accumulated reward of 1100, a low 3.9% rejec-
tion rate, and an overall deployment cost of 4.3 units. For the latency-aware function,
DS-PPO achieved a 0% rejection rate with a deployment cost of 11.7 units and an aver-
age latency of 28.57 ms while DS-DQN achieved a lower deployment cost of 5.76 units
on average, with a rejection rate of 0.3% and an average latency of 42.16 ms. In addi-
tion, both greedy approaches fail to provide a competitive alternative to RL methods,
as they do not take into account the dynamics of the environment and cannot make
tactical proactive rejections. The Resource-Greedy approach achieves lower latency on
average than most cost-aware RL methods thought at a slightly higher deployment cost,
while the Latency-Greedy approach achieves an average latency of 46.85 ms at a cost of
a rejection rate of 2%, slightly worse than both DS algorithms.

Generalization has been assessed for both DS algorithms by varying the cluster size
[4, ..., 128]. Results shown in Figure 5.6 demonstrate the enormous potential of the DS
neural network. Both algorithms can find near-optimal allocation schemes for both
strategies even when trained in a small-scale setup. The latency goal is considerably
more complex than the cost objective while the number of clusters increases. Latency
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Figure s5.4: The training results for the multiple agents evaluated for the cost reward
function.

increases throughout the experiment, but both agents achieve adequate latency values
for both strategies, lower than 100 ms for latency-aware, and lower than 300 ms for cost-
aware. DQN achieves slightly lower latency than PPO at a cost of a rejection rate of al-
most 4%. In conclusion, both algorithms can optimize the placement of microservices
in a multi-cluster setup 32 times higher than its trained setup.

In summary, these results shown an efficient multi-cluster orchestration strategies
focused on the well-known K8s platform and in recent trends as RL. Two opposing
objectives demonstrate that RL algorithms can find appropriate actions that maximize
the accumulated reward. An offline RL environment validated the RL approach since
most algorithms achieved significantly high performance. The Karmada multi-cluster
orchestration solution would benefit from this GTM since it finds a near-optimal bal-
ance between deploying all replicas into a single cluster or distributing them into multi-
ple ones. This trade-off has been found for different objectives, as shown in this paper.
In the testing phase, all algorithms achieved high rewards for both strategies. Finally,
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Figure s.5: The training results for the several evaluated agents for the latency reward
function.

the DS neural network has shown its enormous potential. These RL algorithms can be
applied directly to different multi-cluster environments with varying cluster sizes, sig-
nificantly reducing the training time. Without DS, RL algorithms need retraining for
that particular cluster size, which is considerably more costly.

5.2.3 The HephaestusForge Framework

Instead of considering a single-objective reward model, such as the one presented with
gym-multi-k8s (6], HephaestusForge introduces a multi-objective reward function that
considers three different performance factors: latency, cost, and inequality®. This ap-
proach enables the learning of more effective deployment strategies capable to cope with

*J. Santos, M. Zaccarini, F. Poltronieri, et al., “Hephaestusforge: Optimal microservice deployment
across the compute continuum via reinforcement learning,” Future Generation Computer Systems, vol.
166, 2025. doi: 10.1016/].future.2024.107680.
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Table 5.6: Results obtained during the testing phase.

Reward Acc Number of Avg. Av
Algorithm | Func- ) Rejected Deployment 8
] Reward latency
tion Requests Cost
+ + +
A2C Cost 893.25 & 7.30% * 8.8% 630 =335 19161 &
300.23 (units) 53.71 (ms)
Maskable 941.58 + 0 5.46 % 2.15 191.42 +
. +7.739
PPO Cost 183.50 9:08% +7.73% (units) 45.85 (ms)
R =+ .33 £ 2. .84
DS-PPO | Cost | ™O39%F | ot ta0q9 | H3EEZST | 5784
289.90 (units) 17.34 (ms)
1143.66 + 4.08 £+ 2.58 8s5.14 =
DS-D C .90% =+ 5.849
SDN ost 256.59 3:90% £ 5.849% (units) 56.70 (ms)
Resource- 909.22 * 0 6.65 + 5.02 29.99 *
. + 4.219
Greedy Cost 490.67 2439 £ 4.21% (units) 15.28 (ms)
6.04 £ 6.51+5.74 183.64 +
A L .90% =+ 13.299
2C atency 58.23 7:90% + 13.29% (units) 63.46 (ms)
+
Maskable 33.22 + ) 6.96 +3.55 4779 =
. +7.899 .
PPO Latency 16.85 6.61% £ 7.89% (units) 44.26
(ms)
. + .73 * 4. 57 £
DS-PPO | Latency | 964 0.0%+ 0.0% | 73E48S | 2857
7.1 (units) 14.55 (ms)
87.08 = 0 5.76 £ 2.77 42.16 +
- + 0,
DS-DQN | Latency G 0.31% + 1.18% (units) 34.00 (ms)
Latency- 89.04 £ 6.67 +2.83 46.85 =
L .05% + 3.679
Greedy atency 9.71 2.05% £ 3.67% (units) 16.29 (ms)

the several challenges that characterize CC scenarios. The results based on the imple-
mented OpenAI Gym environment show that RL can find efficient microservice place-

ment schemes while prioritizing latency reduction, favoring low deployment costs, and
avoiding distribution inequality compared to heuristic-based methods. To do so, it con-
siders a multi-objective reward function that addresses different performance factors
and refining the RL-based approach for proper scheduling of microservice applications
within the CC. HephaestusForge has also been open-sourced 3, enabling researchers to

leverage the framework to evaluate their orchestration ideas.

In HephaestusForge, several RL algorithms are available for training to generate an
orchestration strategy, using static and dynamic information about the K8s cluster as

*https://github.com/jpedrorgg2/HephaestusForge/tree/main
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Figure 5.6: The results for the trained DS agents for both reward functions while vary-
ing the number of available clusters.

input. For example, allocated CPU and memory amounts in each cluster vary dynami-
cally based on the number of microservice replicas deployed in each cluster. In addition,
the latency of each cluster varies dynamically as if network measurements are period-
ically executed in the cluster, similar to recent network-aware scheduling approaches
presented in the literature [217]. This information serves as input and is periodically
updated after each action selected by the RL algorithm. The HephaestusForge frame-
work has been developed to replicate the behavior of deployment requests via Karmada,
providing the RL agent with relevant information available within a typical K8s cluster.
By emulating the behavior of the Karmada scheduler, trained RL orchestration policies
could then be later validated in operational environments by retrieving real-time in-
formation from the K8s cluster via popular monitoring platforms such as Prometheus
[218]. However, this validation is left out of the scope of this thesis, but planned as fu-
ture work. Instead, the focus is on the validation of the performance of the proposed
multi-objective reward function in the HephaestusForge framework.
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The environment consists of a discrete-event RL scenario to reenact the behavior
of multiple deployment requests for a given microservice deployed via Karmada on sev-
eral K8s clusters. During training, the amount of resources available in each cluster is
updated based on the actions chosen by the RL agent. Similarly to the gym-multi-k8s
framework, the observation space considered for HephaestusForge is the one indicated
by Tables 5.2 and 5.3, as for the action space depicted in Table 5.3. Regarding the spread
action, HephaestusForge follows the FFD approach defined by Algorithm 4 and sorting
considerations adopted for gym-multi-kSs.

A multi-objective reward function (s.4) has been designed based on three different
objectives: cost-aware (5.5), latency-aware (5.6), and inequality-aware (5.7). If the agent
accepts the deployment request, it receives a positive reward based on these strategies
and its corresponding weights (w;, w. and w;), normalized between [0.0,1.0]. Oth-
erwise, the agent is penalized if it decides to reject the request (i.e., -1), and computing
resources were available to deploy all requested microservice replicas.

. {wc X Teost + W] X T]+ W; X Tineg  if req. is accepted. (5.4)

-1 if req. is rejected.

Feost = 1.0 — 'y where: T'y = Expected Deployment

(s-5)

Cost for all replicas

Tlatency = 1.0 — Ag where: A4 = Expected Latency

.6
for deployment request (5-6)

Tinequality = 1.0 — G where: G = Gini Coefficient (5.7)

The cost-aware function leads the agent to deploy replicas on clusters focused on
minimizing the allocation cost (i.e., 7c). Cloud-type clusters are considerably more ex-
pensive than fog and edge types, often providing higher latency. Therefore, the agent
favors deploying microservice replicas to edge or fog clusters because of the higher re-
wards associated with these actions. However, fog and edge clusters typically possess
fewer computing resources than cloud nodes, meaning that these cluster types might
not be able to host all required replicas for a given deployment request. The deploy-
ment cost of a request, denoted by I'y, is calculated as the average of the deployment
costs for all replicas within the request as follows:

R
I
= Z T, (5.8)

=1



where:

I"4 is the deployment cost of the microservice request.
R is the number of replicas within the request.

7., represents the allocation cost of the i-th replica.

The cost of each replica is proportional to the allocation cost (7. ), which varies depend-
ing on the cluster type. When the RL agent selects the spread action, microservice repli-
cas can incur different deployment costs depending on the clusters to which they are as-
signed. The rationale behind the deployment cost formulation is to enable the RL agent
to learn a strategy that minimizes overall deployment costs by balancing replicas across
different cluster types. In contrast, a cost formulation based on the summation of in-
dividual replica costs would disproportionately favor deployments with fewer replicas,
potentially skewing the agent’s strategy. Using the average cost provides a normalized
metric that ensures consistency in decision-making across different replicas and cluster
types.

The latency-aware function aims to minimize the expected latency of the deploy-
ment request. The latency of a microservice request is influenced by whether all repli-
cas are deployed within the same cluster or distributed across multiple clusters since
each individual replica contributes to the overall average latency of the microservice
request. Consequently, the expected latency (44) is calculated based on the average la-
tency of each replica within the deployment request, considering the specific clusters
where these replicas are hosted:

R
I
/1d = E ; (551. (59)

where:

Aq is the expected latency of the microservice request.
R is the number of replicas within the request.

O, represents the latency of the i-th replica.

The adoption of an average latency instead of considering multiple individual laten-
cies lies in the need to improve the convergence speed and ease the training process of
the RL agent. Specifically, the increased dimensionality of the state space and the need
for the agent to track and optimize multiple individual latencies rather than a single
average can significantly slow down the learning process. Although this design choice
could lead to less granular performance, it favors operating with a smoother decision-
making process. The study of more complex state representations will be addressed in
tuture work. In addition, using the average latency simplifies the model and encourages
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Table 5.7: The evaluated reward strategies.

Name w] W, w;
Latency 1.0 0.0 0.0
Cost 0.0 1.0 0.0
Inequality 0.0 0.0 1.0
LatCost 0.5 0.5 0.0
Latlneq 0.5 0.0 0.5
Costlneq 0.0 0.5 0.5
Balanced 0.4 0.3 0.3
FavorLat 0.6 0.2 0.2

the RL agent to minimize communication delays more equitably, avoiding excessive pe-
nalization of any single replica’s latency.

Lastly, the inequality-aware function leads the RL agent to choose deployment
actions that evenly distribute replicas across the number of available clusters. The re-
ward is calculated based on the Gini Coefficient (G) [219] that ranges from [o.0,1.0],
where o means perfect equality (all clusters host the exact number of replicas), and 1
indicates perfect inequality (all replicas deployed in one cluster). A lower Gini Coeffi-
cient indicates then a more equitable distribution. The Gin: Coefficient is an accurate
measure of inequality in a distribution, calculated using the formula:

l(:‘ZI 5:1|Ll'_Lj|

G = -
2c*L

(s5.10)

where:

G is the Gini coefficient.
¢ is the number of clusters.
L; is the number of replicas deployed by cluster i.

L is the average number of replicas across all clusters.

s.2.4 HephaestusForge Evaluation Setup and Results

Table 5.7 details eight distinct reward strategies considered in the evaluation of the Hep-
haestusForge framework:

* Latency: prioritizes minimizing latency above all other factors, assigning the
highest weight (w; = 1.0) to latency reduction. The RL agent focuses solely on
reducing the expected latency of the deployment request, disregarding cost and
inequality considerations.
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* Cost: aims to minimize deployment costs, with w, set to 1.0, without explicit
considerations regarding latency or inequality.

* Inequality: focuses on addressing inequality among clusters, with w; set to 1.0.
The RL agent seeks to balance the deployment of replicas across clusters to mit-
igate disparities and ensure fair utilization.

* LatCost: strikes a balance between minimizing latency and deployment costs,
assigning equal weight (w; = w, = 0.5) to both objectives. The RL agent aims
to achieve a compromise between latency reduction and cost efficiency in its de-
ployment decisions.

* Latlneq: balances latency reduction and inequality considerations, with w; =
w; = o.5. This strategy aims to minimize latency, while also addressing fairness
across clusters.

* CostIneq: prioritizes minimizing deployment costs while also addressing inequal-
ity, with w, = w; = o.5. The goal is to achieve cost-efficient deployments while
ensuring fair allocation across clusters.

* Balanced: sccks a proportional approach, with moderate weights assigned to
each objective (w; = 0.4, w, = 0.3, w; = 0.3). The RL agent aims to achieve a
compromise that considers all three factors in its deployment decisions.

* FavorLat: emphasizes minimizing latency by assigning a higher weight (w; =
0.6) compared to cost and inequality considerations (W, = w; = 0.2).

Evaluating these numerous reward strategies, the HephaestusForge framework aims
to provide insights into the effectiveness of different allocation strategies in the deploy-
ment of microservices across CC environments. The performance of both DS-DQN
and DS-PPO have been evaluated based on the same metric considered for gym-multi-
k&8s with the addition of two new ones:

* Average CPU usage (in %) of the selected cluster for the microservice deploy-
ment.

* Gini Coefficient highlighting the inequality of the deployment scheme, repre-
sented as [o, 1].

Furthermore, along with the Latency-Greedy, three heuristic-based baselines have also
been evaluated to compare against the DS-based RL methods:

* CPU-Greedy: assigns all replicas to the cluster with the lowest resource con-
sumption in terms of CPU usage.
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Table 5.8: The execution time per episode (ep) during training.

Execution Execution

Algorithm Time per ep Time for

(in s) 2000 eps.
DS-PPO 0.799 *+ 0.009 | 26.63 minutes
DS-DQN 0.494 * 0.005 | 16.46 minutes
CPU-Greedy 0.116 + 0.002 | 3.86 minutes
Binpack-Greedy | 0.109 + 0.002 | 3.63 minutes
Latency-Greedy | 0.116 £ 0.002 | 3.86 minutes
Karmada-Greedy | 0.084 + 0.001 | 2.80 minutes

* Binpack-Greedy: assigns all replicas to the cluster with the highest CPU alloca-
tion.

* Karmada-Greedy: assigns all replicas to a cluster based on the cluster resource
model (CPU and memory). It follows the default scheduling algorithm enabled
in Karmada for dynamic replica assignment. Affinity and spread constraints (en-
abled via other scheduling plugins) are not considered.

Time Complexity has been evaluated based on the training execution time for the
DS-based RL agents for the latency strategy as shown in Table 5.8. The results highlight
that training RL agents in near-real environments can speed up the training process, and
consequently the applicability of RL methods in operational environments. Both algo-
rithms require between 16 to 27 minutes to complete training over 2000 episodes. DS-
DQN is slightly faster than DS-PPO, though both algorithms are significantly slower
than all heuristic baselines. On average, heuristic algorithms complete 2000 episodes in
about 2 to 4 minutes since no policy training is required.

Training results for 2000 episodes are shown in Figure 5.7 and Figure 5.8 for all
assessed reward strategies. A smoothing window of 200 episodes is applied to reduce
spikes in the graphs. Despite fluctuations, all algorithms converge between the 70oth
and the 1000th episode, with some exhibiting slight improvements in rewards beyond
this point. Most algorithms achieve high accumulated rewards for all reward strategies,
though DS-DQN algorithms converge at a slightly higher state, resulting in higher re-
wards on average. It is noteworthy that all algorithms learn to minimize rejections, as
reflected by their pursuit of higher rewards. PPO-based algorithms reject fewer than
20% of requests, while DQN-based algorithms reject fewer than s%. Figures s.7¢, 5.7d,
5.8¢, and 5.8d illustrate that the RL agents adhere to the favored strategy: cost-aware
reward functions lead to lower deployment costs, and latency-aware reward functions
result in lower latency.
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Table 5.9: Results obtained by DS-RL approaches during the testing phase.

Rejected Deployment CPU
Reward Acc. proy Latenc
DS Alg. : ewa. . cc 4 Requests Cost (in ms;, Usage Gini
unction ewar (in %) (in units) (in %)
68.6 + 5+ 67 +
PPO Latency 73.1+£ 0.3 | 0.02% 0.01 5.87 £ 0.19 * 305 067
3.4 0.5 0.004
1+ N 5+ .55
DQN Latency 7ol 0.52 *+ 0.05 7.03 £ 0.19 290.7 275 0-55
o-4 3.8 0.5 0.005
89.9 + = 8.5+ 58 +
PPO Cost 99 0.05+£0.02 | 2.50 %+ 0.05 Had 35 o5
0-4 4.1 0.2 0.005
89.7 + a1+ 8.5+ 55 £
DQN Cost 27 0.0I  0.01 2.53 + 0.05 4771 395 ©0-55
0-4 4.8 0.2 0.006
9=+ . + .6+ K== 48 £
PPO Inequality 50-9 0.002 5.57 + 0.14 533 3L 0.4
0.5 0.004 2.7 0.4 0.005
4+ 6.9+ | 259+ 48 +
2% 1+ 9+ 62+
PPO LﬂtCOJZ’ 752 0.I§ =+ 0.03 3.59 + 0.09 317.1 35-9 0.62
-4 3.4 0.3 0.005
3% .008 83+ 8.5+ 55 %
DQN LarCost 743 0:00 2.57 £ 0.05 409.3 305 0-55
0.3 0.007 5.1 0.2 0.006
. + 8+ NES 47 £
PPO Latlneq 55.7 £ 0.3 0002 5.51 + 0.13 405 3 0-47
0.004 2.0 0.4 0.005
4 . 0.46
07.9 + 273+
DQN Latlneq 58.5+ 0.3 | 1.42 =% 0.07 6.67 £ 0.16 3 7; 73 +
. o.
’ 4 0.005
-003 £ 7+ o+ .66
PPO CostIneq 55.3 = 0.6 0.003 4.5+ 0.14 5737 34.0 o
0.004 3.9 0.4 0.004
64.4 + . + 2+ 8.0% 58 =
DQN CostIneq 44 0.003 2.80 + 0.07 SIL.2 38.0 0.5
o4 0.004 4.4 0.3 0.006
4+ .003 + 5+ 6.7 + ST+
PPO Balanced 59-4 0.003 3.44 + 0.08 5OLS 36.7 0.51
0.2 0.004 2.8 0.3 0.006
392.0 = 37.0 = 0.54 £
DQN Balanced | 63.2+0.3 | 0.26 £ 0.05 3.07 + 0.08
3.5 0.3 0.006
.008 + 3t 6.8+ 58 =
PPO FavorLat | 651+ 0.3 0-00 3.28 + 0.08 3343 3 0.5
0.008 3.1 0.3 0.005
-003 8.9+ 6.1+ 52+
DQON FavorLat | 633+ 03 0.003 3.59 % 0.09 37%.9 36.1 0.52
0.004 3.4 0.3 0.006
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Figure 5.7: The training results for the DS-PPO agent evaluated for the multiple reward

strategies.

Table s.10: Results obtained by heuristics during the testing phase.

Rejected
Reward Acc. cjecte Deployment Latency CPU
Alg. F . R d Requests Cost (in ms) Usage Gini
unction ewar (in %) (in units) (in %)
8+ 72+
CPU - - 0.18 + 0.07 9.63 + 0.25 422 18.5 + 0.4 07%
5.8 0.003
. 420.7 £ 0.66 +
Binpack - - 0.18 + 0.07 3.67 £ 0.10 34.6 £ 0.3
5.6 0.004
8+ 0.26 +
Latency - - 3.74 £ 0.45 6.71 + 0.14 347 25.5 + 0.3
2.9 0.005
424.1 % 0.73 %
Karmada - - 0.18 + 0.07 12.25 + 0.21 14.8 £ 0.4
5.9 0.002

106




100
801
60
40
°
5
2
g 204
04
—— DS-DQN (Cost) === DS-DQN (Costineq)
204 DS-DQN (Latency) —=-~- DS-DQN (Balanced)
—=-- DS-DQN (Inequality) —-= DS-DQN (FavorlLat)
DS-DQN (LatCost) === max reward= 100
—401 —.- DS-DQN (Latineq)
200 400 600 800 1000 1200 1400 1600 1800 2000
Episode
(a) Accumulated Reward.
12
—— DS-DQN (Cost) —-- DS-DQN (Latineq)
----- DS-DQN (Latency) --=-= DS-DQN (CostIneq)
10 4 —=- DS-DQN (Inequality) —==- DS-DQN (Balanced)

Avg. Cost (in units)

DS-DQN (LatCost)

—-- DS-DQN (FavorLat)

-
\\"\ ]

T T T
400 600 800

0
200

T
1000

T T T T
1200 1400 1600 1800

Episode

2000

(c) Deployment Cost.

Percentage of Rejected Requests

nms.

Latency

Avg

0.6

=4
o
L

4
IS
L

o
w
L

o
N
N

o
o
s

—— DS-DQN (Cost)

DS-DQON (Latency)

——- DS-DQN (Inequality)
DS-DQN (LatCost)

—-- DS-DQN (Latineq)

DS-DQN (Costineq)
—=- DS-DQN (Balanced)
—-- DS-DQN (Favorlat)

0.0 T T T T T ™ ™ ™
200 400 600 800 1000 1200 1400 1600 1800 2000
Episode
(b) Rejected Requests.
700
—— DS-DQN (Cost) —-- DS-DQN (Latlneq)
----- DS-DQN (Latency) -=+== DS-DQN (Costlneq)
600 —=~- DS-DQN (Inequality) ~ —-- DS-DQN (Balanced)
DS-DQN (LatCost) —-- DS-DQN (FavorLat)
500 +
4001
300 1
200 1
100

0
200

v v
1000 1200
Episode

T T T
400 600 800

T T T
1400 1600 1800 2000

(d) Avg. Latency.

Figure 5.8: The training results for the DS-DQN agent evaluated for the multiple re-

ward strategies.
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Figure 5.9: The expected latency and deployment cost during testing.

Testing has been executed for all strategies over 2000 episodes using the saved con-
figuration from the training phase (after 2000 episodes). Tables 5.9 and 5.10 summarize
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Figure s.10: The results for the trained DS-based algorithms while varying the number
of deployed replicas per request.

the obtained results for the different algorithms based on the considered performance
metrics. On average, latency-aware and cost-aware functions achieve higher rewards
than inequality functions, highlighting the difficulty of achieving a fair distribution of
microservice replicas. Most algorithms achieve a minimal rejection rate, with DS-PPO
(Inequality) and DS-PPO (Latlneq) achieving as low as 0.002%. In contrast, heuristic
baselines obtain higher rejection rates, ranging from 0.18% to 3.74%, because deploy-all
actions might not be feasible at the end of episodes due to a lack of resources caused by
previous actions. It is worth noting that DS-PPO achieves lower average rejection rates
during testing compared to training. This difference occurs because, during training,
the policy is stochastic: it samples actions based on the probabilities provided by the
neural network. However, during testing, the policy is deterministic, selecting the ac-
tion with the highest probability. This approach is standard in PPO implementations,
as deterministically choosing the most probable action typically yields higher rewards,
whereas stochasticity during training is necessary for effective exploration.

As expected, cost-aware reward functions result in lower average deployment costs
of 2.5 units as shown in Figure 5.9a, while latency-aware reward functions lead to lower
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Figure s.11: The results for the trained DS-based algorithms while varying the number
of available clusters.

latency, ranging from 268.6 to 290.7 ms as demonstrated in Figure 5.9b. Regarding
CPU usage, the CPU-Greedy and Karmada-Greedy approaches achieve the minimum
CPU usage for the selected cluster. The Latency-Greedy approach achieves the lowest
Gini Coefhicient of 0.26, with most inequality-aware algorithms following closely with
coefhicients between 0.46 and 0.58. These results highlight the differences in service
placement based on the chosen objective. The DS-DQN (Balanced) achieves a good
compromise among cost (3.07 units), latency (392.0 ms), and inequality (0.54). These
outcomes confirm that RL-based approaches ofter significant advantages over heuristic
methods, albeit at the cost of increased training time. While substantial progress has
been made, improving the efficiency of the training process remains a key focus for fu-
ture work. The characteristics of the DS methodology could provide notable benefits
in terms of time efficiency for CC orchestration. In particular, its ability to handle in-
puts and outputs of arbitrary sizes is crucial, enabling seamless application to scenarios
with varying numbers of managed clusters.

Multiple Reward Strategies have been evaluated to assess their impact on per-
formance. Choosing an appropriate reward strategy is crucial, as it guides the learn-
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Figure s.12: The results for the trained DS-based algorithms while varying the number
of deployed replicas per request for the extended version of the action space.
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ing process and significantly affects the placement strategy. As the complexity of the
problem increases, it is well known that approaches such as metaheuristics can struggle,
particularly when confronted with multiple performance factors, as is in this case. In
contrast, this evaluation shows that RL identifies efficient policies that balance various
performance factors simultaneously. However, further analysis is needed to assess how
close these RL policies are to optimal solutions. Comparison of results obtained from
HephaestusForge with those derived from exact or approximation algorithms is planned
for future work, establishing benchmarks and evaluating these strategies against known
optimal or near-optimal solutions.

Scalability has been assessed by increasing the number of microservice replicas per
request, resulting in higher ratios during the experiments. The number of available
clusters has been maintained at four, while the number of microservice replicas varies
from 4 to 32, creating the following ratios [1, 2, 3, 4, 6, 8]. The minimum and maximum
number of replicas has been fixed for this experiment to achieve the desired ratio. Fig-
ure 5.10 shows that all DS-based algorithms accepted most requests, even at high ratios
(greater than 6). In contrast, most heuristic baselines already exhibited a 40% rejection
rate at ratios of 3 and 4. In addition, as the ratio increased, most RL agents struggled to
minimize deployment costs while accepting the majority of requests, although latency
slightly decreased due to the higher rejection rate. The Gini coefficient also decreases
with the ratio, indicating a fairer distribution as more microservice replicas need to be
deployed.

Increasing the number of clusters has been evaluated by varying the cluster size
from 4 to 32 and setting the minimum and maximum replicas equal to the number
of clusters (c) and four times the number of clusters (4 X ¢), respectively. This main-
tains a ratio between 1 and 4 throughout the experiment. The results demonstrate the
enormous potential of the DS neural network. All RL agents can find near-optimal
allocation schemes for all strategies, even when trained in a small-scale setup as shown
in Figures.ir. As the number of clusters increases, all algorithms converge to a simi-
lar state, reflecting the challenge of optimizing cost or latency under these conditions.
Nonetheless, cost-aware algorithms and latency-aware agents achieve the lowest deploy-
ment costs and lower latency, respectively. DS-based algorithms can effectively optimize
microservice placement in a multi-cluster setup higher than the trained scenario, with-
out need for retraining.

What if additional spreading strategies are included in the RL action space?
As a final step in the evaluation, this study examines the implications of expanding the
action space of the RL agents with two extra spreading actions:

* First Fit Increasing (FFI) acts similarly to the previously presented FFD heuris-
tic but sorts instances in increasing order before placement.

* Best Fit (BF1Bi) allocates each replica to the cluster that minimizes the remain-
ing space in terms of computing resources after placement, sorting replicas indi-

III



vidually.

These two additional spreading strategies have been implemented and added to the
action space of HephaestusForge, further extending the action possibilities of the RL
agents. A scalability test, similar to the one previously conducted, has been carried out
with an increase in the number of microservice replicas per request, resulting in higher
ratios during the experiment. Figure s.12 illustrates the performance of the RL agents
and heuristic baselines during testing. Figure s.12e shows the distribution of action se-
lections throughout the experiment. Deploy-all actions are more commonly selected,
while spreading actions are less frequent. However, based on Figures s.12f, 5.12g, and
s.12h, spreading actions are increasingly selected as the ratio increases during the experi-
ment. Computing resources become scarcer towards the end of episodes when the ratio
is high, making the agent adaptits policy and select more spreading actions such as FFD
and BFiB1. Interestingly, the agent never selects FFI, indicating a calculated avoidance
of this action during testing. In terms of performance, the RL agents achieve slightly
lower latency on average, slightly higher deployment costs, and a higher rejection rate
compared to the RL agents tested with a smaller action space (Figure s.10).

As a policy gradient method, DS-PPO continuously updates the policy to maxi-
mize the expected reward directly. It naturally balances exploration and exploitation
by adjusting the policy based on observed rewards, allowing it to explore a wider range
of actions while refining its policy more effectively. This is particularly beneficial in
environments with large action space or complex dynamics, such as the multi-cluster
orchestration problem where optimal actions vary based on multiple factors (e.g., la-
tency, cost, inequality). DS-DQN, being a value-based method, estimates the value of
taking a certain action in a particular state and selects actions that maximize this value.
While effective, DS-DQN might struggle with exploration in high-dimensional action
spaces, potentially leading to suboptimal performance if the state-action space is not
tully explored. This can be a limiting factor when dealing with complex objectives such
as multi-objective optimization in multi-cluster environments. DS-PPQO’s policy op-
timization approach is known for its stable learning process, which can lead to faster
convergence in environments with a large number of potential actions and states. This
stability is crucial in scenarios where the agent must adapt to varying conditions, such as
different cluster sizes or varying ratios of microservice replicas, as tested in the scalability
experiments. DS-DQN might take longer to converge or might converge to suboptimal
policies, especially in environments with high variability or where the policy needs to
generalize across a wide range of conditions. This could explain why DS-DQN might
underperform in scenarios where rapid adaptation is required. DS-PPO is inherently
well suited for environments that may involve continuous action spaces or where fine-
tuning actions lead to better results. Although the environment considered primarily
deals with discrete actions, the flexibility of DS-PPO in handling different types of ac-
tions might give it an edge in situations where more granular control over decisions is
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Figure 5.13: Orchestration of a service request in a multi-cluster CC scenario. Each re-
quest is associated with a geographical area corresponding to the AWS DC locations.
Scheduling and resource allocation decisions are influenced by the latency and pricing
of the compute instances. (Numbers are illustrative.)

beneficial. DS-DQN is primarily designed for discrete action spaces, and while it can be
extended to handle continuous actions, the original formulation might be less flexible
in environments where fine distinctions between actions are crucial for performance.
In the extended action space scenario, where additional spreading strategies such as FFI
and BFiBr are introduced, DS-PPO might be better to adapt to these new strategies due
to its constant updates of policy and inherent flexibility. This adaptation is reflected in
the more nuanced action selection observed in the experiments. DS-DQN might re-
quire more episodes to effectively incorporate new strategies into its policy, leading to
less optimal performance when the action space is expanded. This could manifest as
higher deployment costs or a higher rejection rate, as observed in the results presented.

5.3 Multi-Objective Scheduling and Resource Alloca-
tion of Kubernetes Replicas Across the Compute
Continuum

As previously mentioned, traditional orchestration approaches have focused predomi-
nantly on optimizing a single objective, such as minimizing latency or deployment cost.
However, this narrow focus often results in suboptimal decisions when considering
other critical performance factors, leading to increased operational expenses and in-
efficient resource utilization. The orchestration problem is inherently multi-faceted,
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Table s.11: Parameters of the MO-ILP

Parameter | Description
D Set of service requests
D, Set of service requests that are active at time-slot ¢
DC Set of data centers
1 Set of compute instances available in each data center
I, cl Set of RESERVED instances available in each DC
I, cl Set of ON-DEMAND instances available in each DC
I,clI Set of SPOT instances available in each DC
P;.’ P Total price for RESERVED instance j € I, in data center k € DC
instance over the complete time horizon
P;?’ L Hourly price for ON-DEMAND instance j € I, indatacenter k € DC
Pj.’ ‘ Hourly price for SPoT instance j € I in data center k € DC
R; Set of replicas required by requesti € D
T Set of time-slots over the scheduling period
Ci CPU required by one replica of request i € D
m; R AM required by one replica of requesti € D
C; vCPUs offered by instance j € 1
M; R AM oftered by instance j € 1
fik Interruption frequency of SPOT instance j € I in data center k €
DC
lik Latency between request i € D and data center k

requiring the joint optimization of multiple, often conflicting, objectives, including
latency, cost, energy consumption, and resource fairness [27]. This complexity calls
for MOO techniques that can effectively steer trade-offs among these dimensions. Al-
though linear scalarization methods are commonly employed to reduce the problem’s
dimensionality [221] and demonstrate significant promises (as proved with Hephaestus-
Forge results in 5.2.4), they frequently fail to capture the diversity of trade-ofts present
in the solution space. Furthermore, it is complex to express a priori a quantitative pref-
erence between heterogeneous objectives, let alone simple linear combinations. In con-
trast, MOO offers a more expressive decision-making framework by identifying the
PF, which represents the set of non-dominated solutions that achieve optimal balance
across competing objectives. In this way, it is possible to present to the decision-maker
a set of multiple “optimal” trade-ofts, such that well-informed decisions can be made a
posteriori [63], [64].

This section presents how state-of-the-art MO-EAs can be employed and shows their
effectiveness in solving a MOO problem in a CC environment which includes three
competing objectives: service latency, service deployment costs, and frequency of ser-
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Table s.12: Decision variables of the MO-ILP

Variables | Description
Tk 1 if RESERVED instance j € I, in data center k € DC is active, o
otherwise.
0;.’ f 1if ON-DEMAND instance j € I, is active at time-slot # € T in data
center k € DC, o otherwise
s;.’ L 1if SroT instance j € I is active at time-slot # € T in data center
k € DC, o otherwise
a§ rif requesti € D is scheduled to start at time-slot t € T, o otherwise.
xl’.:j, wr | Vif K8sreplica r of requesti € D is scheduled to start at time-slot
t" € T and is allocated to the instance j € [ in data center k € DC, o
otherwise.
di k 1if requesti € D is assigned to data center k € DC, o otherwise
L; Maximum latency experienced by requesti € D

vice interruption*. Specifically, it jointly considers the following four main aspects:

* Simultaneous optimization of both scheduling and resource allocation.

* Assumption that the decision-maker’s preferences between objectives are un-
known before optimizing.

* Different pricing and latency models between heterogeneous clusters, profiled
from real-world AWS instances.

* Possibility of splitting multiple microservices over different compute instances
during resource allocation.

The scenario considered is illustrated in Fig. 5.13, where a service provider must
schedule and assign compute resources to a set of service requests over the CC, consid-
ering multiple DCs and instance types. Specifically, it is assumed that requests consist
of multiple replicas of microservices, which can possibly be distributed over different
K8s clusters in the CC and coordinated via a global topology manager [6]. Formally,
the optimization problem is modeled as a MO-ILP. The MO-ILP is given as input ) a
set of deployment requests, characterized by CPU and RAM requirements, a request
duration, and a required number of microservice replicas, and 77) a set of potential com-
pute resources, representing RESERVED, ON-DEMAND or SPoT cloud instances, each
characterized by a specific data center location, pricing model, hardware resource avail-
ability, and average frequency of service interruption. The objective of ILP is to decide

*N. Di Cicco, F. Poltronieri, J. Santos, et al., “Multi-objective scheduling and resource allocation of
kubernetes replicas across the compute continuum,” in 2024 20th International Conference on Network
and Service Management (CNSM), 2024, pp. 1-9. doi: 10.23919/CNSM62983.2024.10814307.
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Table s.13: Hardware configuration of each cluster based on Amazon EC2 On-Demand

and Spot Pricing [208], [220].

On- Reserved
DC Instance | Demand| On-Demand Spot vCPU | RAM Spl?t rerrapt
($/h) ($/h) | (8/h) requency
t4g.2xlarge| 0.3072 0.1842 0.0308 8 32.0 10%
eu-
south-1 | t4glarge | 0.0768 0.0461 0.078 2 8.0 15%
(Milan)
t4g.small | o.0192 0.0115 0.0019 2 2.0 10%
t4g.learge 0.3008 0.1808 0.01148 8 32.0 5%
eu-west-
(LG_ t4glarge | o.0752 0.0452 0.0267 2 8.0 10%
don)
t4g.small | 0.0188 0.0112 0.0061 2 2.0 5%
t4g.2xlarge| 0.02688 0.1606 0.1135 32.0 15%
us-east-1
(N. t4g.large | 0.0672 0.0402 0.0268 2 8.0 20%
Virginia)
t4g.small | 0.0168 0.0100 0.0090| 2 2.0 5%
t4g.learge 0.3200 0.1918 0.0849 8 32.0 10%
us-west-1
(N. Cali- | t4glarge | 0.0800 0.0480 0.0248 2 8.0 10%
fornia)
t4g.small | 0.0200 0.0120 0.0061 2 2.0 5%
t4g.learge 0.3482 0.2089 0.0415 32.0 10%
ap-
northeast-| t4glarge | 0.0879 0.0522 0.0298 2 8.0 15%
3 (Osaka)
t4g.small | 0.0218 0.0130 0.0031 2 2.0 15%
t4g.2xlarge| 0.1792 0.1080 0.0760 32.0 10%
ap-
south-1 1 .
(Mum- t4g.large 0.0448 0.0270 0.0211 2, 8.0 15%
bai)
t4g.small | o.om2 0.0068 0.0049| 2 2.0 5%
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Table 5.14: Average latency (ms) between AWS EC2 DCs [176].

DC | eu-st | eu-w2 | us-er | us-wi | ap-n3 | ap-sI

eu-s1 2.57 27.69 | 102.16 | 162.51 | 231.99 | I110.53
eu-wz | 26.92 3.88 77.57 | 147.85 | 217.17 | 119.41
us-e1 | 102.04 | 78.57 5.15 64.21 | 154.10 | 195.66
us-wi | 162.10 | 147.91 | 63.61 3.24 | 109.47 | 231.06
ap-n3 | 232.13 | 217.81 | 153.88 | 1I0.II 2.32 131.98
ap-s1 | 109.98 | 119.64 | 193.90 | 23179 | I3L34 3.23

On-Demand: pay-by-use, reliable, expensive

Req.1 4
Req. 1, -
replica 3/3 Req. 3, replica 1/3
It I
P Reserved: must be leased for a long time, reliable, cheap
Req.2 8 Req. 1, Req. 2, replica 1/2
2 VCPUs replica 2/3 Req. 3, replica 2/3
2 replicas Req. 1, -
P replica 1/2 Regq. 3, replica 3/3
Req. 3 Spot: pay-by-use, unreliable, cheapest
3 vCPUs 2

. Req. 2, replica 2/2 .
3 replicas Tlme‘

7 gl

Figure 5.14: Illustrative feasible solution MO scheduling and resource allocation of K8s
replicas, considering only vCPUs for ease of visualization. Replicas may be split across
multiple compute instances, each with different characteristics, and must start at the
same time-slot.

on a scheduling and admission control rule that jointly optimizes the acceptance rate,
hardware costs, and average reliability. Tables .11 and s.12 illustrate the parameters and
decision variables, respectively, of the MO-ILP formulation.

The first goal is to minimize the maximum delay experienced by each request, which

is expressed as follows:
I

min f; = min — Z L;. (5.11)
|D| ieD
The second goal is to minimize the total cost of leasing the hardware instances. Specif-
ically, a realistic pricing model inspired by AWS EC2 [208], [220] is adopted, consider-
ing three types of cloud computing instances, namely RESERVED, ON-DEMAND, and
SpoT. RESERVED instances offer a low hourly rate, but require reserving capacity for
one or multiple years. For this reason, in the case a RESERVED instance is activated, its
cost is fixed respectively from usage, and amounts to the total cost sustained over the

1y



considered scheduling time period. ON-DEMAND instances offer a higher hourly rate
than RESERVED instances, but can be instantiated on the fly (e.g., to sustain a small
amount of demands, which would not justify instantiating a RESERVED instance) and
are paid only for the amount of time they are used. Finally, SPoT instances are the cheap-
est available instances. These offer unused capacity on the cloud at a highly discounted
rate compared to RESERVED and ON-DEMAND instances, can be instantiated on the
fly, and are paid by their usage. However, they offer a low level of reliability, since the
allocated capacity is not guaranteed but can be requested back by the cloud provider.
By considering these instance types and their pricing models, the cost minimization is
expressed as follows:

. _ . T
min f, = min Z Z Pj,k”j,k

keDC jel,

(5.12)
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Note that cost minimization competes with latency minimization. In general, the cheap-
est cluster instances are not necessarily the ones offering the lowest latency to a request.
For example, with reference to the parameters illustrated in Tables s5.13 and 5.14, con-
sider a set of requests coming from the EU-SOUTH-1 area. Suppose that all requests
are assigned to ON-DEMAND instances. Deploying them in AP-souTH-1 instead of the
closer EU-soUTH-1 instances would decrease the hourly rate for a single ON-DEMAND
instance by 1.7x, but would increase the average latency by 43x. In contrast, assigning
requests to EU-SOUTH-I Spot instances would instead reduce the hourly rate by 4x, at
the price of a 10% average frequency of disruption. Thus, the question is: Which so-
lution is best? Are there any preferable middle-ground solutions between these extremes?
Answering these questions before solving the optimization problem requires quanti-
tying the relative preferences between the two objectives and formalizing them into a
single-objective formulation. Instead, adopting a MO formulation allows to derive a
set of “locally optimal” trade-ofts, and decide which to deploy a posteriori.

Finally, the third objective minimizes the average frequency of replica interruption.
Recall that Spot instances are the cheapest compute instances available, but their of-
fered capacity can be subject to interruptions. Thus, if one or more K8s replicas are
allocated to Spot instances, these might experience a service interruption if the cloud
provider must request back the capacity to, e.g., allocate more ON-DEMAND or RE-
SERVED instances for other clients. For this reason, the objective is to minimize the
average interruption frequency relative to the total number of allocated replicas, as fol-

minfazminﬁzzz ZZ@ (5.13)
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With arguments similar to the previous discussion, Tables 5.13 and 5.14 show that mini-
mizing the average interruption frequency is in competition with both latency and cost
minimization. In other words, the Spot instances that offer the lower interruption fre-
quency are not necessarily the ones that offer both the lowest latency and costs.

By jointly considering these three objective functions, we formulate our optimiza-
tion problem as a MO-ILP. Specifically, we pre-compute the set D, for each time-slot,
containing the indexes of all scheduling and resource allocation assignments (i.e., start-
ing time-slot, instance, and DC assignment) that are “active” (i.c., they must occupy
CPU and RAM resources) at time-slot . The MO-ILP formulation, comprising all
the necessary constraints, can be expressed as follows:

min (f;, [, f3) (5.14)
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Constraints (5.15) and (5.16) impose the CPU and RAM constraints, respectively, for
RESERVED, ON-DEMAND, and SPoT instances. Constraints (5.17) impose that each re-
quest must be allocated its demanded amount of replicas, which can distributed across
every available instance type and DC. Note that, while multiple replicas can be split
across multiple instances and DCs, a single replica must be integrally allocated to a sin-
gle instance and a single DC. Constraints (5.18) and (5.19) ensure that only one starting
time can be chosen for scheduling each service request. Constraints (5.20) and (s.21)
set the maximum delay experienced by each allocated request. Constraints (5.22) and
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(5.23) impose the variable domains. Fig. s.14 shows an illustrative feasible solution for
this problem.

This problem, along with similar problems in the context of packing and schedul-
ing, is NP-Hard. Specifically, it can be considered a variant of the Temporal Multidi-
mensional Bin Packing Problem, a popular ILP model for representing resource allo-
cation problems in cloud computing environments [222]—[225]. In this problem, dif-
ferently from the literature, the bins (i.e., the compute clusters) are not assumed to be
identical and have different capacities, pricing models, network latencies, and frequen-
cies of service interruption depending on the bin type. All of these performance metrics
play a role in their respective objective function.

The optimal solution to this MO-ILP is the complete PF, i.c., in a set of solutions
covering all possible “optimal” trade-offs between the three objectives. Enumerating
the PF is computationally challenging for large-scale instances, since it would require
solving to optimality hundreds, or even thousands of single-objective ILPs [226].

As a reference scenario, a large-scale instance similar in size to those reported in the
literature [227], [228] is considered, consisting of so requests with replicas ranging from
1to 6 and a duration ranging from 10 to so time-slots (hours), over a scheduling period
of 100 time-slots (hours). Each requestis characterized by a per-replica required number
of vCPUs (number of virtual cores) and RAM, a duration, i.e., the time the deployed
replicas must remain active, and a requested number of replicas. To model round-trip
latency, the assumption is that requests originate from a location close to one of the
AWS EC2 DCs.

To realistically model the cloud instance specifications alongside their pricing mod-
els, 24 AWS EC2 computing instances have been selected for the configurations 2XLARGE,
LARGE, and SMALL to specify different capacities. For each of these computing in-
stances, the hardware specifications and pricing details for the respective ON-DEMAND,
RESERVED, and SPoOT rental options are illustrated in Table 5.13. Specifically, the sce-
nario includes six EC2 DCs, located in different geographical regions: EU-sOUTH-1, EU-
WEST-2, EU-EAST-I, US-WEST-I, AP-NORTHEAST-3, and AP-SOUTH-1. Furthermore, for
SroT instances, the interrupt frequency is reported, which is the maximum frequency
at which instances’ interruption occurred according to Amazon’s official reports [229].
Finally, the latency between the different EC2 DCs is modeled according to the Cloud
Ping website [176], which gathers the average latency, i.e., the ping, collected over a one-
month period between each pair of EC2 DC considered for this evaluation.

To numerically assess the quality of the approximated PFs, the following two per-
formance metrics are considered:

* Hypervolume metric. Measures the volume of the PFs relative to a fixed refer-
ence point in the objective space, e.g., the worst possible values that the objective

functions can take. A higher hypervolume metric signals a better approximation
of the true PF.
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Figure 5.15: Scheduling and Resource Allocation decisions taken with MOEA. The en-
coding vector is divided into two parts: the first decides the scheduling for each request,
and the second assigns each replica to a proper instance type (DC, type, size), encoded
as an integer. Then, instances are created according to a next-fit algorithm: replicas are
packed sequentially, and new instances are opened as soon as the capacity is exceeded.

* Sparsity. Measures the resolution of the approximated PF. Intuitively, a higher
resolution (i.e., a large number of solutions in the PF) is more desirable, since it
provides a greater degree of flexibility to the orchestrator. Sparsity is defined as

[230]:
m |F =1 5
SO = ]Z 2 (o -Fi(i+0) (5:24)

where m is the number of objectives,  is the PF approximation, and 7?] (i) is the
value of the j-th objective of the i-th solution, sorted by objective value. Lower
sparsity implies a higher resolution of the approximated PF.

MOEAs require encoding a feasible solution of the optimization problem in a vector
representation. Then, operators such as mutation and crossover are iteratively applied
to a population of multiple vector representations to efficiently explore the solution
space [150], [152]. The encoding of the scheduling and resource allocation problem is de-
signed through an integer vectorized representation illustrated in Fig. s.15, which shows
both the scheduling and the resource allocation phases. The encoding vector is divided
into two main parts: the first contains one element for each request to map the respec-
tive scheduling decisions, i.e., when to schedule the request in the time horizon, while
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the second part contains one element for each replica. Specifically, the integer value of
the element encodes a specific combination of the EC2 DC, the instance size (small,
large, or 2xlarge), and the instance type: ON-DEMAND, RESERVED, or SPOT instance.

Decoding (i.e., converting the encoded vector into a feasible solution) is performed
according to a classical Next-Fit Bin Packing algorithm, as illustrated in Fig. 5.15. Specif-
ically, three different possibilities can be identified: i) if there are no active instances for
a specific combination, a new instance of the selected type is activated, and the replica
is allocated in it; ii) if there exists a running instance for the selected combination, and
it has enough CPU and RAM capacity to accommodate the replica, and iii) if there
exists a running instance of the selected combination, but it has not enough resources
to accommodate the new replica, a new instance of the same time is activated and the
replica is allocated in it. All the experiments presented have s0.000 iterations as the ter-
mination condition, after which no significant improvements in solution quality have
been observed. On average, across 100 instances, the experiments took 24 seconds for
NSGA-II and NSGA-III and about 110 seconds for MPSO.

Figures s.16a and 5.16b illustrate the PF for bi-objective versions of the problem.
Firstly, when optimizing latency and cost (Figure 5.16a), the NSGA algorithms and the
MPSO converge on completely different solutions in the objective space. Specifically,
while NSGA-II and NSGA-III favor solutions with higher costs and lower latencies,
MPSO favors the opposite. Still, NSGA-IT and NSGA-III obtain more practically use-
tul solutions, in correspondence with the “elbow” of the PF, which signals a point of
diminishing returns for either objective. In particular, NSGA-II provides the “best” PF
approximation since it densely covers the elbow point with multiple solutions, provid-
ing the orchestrator with a fine decision-making granularity. In contrast, when opti-
mizing cost and availability (Figure 5.16b, the MPSO produces a PF that strongly domi-
nates NSGA-II and NSGA-III, providing a well-spaced set of nondominated solutions
with no discernible elbow point signaling diminishing returns for either objective. The
numerical validation of the qualitative comparisons above with the quantitative per-
formance metrics is illustrated in Table s.15. Since the algorithms run relatively fast and
might focus on completely different parts of the solution space, the recommendation
is to run them as an ensemble and combining the resulting PFs. Overall, these results
highlight the benefits of a MO approach, producing tens of possible solutions (instead
of just one), and providing an explicit way to identify the “ideal” trade-oft regions, such
as the elbow point in Fig. 5.16a.

Figure s.17 illustrates the approximated PFs for the complete three-objective prob-
lem. The first observation is that the PFs for each algorithm are quite rich, compris-
ing several tens of solutions (150 for NSGA-II, 112 for NSGA-III, and 100 for MPSO).
This is because the flexibility provided by orchestrating single microservices enables a
fine decision-making granularity, i.c., the balance between the three objectives can be
slightly tilted by moving one or a few replicas from one cluster to another. From a
practical perspective, this allows MO algorithms to produce a large set of nondomi-
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Figure 5.16: PFs found by NSGA-II, NSGA-III, and MPSO considering the Deploy-
ment Costs and Latency as problem objectives (5.16a) and Deployment Costs and the
Avg. Interruption Frequency as problem objectives (5.16b).

nated solutions, providing ample choices to the orchestrator. Although visually harder
to discern compared to the 2D case, the quantitative performance metrics in Table s.15
show that NSGA-III is the best-performing algorithm both in terms of both solution
quality (measured by the Hypervolume metric) and resolution of the PF (measured by
the Sparsity metric), with MPSO coming second. Indeed, similarly to what was ob-
served in the bi-objective case, NSGA-III and MPSO attained convergence in different
sections of the solution space. Specifically, NSGA-III discovers solutions with a few
percent of the interruption frequency while trading off cost and latency, while MPSO
discovers solutions with a low interruption frequency but higher costs. As before, con-
sidering this complex and multifaceted objective function landscape and the different
metaheuristics exploration strategies, the recommendation is to run all of these algo-
rithms as an ensemble to maximize the quality of the resulting PF and the number of
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Table s.15: Summary of the MO Performance Metrics

Objectives Hypervolume S(F)
NSGA-II: 64264 NSGA-II : 3452
Al‘)’g' ll\/Iax. Latzncy (ﬁf) & NSGA-IIL: 62477  NSGA-III: 5730
eployment Costs (f2) MPSO: 38203 MPSO: 2893
NSGA-II : 15.18 NSGA-IL: 1634
N Dleployme‘?t CI?S“ (f2) & e | NSGAILis34  NSGA-IL 1276
vg. Interruption Frequency (£3) MPSO: 21.47 MPSO: 887
Avg. Max. Latency (f1) & NSGA-II:3694 NSGA-II:203.29
Deployment Costs (f2) & NSGA-III: 4048 NSGA-IIIL: 123.79
Avg. Interruption Frequency (f3) MPSO: 3930 MPSO: 166.77

=4
o
&

o
°
=

o
o
@

0.03
0.02

0.01

(€4) Aouanbaig uondnuul “BAY
(€4) Aouanbaiy uondniiziul “BAY

(g3) fouanbaiy uondnuaiul "bAY

00.0
Nt Gy, 1000.0 1
St (5, 1200.0

(b)

Figure s.17: PFs found by NSGA-II, NSGA-III, and MPSO, considering total deploy-
ment costs, avg. request maximum latency and avg. interruption frequency.
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available nondominated solutions.

5.4 Chapter Summary

Scheduling and resource allocation in microservice replicas across the CC is a funda-
mental and challenging optimization problem. This chapter investigated efficient multi-
cluster orchestration strategies focused on the well-known K8s platform and in recent
trends as RL, metaheuristics, and MOO approaches. It emphasized the need for exten-
sive research in network management for multi-cluster orchestration to tackle interop-
erability and security challenges in distributed CC environments. Ongoing research,
interdisciplinary collaborations, and standardized best practices are essential elements
in the journey towards more efficient and reliable CC infrastructures. Section s.1 intro-
duced an overview of K8s principal aspects, discussing their dynamics and functional-
ities in the K8s ecosystem. Section s.2 focused on the efficient scheduling of microser-
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vices in a multi-cluster scenario. Specifically, in 5.2.1, an RL-based approach inspired on
the OpenAl Gym library has been proposed to handle efficient multi-cluster orchestra-
tion in the well-known K8s platform. The evaluation considers two opposing strategies
that show the feasibility of RL for the multi-cluster orchestration problem addressed
in the paper. Results show that generalization can be achieved by incorporating the DS
neural network in typical RL algorithms, achieving higher performance for scenarios
32 times higher than the trained one. Furthermore, 5.2.3 considers a MO reward func-
tion that demonstrates the feasibility of RL for the multi-cluster orchestration prob-
lem addressed in the paper. Results show that scalable and generalizable policies can be
attainable by incorporating the DS neural network in typical RL algorithms, achiev-
ing high performance for scenarios higher than the trained one compared to heuristic
baselines, without the need to retrain these algorithms. DS-based algorithms achieve
minimal rejection rates (as low as 0.002%, 9ox less than the baseline Karmada sched-
uler). Cost-aware strategies result in lower deployment costs (2.5 units), and latency-
aware functions achieve lower latency (268-290 ms), improving by 1.5x and 1.3x, re-
spectively, over the best-performing baselines. HephaestusForge framework is available
open-source, allowing researchers to evaluate placement policies and potentially guide
the development of additional scheduling algorithms.

Finally, Section 5.3 explored a novel MO formulation simultaneously accounting
forinstance pricing, latency, and interruption frequency. Conventional methods, which
often combine these objectives into a single linear equation, fail to capture the com-
plex nature of the trade-offs involved. Instead, this section proposed the MO problem
by computing an approximated PF via custom metaheuristics. This allows decision-
makers, such as network managers, to evaluate the spectrum of trade-offs and select the
most appropriate strategy for their specific operational needs. Thanks to the flexibility
provided by orchestrating individual replicas, the resulting PFs provide several tens of
potential solutions (instead of just one, as with conventional approaches), with rela-
tive performance and qualitative trade-off regions that can be of major interest. Imple-
mented metaheuristics are computationally fast for large-scale instances, and converge
in distinct regions of the objective space, highlighting the benefit of running them as
an ensemble and then combining the resulting PFs.
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Chapter 6

Kubernetes Digital Twins for
Service Orchestration

In the ongoing and ever-accelerating process of network softwarization, researchers are
turning their attention towards Digital Twins [231]. The DT concept has emerged in
industry 4.0 as a high-accuracy virtual representation and software companion for phys-
ical assets related to applications ranging from maintenance [52] to process and network
optimization [s3]-[ss]. However, more recently, the term has also been applied to soft-
ware platforms and digital assets. Along that way, some authors have already proposed
DTs for mimicking and configuring/interacting with either networks, applications, or
both [56]. In particular, DTs can address a wide range of situations by leveraging what-
if scenario analysis and employing different mechanisms, spanning from performance
optimization to chaos engineering [s7]—-[59].

Within this research avenue, a relatively recent development is the consideration
of large-scale applications. Nowadays, large-scale applications are deployed on complex
hybrid cloud scenarios, with many different public and private cloud environments and
dynamic workloads, which present several challenges from the perspective of identify-
ing optimal deployment configurations [57]. In practice, itis very hard to determine the
optimal configuration of computational and network resources for a large-scale appli-
cation before their actual deployment. This task is even more complicated by the adop-
tion of sophisticated orchestration platforms, such as K8s. As previously discussed, K8s
is becoming the de-facto solution for service management and orchestration, and it is
increasingly proposed as a platform for a wide range of applications: from NFV imple-
mentation [60] to the tactical edge domain [61]. While this presents several advantages
from the service provider perspective, it makes it even more difficult to assess upfront
the proper configuration of a large-scale deployment, because its accurate evaluation
must consider aspects that go well beyond the provisioning of resources, such as the
number of VMs to rent, their prices, etc., and needs to evaluate the runtime impact of
K8s control loops on the application behavior.
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To address the above challenges, this chapter claims the need to design novel DT
solutions purposely implemented by considering K8s and the requirements of K8s-
based applications. Those solutions would allow us to accurately capture the state of an
existing K8s-based IT application deployment through a virtual object with a smaller
footprint and to be able to run what-if scenario analysis much faster than on a physi-
cal testbed. This would allow for efficient and parallel evaluation of the behavior of the
DT using different configuration parameters or even modified components, with many
relevant applications ranging from design feedback to resource optimization and CE.

6.1 The case for a Kubernetes Digital Twin

There is no clear definition of the DT concept [232], and several have been proposed
over the years [52]. However, most of the definitions seem to agree thata DT is a system
composed of 3 elements: a physical object (or system), a high-accuracy virtual represen-
tation of it (often obtained by adopting sophisticated simulation solutions), and an
active bidirectional link between those elements, that allows aligning the state of the
physical object and its virtual representation. Extra components for performance eval-
uation and optimization, or more generally decision-making, are often present. In the
literature, the term DT is, rather ambiguously, used to define the virtual representation
element, the entire system, or both. In a DT, the link between the physical and vir-
tual elements is bidirectional: it goes from the real system to its virtual representation,
thus allowing the latter to keep track of state changes in the real system, and from the
virtual representation to the real system, thus allowing to put in place changes in the
system configuration that were explored in the DT and judged more satisfactory than
the previous ones. It is important to note that while the link between the physical and
virtual elements is bidirectional, the virtual element can be used to run disconnected
or "offline” what-if scenario analyses. During this process, the virtual element explores
several configurations without altering the physical element. Only when a satisfactory
configuration is found will it be translated to the physical element.

In the network and service management domain, researchers and practitioners deal
with large-scale and very complex networks and applications that exhibit quite a dy-
namic behavior, and they constantly explore new methodologies and tools that help
them in the struggle to maintain and optimize their systems continuously [233]. For
this reason, they are increasingly adopting sophisticated orchestration solutions such as
K8s, which provides functional management tools, including network management,
automated deployment, and autoscaling assistance that simplify the management of
complex and large-scale applications. K8s adopts a declarative approach to application
deployment, implementing a wide range of complex control loops that continuously
monitor applications and modify their deployments to match the desired state. K8s
adopters are required to provide a detailed description of their application in terms of
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container specifications, deployment configurations, and expected Key Performance
Indicators. However, while K8s provides valuable functions from the operation au-
tomation perspective, including dynamic behaviors such as autoscaling and software
update management, the large number of control loops it implements significantly en-
larges the already vast space of configuration parameters and policies to consider for
management purposes.

This domain would significantly benefit from DT approaches, extending and re-
defining the concept as shown in Fig. 6.1. In this case, the physical system is itself a
digital object: a large-scale K8s-based deployment built on top of many microservices,
which in turn are executed in a federation of K8s clusters, typically with complex con-
figurations that control orchestration and automation behavior at several levels: cluster,
application, and software component. This represents a very intricate system with sig-
nificant dynamic aspects due to varying workloads, complex service deployments, het-
erogeneous network fabric, etc., whose accurate reenactment requires capturing the
system behavior at the application and platform levels. Creating a virtual representa-
tion of this system presents critical challenges at the simulation level (both from the
performance and accuracy perspectives), as well as at the performance assessment and
optimization/decision-making levels. In fact, optimization criteria are typically defined
at the business level, thus resulting in an additional layer of complexity to the perfor-
mance assessment and significantly complicating and enlarging the space of possible
configurations to explore for decision-making.

Application(s) ‘ Optimization / Decision Making

Kubernetes Configuration < > IPRTENE
Assessment

Kubernetes Clusters ‘ Simulation

Physical domain: Large-scale Digital domain: Virtual model

Kubernetes deployment of Kubernetes deployment

Figure 6.1: The Digital Twin concept redefined to consider Kubernetes-based software
deployment.
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Developing DT's of K8s-based deployments calls for innovative solutions capable
of addressing the problems of accurately reenacting large-scale K8s-based software de-
ployment, evaluating their behavior under different operating conditions, identifying
potentially more optimal configurations, and reifying configuration changes by inter-
acting with the control APIs of the physical K8s cluster(s) considered. However, effec-
tive development of DT's requires sophisticated monitoring tools that can capture the
behavior of the K8s deployment, such as computing and network resource monitoring,
performance estimation, and so on. The collected metrics will be used to define the DT
and manage the K8s deployment.

For this reason, we developed KT as a valuable framework to define and reenact
DTy of K8s-based software deployment. KT is a comprehensive tool that can study
the behavior of K8s deployment using a DT approach to run what-if scenario analyses.
This tool allows its adopters to identify optimized deployment configurations, evaluate
various scheduling policies, experiment with different load-balancing algorithms, and
finally translate these configurations and policies into K8s specifications.

6.2 KubeIwin: A Digital Twin framework for Ku-
bernetes deployments at scale

KT is a framework that allows the creation of DT’ of K8s-based software deployment
and the evaluation of their performance in a deployment scenario of interest' [234]. To
execute the DT, KT reenacts the behavior of a K8s deployment at a very fine-grained
level, simulating each service request as it travels. Particular attention was dedicated to
the definition of Business Process Execution Language-like workflows on top of service
components, to the implementation of control loops for service component replica-
tion, and to the accurate modeling of network communication latency. This is to pro-
vide a higher level of accuracy when compared to the use of simpler regression models,
which cannot simulate complex and dynamic scenarios, and to provide realistic insights
regarding resource utilization and response times under changing conditions. As K8s,
KT logically divides sets of computing nodes into clusters. Each cluster is identified
by its name, type, location, and the number of computing nodes. In addition, a clus-
ter defines a configurable amount of computing resources, e.g., CPU or GPU cores, to
specify the performance of its computing nodes. We adopt this design choice to enable
the modeling of different types of clusters that KT can use to deploy the application
components. In particular, with KT, we can define two types of computing nodes:
edge nodes, e.g., MEC servers hosted in small-size data centers close to the end-user

'D. Borsatti, W. Cerroni, L. Foschini, et al., “Kubetwin: A digital twin framework for kubernetes
deployments at scale,” IEEE Transactions on Network and Service Management, vol. 21, no. 4, pp.
3889—3903, 2024. doi: 10.1109/ TNSM.2024.3405175
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premises, and medium- and large-size data centers located at cloud facilities. This so-
lution enables the reenacting of complex, heterogeneous, multi-cluster deployments.
For example, it is conceivable that shortly a service provider could distribute an appli-
cation by exploiting both MEC and cloud computing resources. In this case, nodes
available at cloud facilities would likely provide much more computational resources
than MEC nodes. KT applications are defined using a declarative description, which
is semantically equivalent to K8s, adopting a flexible approach that allows its users to
specify different kinds of applications, such as multi-tier web applications or complex
money transfer management systems [s7]. To this end, KT users will describe complex
services as the composition of multiple microservices thatinteract together. In addition,
KT groups user requests into workflows, which specify the coordinated execution of a
subset of microservices.

Regarding the execution model, a DT created with KT could run in two opera-
tional modes: “offline” and “online”. In the “offline” mode, KT functions indepen-
dently from the live K8s environment, utilizing historical data and predefined scenarios
to perform risk-free what-if scenario analyses, thus allowing service providers to explore
potential outcomes and optimizations without impacting the actual deployment. We
believe that the “offline mode” is a resource-efficient approach, ideal for training, plan-
ning, and testing changes in a simulated environment. On the other hand, when run-
ning in the “online” mode, KT operates in parallel with the live K8s system, thus imple-
menting a bidirectional real-time link between the physical and virtual elements of the
DT. In this mode, it continuously integrates and processes real-time data, enabling dy-
namic monitoring and fine-grained tuning of the K8s deployment configurations. Both
operational modes can bring valuable insights to optimize the behavior of a container-
based application deployed on K8s, the “offline” mode is the best choice to identify the
best configuration before deploying the application at scale.

KT is written in Ruby and distributed open-source (MIT license) on GitHub?.
Ruby is a high-level, object-oriented programming language well known for its expres-
siveness and ease of use. This makes it a good choice for developing complex systems
like discrete event simulators. In fact, the dynamic nature of Ruby allows for code to be
written in a more natural and readable way, reducing development time and improving
code maintainability. KT is implemented as a single process discrete event simulator
to reenact the behavior of a service managed on top of the K8s orchestration platform.
KT users need to create a deployment file describing the service to provide, its configu-
ration, the available clusters to allocate the service components, and the distribution of
user requests.

*https://github.com/DSG-UniFE/KubeTwin
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6.2.1 KubeTwin Components

Figure 6.2 illustrates the interaction between KT components, which are designed to
implementarealistic KT of the K8s framework. Each element is developed with the idea
of making it as compliant as possible with an actual implementation of K8s. Specifically,
KT implements these components to reenact the K8s functionalities accurately, such
as name resolution, load balancing, scheduling, and so on.

Lookup for KTServices

KTDNS
KTService

KTScheduler ’

A

KTPodScaler }

KTContainer

KTContainer

) . Creates additional
replicas based on
collected metrics

A
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Figure 6.2: KT Architecture and interactions between components.

First, a KTService is used to represent a K8s Service. KT implements KTService
as a list of associated pods that match a given selector, i.e., the KTService name. Each
list element represents an “endpoint”, a symbolic link that maps a KTService with an
associated pod. In addition, each KTService must define a load balancing policy to
distribute the load of processing requests among associated pods. This load balanc-
ing policy could be one of the default ones implemented by K8s or even user-defined
rules that extend the default behavior, e.g., location-based load balancing. Currently,
KT implements a load balancing policy that mimics the default one implemented via
iptables in Kubernetes. In addition, KT can also assign incoming requests to different
pods in a round-robin fashion. Other policies can be easily defined using the KT frame-
work. For instance, to minimize communication delay, KT users may want to specify a
latency-based load balancing policy that assigns incoming requests to pods running on
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computing nodes near the requesters.

The KTDNS, which implements the naming resolution and lookup functionality
within K'T. Specifically, KT registers all KT Services in KTDNS using a label as a unique
identifier for a KT Service. Once registered, KT components can query the KTDNS to
retrieve information about active KT Services. The KTReplicaSet resembles the func-
tionality of the K8s ReplicaSet component. KT users need to define a KTReplicaSet
for each KT Service to specify the number of pods associated with the KTService. Pre-
cisely, KT models a KTReplicaSet using two parameters: a selector to identify the cor-
responding KTService and the number of associated replicas. At the beginning of the
simulation, each KTReplicaSet instantiates the specified number of replicas, then it
continuously monitors their status to activate new ones when necessary, e.g., following
the crash of a pod.

Regarding the models for the computation elements, we define a container as a sin-
gle unit of execution. Each container implements a single software component that de-
scribes the amount of CPU and memory required. Using a recurrent choice in the scien-
tific literature, which also well suits the simulative approach [235], we use a G/G/n/First
In First Out (FIFO) queuing model to reenact the process of serving requests at the soft-
ware component level. More specifically, KT users can configure the level of parallelism,
the maximum queue size, and the request service times associated with a specific soft-
ware component - in the latter case, by defining a random variable from which KT will
sample the service times. KT provides a wide range of well-known distributions, from
exponential to log-normal to Pareto-family ones, but also allows the use of empirical
distributions obtained from real-life measurements. This design choice gives KT users
significant freedom to explore model accuracy against complexity and bias against vari-
ance trade-offs, within a conceptual framework that is well-understood and relatively
easy to work with.

It is also assumed that a pod hosts a single container. This design choice simplifies
the design of KT while still allowing us to accurately model the overwhelming majority
of K8s applications, which adopt the “one container per pod” policy (usually consid-
ered a best practice). However, future versions of KT plan to support multi-container
pods to enable the accurate reenactment of the small share of applications that leverage
pods with multiple affine containers (typically a main container and one or more “side-
car” containers). The KTScheduler plays a relevant role within KT. It is responsible for
managing computing resources according to a set of configurable policies, including
the result of automated scaling procedures. Specifically, the KTScheduler selects the
computing node where to activate a new pod considering its requirements, the status
of available computing resources, and the configured scheduling policy [236]. A three-
step procedure regulates the selection of a computing node. Firstly, KTScheduler filters
the resources of the available clusters to retrieve a list of computing nodes with a resid-
ual computing capacity to fit the new pod. Secondly, the KTScheduler assigns a score
to the filtered nodes following a configurable scheduling policy. Finally, KT'Scheduler
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selects the node with the highest score as the candidate to deploy the pod. To this end, it
is worth noting that the KT Scheduler executes the filter-and-score procedure each time
there is a request for a new pod.

KT users can tune the KTScheduler behavior by providing their own scoring policy,
thus allowing them to experiment with custom resource schedulers for K8s in repro-
ducible environments - a very hot research topic [237]. Interesting yet simple examples
of scoring policies could be sorting the filtered nodes according to the highest avail-
able residual capacity, thus leading to relatively evenly distributed resource allocations
that maximize the responsiveness of autoscaling processes, or the lowest renting prices
to minimize the overall service provisioning costs. A different, slightly more complex,
scoring policy could be to assign a higher priority to the nodes located in the proximity
of users’ premises. This could be a reasonable choice for MEC applications with low
latency requirements. Finally, it is important to specify that while the configuration
of these components might be slightly different from the one used in K8s, it is easy to
translate KT-specific configuration into Kubernetes and vice versa. This translation ef-
fectively implements a bidirectional link between the DT running on the top of KT
and the K8s deployment.

6.2.2 KubeTwin Automated Scaling

The components described in the previous Subection allow KT users to simulate a
static application deployment. However, the power of K8s also resides in its automated
scaling solutions. Among those, the HPA is a well-adopted solution that K8s can lever-
age to scale a deployment according to the current workload.

To reenact autoscaling behavior, KT provides the KTPodScaler component, as il-
lustrated in Fig. 6.3. KTPodScaler is implemented as a periodic control loop to check
the current performance of the associated KTReplicaSet, at configurable time intervals.
According to the HPA specification [238], KTPodScaler monitors the performance of
the application by calculating the average processing time of the associated KT Service,
considering all instantiated replicas. If the current processing time Tproc,current is higher
than the expected value Tproc desired (i-€. the current number of replicas cannot handle
the number of requests) the KTPodScaler will immediately try to activate new ones. To
avoid under/over scaling of application components, KT users must specify the values
for maxReplica and minReplica parameters, which set an upper and lower bound
for the pod replicas associated with a KTReplicaSet.

More specifically, KTPodScaler calculates the number of replicas as follows:

Tproc,current
N, replicas = N, replicas,current X T

proc,desired

(6.1)

where Nieplicas should not exceed the specified maxReplica parameter and be lower
than the minReplica parameter. To specify the Tproc,desired parameter, KT users can
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Figure 6.3: The main operations performed by KTPodScaler for allocating pods on the
available computing nodes in the federated cluster.

set a tolerance range to indicate an interval within which the time to process a certain
request type is acceptable. For example, KT users may decide to maintain the same
number of replicas if Tproc,current/ Tproc,desired € [0-9, 1.10], i.e., 2 10% tolerance range.
To decide where to activate the new replicas, the KTPodScaler interacts with KTScheduler,

which runs the filter-and-score procedure to select the computing nodes. Let us note
that the KTPodScaler works in both ways, i.e., to increase or decrease N, replicas according
to the current workload to avoid a waste of computing resources. It is worth noting that
a KTPodScaler is KT Service-specific. This means that KT users can choose whether to
create a KTPodScaler for each KTReplicaSet of their application. For example, in a
complex microservice application, only some software components may be associated
with the auto-scaling feature, while others could not. Finally, the evaluation of the per-
formance of application autoscaling within KT represents an important link from the
virtual representation of a K8s application to its real-life counterpart. In fact, when
KT identifies well-performing values (or value ranges) for KTPodScaler configuration
parameters (i.e., an optimal number of replicas for a given component), it sends that
information to the real K8s deployment to be used for priming the autoscaling config-
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uration — allowing it to work in a proactive fashion or even with a predictive process.

6.2.3 KubeIwin Communication Model

Following the approach used in [57], the latency values between software components
have been modeled using random variables. This approach is far more accurate than
other approaches considering either static communication latency values or Euclidean
distances between two distinct locations. Instead, the use of random variables enables
the modeling of more realistic communication latency values, which could be sam-
pled from historical data distributions or purposely defined distributions to test, for in-
stance, the effect of increased latency values in communication links and so on. Specifi-
cally, these random variables are completely configurable by KT adopters, including the
case of random distributions generated from latency values measured in real distributed
computing environments, to allow a realistic reenactment of different use cases. This
approach enables the specification of distinct latency models for pods running within
the same cluster (“intra-cluster communications”) and pods running in separate ones
(“inter-cluster communications”). Therefore, it increases the realistic degree of the sim-
ulation and lets users specify complex deployment scenarios such as CC deployment,
in which some of the software components are distributed at the edge of the network,
while others are running in cloud computing facilities. Delving into implementation
details, KT employs “locations” to identify different communication endpoints, i.e.,
data centers in distinct geographical locations. The latency between these locations is
specified through a matrix notation with elements RV (7, j). Each element RV (i, j)
is a random variable modeling the latency between locations i and j. Therefore, KT
calculates the network delay for a given pair of locations 7, j by sampling from the cor-
responding RV (i, j). Finally, communication latency between two endpoints can be
symmetric RV (i, j) = RV(j,i) or asymmetric RV (i, j) # RV (j,i). In the former
case, the matrix would be symmetric, while in the latter one, the matrix would be a
square matrix.

6.2.4 Characterization of Microservice Response Time in Ku-
bernetes

DT approaches could represent a compelling step forward to approximate the behavior
of K8s applications, thus allowing the evaluation of different configurations safely and
quickly. In fact, DT approaches enable what-if scenario analysis [57], [239], thus imple-
menting a faster (and parallelizable) process for the exploration of a larger number of
configurations, and even allowing the rapid prototyping of custom K8s functions (e.g.,
autoscaling, scheduling). As a result, DTs could be very eftective in speeding up the
parameter identification process, as well as in significantly broadening its scope, with
potentially significant cost savings [240], [241].
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However, defining an accurate DT of a K8s application to fully exploit KT func-
tionalities is a challenging task. Several variables need modeling, such as the average
container processing time, the communication latency between the cluster’s nodes, and
internal K8s control loops. These parameters can be defined a priori or collected from
historical data through statistical analysis. It is important to note that the quality of
these parameters influences the ability of the DT to accurately reenact the behavior of
its K8s application. Among these variables, modeling the service time of each microser-
vice arguably represents the most critical step in the realization of the DT. In the current
literature, there are not many consolidated solution to model the statistical distribution
of the response time of K8s applications. A good statistical distribution of the service
time is essential to have a simulation environment with a good approximation of the
modeled application. Leveraging KT, it is possible to analyze the problem of parameter
identification to create an accurate statistical description of a K8s application.

As a first solution, this subsection presents an innovative simulation-based infer-
ence procedure [242] thatidentifies the required configuration parameters. Specifically,
the inference procedure explores the space of possible configuration parameters, com-
paring the metrics collected from a real-life K8s application and the outcome of a DT
simulation with a set of sample parameters, and identifying the set X that minimizes the
statistical difference between those two observations?. In other words, our procedure
solves the following optimization problem:

argmingz f(x,y) (6.2)

where x represents a set of observations taken from the K8s application and y is the ob-
servations taken from a simulation run using a model ® with parameters 2. The objec-
tive function f'(x, y) measures the statistical difference between the probability density
functions of x and y, thus indicating how distant the observations generated from the
DT are from those generated from the K8s application. Simulation-based inference rep-
resents a relatively computationally intensive process, and in this case (6.2) usually has
to deal with a relatively large search space to explore. However, results obtained show
that these approaches are far more accurate and robust than other approachesleveraging
simplistic approximations, e.g., matching the mean processing times values of the tar-
get microservices. Although the expected observations x come from metrics collected
from a K8s application, the observations y are generated by the DT with a model con-
figuration ® = m,,m,,...,m,. © is a set containing n — where n is the number of
microservices that compose the application — random variables m;, describing the pro-
cessing time of the corresponding microservices. As for the modeling of the random
variable m; € O, the simulation-based inference procedure provides several possibil-

3D. Borsatti, W. Cerroni, L. Foschini, et al., “Modeling digital twins of kubernetes-based applica-
tions,” in 2023 IEEE Symposium on Computers and Communications (ISCC), 2023, pp. 219-224. doi:
10.1109/ISCC58397.2023.10217853.
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ities to describe their distributions. Therefore, users can choose the distribution that
could better fit the microservices processing times: a log-normal distribution, a Gaus-
sian distribution, a Gaussian Mixture Model (GMM) with a configurable amount of
components, and so on.

To solve problem (6.2), the optimizer looks for the configuration parameters o; € X
of all random variables m; € © that allow the DT to produce observations y that are
most statistically similar to x. This procedure allows the DT to predict the behavior of
the K8s application with higher precision. There are several possible methods to mea-
sure statistical similarity, including calculating the Kolmogorov—Smirnov statistics of
two observations x and y [243], their Wasserstein distance [244], or their Wilcoxon-
Mann-Withey distance [245]. The outcome of the simulation-based inference proce-
dure will be the service time configurations for ® to be used for reenacting the DT
model of the K8s application. The outcome of the simulation-based inference proce-
dure will be the service time configurations for ® to be used for reenacting the DT
model of the K8s application. With regard to the problem complexity, it is worth not-
ing that the type of distribution influences the solution of the optimization problem
(6.2), i.e., increases or decreases the dimension of the solutions’ search space. Specifi-
cally, finding a solution to the optimization problem (6.2) would require exploring a
relatively large search space, which we can approximate using the following:

D ~n X Z km, (6.3)

where 7 is the number of microservices and &, the number of components chosen to
describe the random variable m;.

Concerning the optimization algorithm to implement the simulation-based infer-
ence procedure, the QPSO algorithm of the ruby-mhl [162] has been leveraged. The
reason behind this metaheuristic approach lies in its ability to strike a good trade-off
between convergence speed and to effectively explore large spaces in search of global
minima [57]. An image recognition application has been chosen as a reference use case
to be discussed. The image recognition service is an application that lets users iden-
tify objects in a picture, such as a photo captured by the user’s phone or camera feeds’
frames. When invoked, the application returns a message containing the names of the
recognized objects to the user who requested the service. It is conceivable that this ap-
plication would run on dedicated computing resources given its high computational
requirements, allowing users to save the battery life of their equipment [246]. The im-
age recognition app is a common example of an edge computing application, as it can
process raw data produced by near cameras or Closed Circuit Television (CCTV) [247].
Processing images directly at the edge of the network is beneficial in reducing network
latency and usage since it avoids uploading collected image frames to the cloud for pro-
cessing.



The image recognition app is implemented as a chain of two different microservices,
the first implementing image resizing and the second implementing an object recogni-
tion algorithm. Both microservices leverage the Flask Python framework to allow net-
work communication via REST-ful APIs. The first chain microservice (MS1) takes the
image and normalizes it, creating a representative array. Then MSr sends this array to
MSz2, which classifies the image by leveraging a pre-trained model classifier. The final
output of MS2 is the name of the object recognized from the input image. This infor-
mation is then relayed to the user through MS1. Regarding orchestration, MStand MS2
have been encapsulated as two different containers allowing K8s to manage and orches-
trate them. Then, a small-scale testbed composed of two VMs with four vCPU cores
and 8GB of RAM each run a standard installation of K8s. To make the image recogni-
tion application available, we deploy the two microservices as two different containers
running in separate pods. In addition, for each microservice, we define a Kubernetes
NodePort service to handle service name resolution, load balancing functions, and ex-
posing the application endpoints. Finally, a deployment for each microservice manually
scales the number of replicas of each component.

The first step to define an accurate DT model for the image recognition applica-
tion relates to the metrics collection, with a particular focus on the estimation of the
processing time for MSt and MS2 and the Time To Resolution (TTR), i.e., the to-
tal time to serve a generic request in a baseline scenario using the testbed deployment
described above. The baseline configuration is obtained by analyzing the application
behavior in a steady-state scenario, using one replica for each microservice and a work-
load of non-overlapping requests (i.e., no queue time). A request generator using the
Python programming language collects these metrics, thanks to its functionalities to
send requests with a configurable interarrival time to an HTTP endpoint. For the base-
line scenario, the request generator sends 2000 requests with a rate of one request per
second. With this configuration, the interarrival time between subsequent requests is
much larger than the average service time (around soms), thus canceling the requests’
queuing time. In fact, minimizing the effect of queuing times is essential to properly
capture the behavior of service processing times and to make sure that the system under
analysis is stable and operating in steady state conditions.

For each request, the end-to-end TTR hasbeen collected along with the service time
for MStand MS2 by collecting the time required to execute the instructions within each
HTTP function from their logs. Then, a Simple Moving Average (SMA) with n = 50
computed the processing times for all observations of MSt and MS2. The behavior ob-
tained by these calculations shows that MSt and MS2 appear as stationary processes
since their moving averages do not have high variations. Specifically, the SMA of MS1
is around 10 ms, while the one for MS2 is around 30 ms. By assuming the stationar-
ity, a G/M/1 queue model should describe well the service processing function of both
microservices. Therefore, the simulation-based inference process described should be
able to find a DT model that well fits the image recognition application. The first re-
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Figure 6.4: The results of the simulation-based inference process.

quirement for the fitting process is to define a KT configuration file containing the
description of the two microservices, the available computing resources, and other K8s-
related configurations. For these experiments, the processing time of MSt and MSz is
fitted using two GMM random variables with three components. Each component
has a weight, a mean, and a sigma parameter with fixed lower and upper bounds to help
the convergence of the optimization algorithm. Concerning the QPSO parameters, the
number of iterations was set to 200, the size of the swarm to 50, and the & contraction-
expansion parameter to 0.75. At each iteration, the optimizer evaluated so different
configurations, from which it selected the population’s best until it reaches the maxi-
mum number of iterations. As a function to measure the statistical distance between
the simulation outcome and the metrics, the Wasserstein distance implemented in the
SciPy Python library was used.

The simulation-based inference process in Fig. 6.4, which shows the Probability
Density Functions generated using i) the image recognition application’s log (K8s) and
ii) the best configuration found by the simulation-based inference process (Kube Twin).
The proposed method is able to generate an accurate model for the DT that, when
executed, can reflect the distribution of the end-to-end TTR values of the real image
recognition application. Furthermore, the distributions illustrated in Fig. 6.4 have a
long right tail, thus indicating some high TTR values peaks for the image recognition
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application. These peaks are probably the results of naming resolution, waiting times
of containers, and other situations in which occurrences and distributions are difficult
to model. However, these peaks are limited in number (1 or 2), thus not changing the
steady-state behavior of the K8s application. Overall, the results illustrated in Fig. 6.4
show that the proposed method can find an accurate DT model that mirrors the real
K8s application under the baseline scenario. However, the DT model should still pro-
vide good accuracy even when operating in different working conditions (e.g., higher
requests load). Therefore, to verify the accuracy of the DT model, an experimental cam-
paign collected and compared the TTR values from sooo requests for both the K8s
application and the DT under different workloads. The idea is to show that the DT
model can well reproduce the behavior of the real application in a modified scenario,
thus evaluating whether the fitted model can still be a good representation of the image
recognition application. In this regard, a Python application was implemented to send
a total amount of requests at different Requests per Second (RPS) values. This is be-
cause even if there are several tools available that can execute a stress test of a web-based
application (e.g., the Apache benchmark tool), none of them allows the user to spec-
ify a target RPS value. In fact, the capacity to stress an application using a target RPS
mainly depends on the computing resources available on the machine generating the
requests. For this validation, the end-to-end TTR values of all sooo requests were col-
lected for each experiment to compare and verify their distribution. Fig. 6.5 shows the
Mean TTR and the 99th percentile values on the y axis that we collected from the exe-
cution of both the image recognition application (K8s) and its DT for all experiments
(from 1 to 20 RPS) using the baseline deployment, one replica per microservice.
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Figure 6.5: The average and the 99th percentile TTR values collected for sooo requests
with KubeTwin and the K8S under different workload RPS.
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Observing Fig. 6.5, it is easy to verify how the mean TTR values computed by the
DT model are a good approximation of the image recognition application until around
15 RPS. Then, starting from 16 RPS, the mean TTR values of the DT model diverge
from the ones of the application. Considering the high variance of the results, analyzing
only the mean T'TR values could not be enough to understand the model performance.
Therefore, Fig. 6.5 also shows the distribution of the 99th percentiles for the application
and the DT, which can provide a better insight. Analyzing the 99th percentile values,
the divergence between the simulation and the application is even more evident. The
differences revealed that the DT model was probably overestimating the service time of
the microservices at higher RPS. To prove this behavior, Fig. 6.6 gathers the logs from
the microservices at different RPS . From these results, it is evident that the service time
of each microservice decreases with the higher request rate. This speedup eftect in the
response time is probably caused by optimizations made at the CPU level (e.g., caching)
that increase the performance of very active processes. Following this finding, the value
obtained for RPS 20 has been used to re-fit the model with the same procedure. Then,
the measurement campaign has been repeated and the results plotted in Fig. 6.7. As
visible in the picture, the model is much more precise in forecasting the application re-
sponse time, with a Mean Square Error decrease of approximately o, oo13 for the model

fitted at one (Table 6.1.)
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Figure 6.6: The average and the 99th percentile of the processing time for MS1and MS2
from RPS 1 to RPS 20.
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Table 6.1: MSE Values for the MTTR and the 99th percentile

Model MSE - Mean | MSE - 99th
Baseline (1R) |  0.001641 0.042060
RPS20(1R) | 0.000364 0.001200
RPS 20 (3R) 0.010873 0.077834
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Figure 6.7: The average and the 99th percentile TTR values collected for sooo requests
using the model Fitted at RPS 20.

As a second validation, the DT model abilities to approximate the behavior of the
K8s application when the deployment increases in size have been verified. More specif-
ically, the number of replicas was set at 3 for each microservice, and the TTR logs from
sooo requests under different workloads from RPS 1 to RPS 40 were collected. At the
same time, the DT model run using a configuration of 3 replicas to compare the results.
These are visible in Fig. 6.8, which illustrates how KT can provide a good estimate of
the real application up to 40 RPS. From then, the two systems diverge, and the 99th
percentile of the DT model reports a higher value compared to the K8s application.
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Figure 6.8: The distribution of the mean TTR value for sooo requests under different
RPS values using a 3 replicas deployment and the RPS 20 model.

These preliminary results demonstrate KT capacity to reenact the behavior of a
microservice-based application running on a real K8s cluster. However, it is clear that
to achieve a more accurate simulation of the system, it is necessary to improve the char-
acterization of the response time of a single microservice, possibly leveraging a suitable
ML technique. Specifically, the prediction of a continuous random variable (target)
with conventional FFNs for regression often leverages the minimization of the Mean
Squared-Error (MSE) cost function, providing an approximation of a target value with
its conditional average, limiting its description. A more complete description of a ran-
dom variable, in particular for targets with high variability, may be evaluated through
the conditional Probability Density Function (PDF) of the target data, given an in-
put vector (features). To characterize the conditional probability of the target, a model
that combines a conventional FFN and a mixture model can be adopted*. This model
is called MDN and provides a general framework to approximate conditional density
functions of targets by modeling the probability parameters as a function of the features
[248].

Given a feature vector X and a generic random variable T the set of parameters that
characterize it would be (6, ..., 8,,), making possible to write its PDF as:

p(1]0:(), ..., 0, (X)) (6.4)

+L. Manca, D. Borsatti, F. Poltronieri, et al., “Characterization of microservice response time in ku-
bernetes: A mixture density network approach,” in 2023 19th International Conference on Network and
Service Management (CNSM), 2023, pp. 1-9. doi: 10.23919/CNSM;59352.2023.103278 42.
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where t is a possible value for 7. By omitting the parameters in the notation, it can
be referred to as p(¢|x) simply. The MDN aims to model the conditional probability
density as a linear combination (mixture model) of kernel functions:

C
plR) = )" ae(H)pe (1)) (6:5)

where p(e) is the PDF of the target variable, C is the number of components of the
kernel in the mixture, @, (%) is the mixing coefficient of the c-th kernel (it represents
the prior probability of that kernel conditioned on X), ¢, (|%) is the c-th kernel (repre-
senting the conditional density function of the target #, conditioned on X). The model
allows different kernel choices (e.g., Normal, Uniform, Exponential, or other distribu-
tions); in the following, Weibull distribution was opted as the kernel of choice, which
is characterized by two parameters, y and k, called scale and shape, respectively. The
Weibull distribution represents a proper choice since it generalizes the Exponential dis-
tribution and is suitable for describing non-negative random variables, such as the time
between occurrences of events.
The generic Weibull kernel conditioned to ¥ is:

i ke(2)—1 k(%
ke (%) —(t]ye(5))ke®
G (t|x) = 7 (yct(x)) e WY > 0
° tr<o

(6.6)

Hence, in the mixture model, each term is characterized by a set of three parameters
(mixture parameters): @.(X), Y. (%) and k. (%), assumed to be unknown continuous
functions of the features x. In order to model the unknown functions:

* the first stage of the model is a conventional FFN, which takes as input a vector of
features X and transforms them through proper weights w, providing as output
a vector y(X; w);

* the output vector of the first stage is provided as input of a second stage repre-
sented by a mixture model.

In the mixture model, the transformed features y(X; w) are processed using appro-
priate activation functions to model the mixture parameters (i.c., mixing coefhicients,
scales, and shapes). The final output of the model turns out to be the conditional prob-
ability density of the target (Equation (6.5)). The combination of the two stages is re-
ferred to as a MDN, whose basic structure is represented in Figure 6.9.

The adoption of this model requires the definition of some hyperparameters (i.e.,
fixed parameters defining the specific implementation of the neural network), such as
the number of mixture components C, the kernel functions, and the number of hidden
layers and units in the FEN.
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Figure 6.9: Structure of a MDN.
The mixing coefficients @, (%) must satisfy the following condition:
C
D (@) =1 (67)
C=1

which can be achieved by choosing the softmax activation function for these outputs,
leading to the generic c-th mixing coefficient expressed as:

eYac

A = —— (6.8)
where y,, represents the FFN output related to the c-th mixing coefficient.
The scale y. (%) and shape k. (X) parameters must satisfy the conditions:
Ye(X) >0 ke(X) >0 (6.9)

They can be achieved by choosing the Exponential Linear Unit activation function:

¥e = ELU(y,,) +1 (6.10)

ke = ELU(yk,) +1 (6.11)

where y,, and yy,_ represent the FFN outputs related to the scale and shape of the c-th
component, respectively. The Exponential Linear Unit is defined as:

>
y=o (6.12)

Y,
ELU(y) =
) {ey -1, y<o

The weights w in  (%; W) are learned during the training of the MDN through a train-
ing set {X(Q), t(q)} of cardinality m by Maximum Likelihood Estimation. Its objective
is to find the set of parameters for which the observed data (the training set) have the
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highestjoint probability. Assuming that the training examples are drawn independently
from the PDF given by (6.4), the likelihood function of the set can be written as:

L= rlp(t(q)’x(q)) — l—lp(t(q) |x(‘1))p(}€(‘1)) (6.13)

q=1 q=1

The maximum likelihood estimate is as follows:

W= argmax L (W) (6.14)

From the likelihood, it is possible to derive the error function:

E=-logL(W)=- Z log p (19 |%@) (6.15)

q=1

Formula (6.15) is called negative log-likelihood, in its expression the p(X) factor is
neglected since it does not depend on its parameters. Its minimization is equivalent
to the maximization of likelihood. Taking into account the mixture model (6.5), the
negative log-likelihood becomes:

=I

m m C
E = Z E@ — _ 1082 @ (3 D) g (119]3@) (6.16)
g=1 q c=1

C

where E(@ = — log Z e (2D) g (t9)%D) is the error contribution of the g-th ele-
C=1

ment in the training set.

Backpropagation is the standard procedure to minimize the error function. For this
purpose, the gradient of the error function concerning the FFN output needs to be
computed as reported in [249]. The software implementation of the backpropagation
algorithm for this model can be inspired by regression FFN based on the MSE function.
Modifying the error function is required to apply standard optimization procedures
such as gradient descent. At the end of the training, the MDN can approximate the
conditional density function of the target data given the input features, allowing it to
have a probabilistic description of the data generation process. The MDN results are
useful to derive specific moments (e.g., mean and variance).

Considering the representation of the microservice application, the cloud-native
deployment scenario under analysis in the experimental work can be represented through
a multi-layered queuing system. More generally, the implementation of the system can
be described by several components.

* Requests: the system receives incoming requests sent by users, represented by a
Poisson process with average request rate A [req/s].
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* Replicas: they represent multiple processing entities providing a given microser-
vice (i.e., an independent portion of processes related to a more complete com-
posite service) at a time; as they can operate in parallel and the execution is non-
threaded, a section with n,.), replicas can contemporarily execute up to 7;ep in-
stances of microservices. The processing time related to a microservice performed
by each replica can be represented by a random variable 7}, with unknown dis-
tribution.

* Queues: each replica in the system has its own queue in which requests are put
on hold in case they cannot be immediately served.

* Load balancer: it routes the incoming requests to the available replicas; the sim-
plest way to do it is to perform equal load balancing. In standard K8s clusters,
the load balancing is probabilistic, with each replica having the same probability
of being chosen to serve a request.

In a cloud-native deployment, a service is obtained through the chaining of several mi-
croservices, and this composition is strictly related to the kind of service provided to
the users. With reference to a particular service, the structure described above can be
stacked as many times as the number of microservices that compose the overall service,
where each layer is responsible for a specific microservice. Figure 6.10 shows an example
of a two-layered queuing system.

j'/nn-:';o
ms1, ms2;
l/nrep @ @
— f————s
A | B . LB .
+ msl,; . - ms2,
A/nrep @ @
ms1 ms2

Nrep Nrep

Figure 6.10: Example: a two-layered queuing system with 7., replicas for both layers.
In the first layer, on average, the load balancer (LB) equally distributes requests among
replicas.

The multi-layered queue system during its operations (e.g., load balancing, queu-
ing, microservices processing) introduces a random response time to the users, will be

referred to as TTR. The distribution of the TTR is unknown and depends on the kind

of service and the configuration of the system. In the experimental phase, a two-layered
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queuing system with different values of ne, € {1, 2,3, 4} will be considered. The sys-
tem is managed by the K8s platform, and replicas are deployed as containers distributed
on a cluster. The designated service for that system is the previously defined image pro-
cessing application, and the random processing times of a generic replica in the first and
second layers are indicated as Ty5; and Ty, respectively.

The system employed for the measurements is a small two-node K8s cluster. Sim-
ilarly to what previously presented, each node runs Ubuntu 20 LTS and is equipped
with 4 vCPU, 8G RAM, and 70G of disk, with the only addition of the Calico plu-
gin as Container Network Infrastructure, without any other custom module. There-
fore, it could be considered as an ordinary standard deployment. Both microservices
are Python-based software components that expose HT'TP endpoints to enable inter-
action between them. Furthermore, both microservices log the duration of each HTTP
request in their internal log. By retrieving these logs, it is possible to discover the time
needed to complete each request, allowing us to measure the time a request spends in
each of the two microservices. Then, by feeding these data to the MDN network, it is
possible to obtain the statistical distribution of the two microservices response time. It
is important to mention that this process could be highly automated with well-known
K38s plugins, such as log-collecting tools like Fluentd or tracing operators like Jaeger
(built-in in the Istio service mesh). Finally, a Python script to generated a fixed number
of HT'TP requests with a configurable Poisson arrival rate.

Thanks to these tools, several measurement campaigns of 1000 requests each were
performed, at increasing arrival rates and with different application configurations. In
detail, the number of replicas of each microservice increased from 1 to 4, with a varying
behavior of each application component thanks to a “slow-down" factor sd. This value
affects the response time of each microservice by forcing them to repeat their computing
operations sd times before sending the reply. The reason behind this choice was that,
in this way, it was possible to obtain microservices with different execution times in a
controlled manner. Furthermore, by increasing these execution periods, it was possible
to verify that some peculiar behaviors did not depend on the time scale of the measured
execution time of a single function.

During experiments, sd has been scaled from 1 to 10, normalizing the request rate
over the sd factor to keep the server utilization (i.e., the ratio of the arrival rate to the
service rate) constant. Furthermore, the behavior of microservices was compared for
multiple replica configurations with a sd factor equal to 10. As before, during the ex-
periments the RPS value was tuned to keep the utilization constant (i.e., by multiplying
the RPS value by the number of replicas considered). Focusing on the first microser-
vice in the single replica configuration, Fig. 6.11 shows a decreasing mean for increasing
values of the request rate, which applies for all the sd values. This behavior is counter-
intuitive, since it would be reasonable to believe that the average processing time of a
microservice would either remain constant or increase with a higher number of incom-
ing requests.
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Figure 6.11: Comparison of MS1 mean proc. time, conditioned to RPS and sd factor
from 1x to 10x (non threaded).
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Figure 6.12: Raincloud plot [250] of MSi proc. time, conditioned to RPS, for sd = 10
and one replica (non threaded).

As can be seen from the kernel density estimations depicted in Figure 6.12, the pro-
cessing time of the first microservice exhibits strong multimodality in which the two
main kernels vary their prior-probability with the arrival rate: for increasing arrival rate
the prior-probability of the kernel with higher processing times decrease in favor of the
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kernel with lower processing times. The reason behind these results requires further
investigation, but it might depend on specific CPU allocation policies that try to op-
timize highly active processes. This result was one of the main reasons that motivated
the search for modeling tools capable of learning these hidden dependencies. The first
microservice shows the same dependency even in the case of multiple replicas (Figure
6.13). In particular, for the cases with one and three replicas, the difference in the mean
processing time between the extreme values of request rate is about 8%. On the other
hand, the same behavior is no longer appreciable for the second microservice, at least
for the single replica deployment, as shown in Figure 6.14 where the processing times
appear to have no relationship with the request rate. Going deeper into the statistics of
the second microservice in the multi-replica deployment, Figure 6.15 shows an opposite
behavior of MS2 with multiple replicas; this is highlighted in Figure 6.16 showing some
processing times for the two replicas deployment. In general, Figures 6.13 and 6.15 show
that for both microservices there are slight variations in response time by changing the
number of replicas considered. Again, this was an additional element that pushed the
research of a more complex modeling tool.
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Figure 6.13: Comparison of MS1 mean proc. time (95% confidence interval) for sd =
1ox. The processing time is plotted for different combinations of RPS values and num-
bers of replicas. The RPS () is equally balanced among replicas.

As discussed previously, in this microservice framework the mathematical objective
of the model is to approximate:

p(tms,il/l’ nrep) (6-17)

151



0 . 2 OO .—.\.—.’.\.—.\.—.—.—.—.—.""‘.—./'~.—.’.\.—.—.~._.10~.

—0.175 sd
2 O o000 g =0 OO g g =0 g O o0 =0~ O 0mo__ OO, 10
o ° o=0=¢
£ 0.150 9
= 0—0—0—0— 0N OO0 g ——0—0=0=0 g 0=0—0——o—05, 00 — 8
50125 ° omemt=s—o-s . . — 7
o — 6
Y0100 f S T 5
S 4
S — 3
©0.075 . o 5 P
{ ] { ] { ] @ ® 2
€
0.050 1
0.025 L
0 5 10 15 20 25 30

normalized A [reg*sd/s]

Figure 6.14: Comparison of MS2 mean proc. time, conditioned to RPS and sd factor
from 1x to 10x (non threaded).

Where p(e) indicates the PDF, #,,4;[s] is the i-th microservice processing time (i =
1,2), (4, nyep) are the request rate and the number of replicas available for that microser-
vice, respectively. In other words, the model looks for and generalizes a probabilistic
relationship (rather than a point estimate) between processing time, request rate, and
number of available replicas, which proves useful for simulations and analysis by the
DT.

The model is a FFN implemented with the Keras API [251] and the TensorFlow
probeability library [252], with the following characteristics:

* 2 input neurons: one input neuron for RPS and one for Mreps

* 4mixture components: the approximated PDF is the superposition of 4 Weibull’s
PDFs;3

* 12 output neurons: the outputs represent the parameters of the components in
the mixture model, considering that every Weibull’s PDF is characterized by 3
parameters (the mixture parameter in the superposition, the scale and the shape);

* 2 hidden layers: each hidden layer has 8 neurons.

SDuring initial trials, the Normal, Gamma and Weibull PDFs were tried, then the latter was chosen
because it provides the best fit among them.
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Figure 6.15: Comparison of MS2 mean proc. time (95% confidence interval) for sd =
1ox. The processing time is plotted for different combinations of RPS values and num-
bers of replicas. The RPS (A1) is equally balanced among replicas.

The hidden neurons are set with LeakyReLU (Leaky Rectified Linear Unit) acti-
vation function. The activation functions of the output neurons depend on the pa-
rameter they represent, as previously discussed. At the end of the training phase, the
microservice processing time is characterized in the following way:

P (tms.il 4 nrep) =

4
= Z ac(4, nrep)¢c (tms,i |4, nrep)

Cc=1

(6.18)

The model architecture described was applied to both microservices MSt and MS2
with the data set presented. The available data set was partitioned as follows: 70% for
the training set, 20% for the validation set and 10% for test set. The performance of
the model must be evaluated through a goodness of fit measurement, quantifying the
disagreement between the prediction made by the model and a sample of observed val-
ues. The goodness of fit of the MDN model was evaluated using the Kolmogorov-
Smirnov test [243] and the Wasserstein distance [253] in the test set, represented by
12 samples with 1000 elements each. More specifically, the Kolmogorov-Smirnov test
compares the empirical Cumulative Distribution Function F, () provided by a sample
with 7 elements with a reference Cumulative Distribution Function F () through the
Kolmogorov-Smirnov distance, defined as:

153



0.45
— 0.40
2,
v 0.35
S

+0.30

£0.25

mOZO
20.

0.15

0.10 b

2.0 12.0 22.0 34.0 46.0 52.0 60.0
A [reg/s]

Figure 6.16: Raincloud plot of MS2 proc. time, conditioned to RPS, for sd = 10x and
two replicas (non threaded).

D, = sup | F(t) = F (1) (6:19)
t
The hypotheses of the test are:

H, : F(t) = F,(1), Vt (6.20)
H,: F(t) # F,(t), for somet (6.21)

Under the null hypothesis, the Kolmogorov-Smirnov distance (Equation 6.19) is dis-
tributed according to the Kolmogorov distribution and converges to o in case n — 0.
The statistical significance of the test is represented by the p-value p, that is the proba-
bility of having a Kolmogorov-Smirnov distance at least as extreme as the one observed
under the null hypothesis. By setting a significance level @ (typically @ = 0.0s), the null
hypothesis H,, is rejected in favor of the alternative H, in case p < @, otherwise there is
no evidence to reject H,,.
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Figure 6.17: Performance evaluation of MDN model for MS1 in terms of Kolmogorov-
Smirnov on the test set.
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Figure 6.18: Performance evaluation of MDN model for MS2 in terms of Kolmogorov-
Smirnov on the test set.

Figures 6.17 and 6.18 represent the performance of the MSr and MS2 models on
the test set, in terms of the Kolmogorov-Smirnov test. For MSi, despite most distances
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being below 0.1, 7 out of 12 sets show that the null hypothesis is rejected with p-values
below 0.05. For MS2 the maximum distance is below 0.08 and 4 out of 12 sets show that
the null hypothesis is rejected. Since the Kolmogorov-Smirnov test compares the max-
imum distance between distributions, while the objective of our models is to generate
samples to emulate microservices inside the DT, we introduced the Wasserstein metric
to take into account the overall distance between test samples and samples generated by
our models. In particular, this metric represents the minimum “cost” to transform the
distribution from one sample to the other.

In the one dimensional case, for two empirical measures P and Q with respective
samples t,, ..., 1, and uy, ..., u, of cardinality n (in ascending order), the p-Wasserstein
distance is defined as:

1/p

Wo(P.Q) = (=~ >l = il (6.22)

In our framework, the 1-Wasserstein distance implemented in [254] was employed
to quantify the distance between a sample in the test set for a couple (4, 71p) and the
sample generated by the model with the same couple as input. In order to relate this
metric with the test sample under analysis, the Standardized Wasserstein distance has
been introduced as the ratio between the 1-Wasserstein distance previously described
and the standard deviation of the test sample under analysis. In this way, the metric can
be interpreted as the “distance in terms of standard deviations”.
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Figure 6.19: Performance evaluation of MDN model for MSr in terms of Standardized
Wasserstein metric on the test set.
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Figure 6.20: Performance evaluation of MDN model for MS2 in terms of Standardized
Wasserstein metric on the test set.

Figures 6.19 and 6.20 show performance evaluation performed with Standardized
Wasserstein distance. For MSr all the distances are below 0.2, with 8 out of 12 test sam-
ples showing a distance below o.1. The performance in MS2 shows even smaller dis-
tances, with 10 out of 12 test samples below o.1. Since most of the test samples show
distances close to or below 0.1, the expectation related to the error in the approxima-
tion of the true microservices samples with the ones generated by our mixture models
in the DT are expected to be relatively small compared to the variability of the true
data. However, in a production scenario, the approximation error restrictions need to
be related to the specific application requirements.

After obtaining the model of the two microservices from the MDN, they have been
plugged into the KT simulator to compare the overall application response times from
the K8s cluster with the ones generated by the simulator. In this experiment, KT reen-
acted the same request generation patterns as during the measurement campaigns. At
each request generation time, the simulator samples from each microservice distribu-
tion a response time using as input the RPS of the last eight requests (tunable param-
eter). Then, the simulator computes the total request time by summing up the two
distribution samples and the queueing time of the request. The details on how KT
manages the internal queues are described previously and can be found in [173].

Figure 6.21 depicts the mean and 99th percentile of the total application response
time measured from the K8s system and KT, with sd = 10 and a single replica for
each microservice. The results show that the simulator can reenact the system behavior
with good accuracy. In detail, the average MSE measured between the two is around
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Figure 6.21: Comparison between the mean and 9g9th percentile response time of the
real application and KT, with sd = 10 and 1 replica for each microservice.

0.00263 for the mean response time, as reported in Table 6.2. We repeated the test with
the same configurations but considering the microservices modeled with the methods
presented previously (i.e., a three-component Gaussian Mixture Model fitted over the
data measured with RPS = 1). Applying this modeling method, we obtained a much
larger MSE value of about 0.20881 for the mean response time. These results show
a strong improvement in the performance of KT, thus proving the soundness of the
proposed characterization of response time with a MDN approach.

Finally, the same tests were replicated with three replicas. Figure 6.22 reports the
results of the MDN-based model with this application configuration. Compared with
those obtained with a single replica, there is a slight performance degradation. This
could be caused by the randomness introduced by the load-balancing feature of K8s.
Since vanilla K8s distributes the request among available replicas using equiprobable
iptables rules, some microservices might receive higher request rates than others, thus
leading to various response times. However, the comparison with the method pre-
sented previously still shows a substantial MSE reduction.
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Figure 6.22: Comparison between the mean and 99th percentile response time of the
real application and KT, with sd = 10 and 3 replicas for each microservice.

Table 6.2: Average MSE comparison between the proposed solution and the Gaussian
Mixture presented in [173] for both mean and 99th percentile of the TTRs.

MDN Gaussian Mixture[r73]
Niep | Mean | 9gth percentile | Mean | 99th percentile
I 0.00263 0.00423 0.20881 1.02729
3 | 0.04830 1.95080 10.38479 56.5381

6.2.5s KubeTwin Framework Evaluation

To evaluate KT, a set of experiments was devised on the image recognition application
used to model the microservice response time discussed previously. The main objective
of these experiments is to validate the KT simulation framework as a valuable solution
to experiment with different K8s deployments. To this end, a performance comparison
between several simulations used different deployment configurations to find a suitable
deployment for the use-case case described above. Then, a second experiment validated
the horizontal scaling reenactment within the KT framework.
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Figure 6.23: The federated cluster scenario described for the experiments. Users are
located in the proximity of the MEC DC, thus can benefit from a reduced communi-
cation latency. Other tiers provide computing nodes to distribute the application load.

The image recognition service is available to users located in the smart city of Milan,
in whicha MEC DC is available to its citizen. Fig. 6.23 illustrates the MEC deployment
in a federated cluster scenario considered for the experimental evaluation. Specifically,
a small-size MEC DC in Milan, modeled as a single Local DC in the proximity of the
user premises, provides computing capabilities at a reduced communication latency,
two Tier 1 Regional DCs, and two Tier 2 Regional DCs. Furthermore, the models
adopted for cloud clusters can be beneficial to scale the application performance when
needed, e.g., when the resources at lower tiers are saturated, by providing enhanced and
on-demand computing capabilities at the price of higher latency. These resources were
identified as the data centers flagged in the Remote DC tier. The assumption that users
are located in the proximity of the Local DC is a typical example of a small edge data
center located at the smart city borders. There, users play with some “augmented reality
application”, which continuously calls the image recognition service to identify objects
within the camera frames collected using the application. Communication latency be-
tween the different locations is modeled according to the CloudPing based model de-
scribed previously. With regard to computing capabilities at the different tiers, there
is availability of 25 nodes in the MEC DC, 100 nodes in Tier 1, 150 nodes in Tier 2,
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and 200 nodes in the Remote DC tier. For the following experiments, we assume that
the computing nodes at Local DC, Tier 1, and Tier 2 have the same amount of CPU
and memory resources, which correspond to a constant value of 100 for both CPU and
memory. This value refers to a standard amount of resources required by a machine
with medium computational power (i.c., an i7 core). Instead, we assume that the com-
puting nodes in the Remote DC are twice as powerful, i.., they have a value of 200 for
both CPU and memory. This metric allows to have a good granularity in modeling the
computational capacity gap between the different layers of the cluster and to evaluate
the behavior of K8s applications in a CC scenario, in which the availability of more
powerful computing nodes is typically offset by increased communication latency. Fi-
nally, at the scheduling level, higher scheduling priorities (node affinity) are assigned
to the computing nodes that reside at the lower tiers. Specifically, nodes at the Local
DC have the maximum scheduling priority, then each tier at a higher level presents a
decreasing scheduling priority. This choice defines a MEC-first filter-and-score proce-
dure that will make the KTScheduler first selects computing nodes close to the user
premises. This scheduling priority is different from the default, which would try to
equally distribute the replicas among all available nodes in the cluster, regardless of the
performance in terms of latency.

For the first validation,K'T can be used to identify a suitable configuration for the
scenario of interest. Specifically, with this analysis, there is the need to identify the num-
ber of replicas associated with each microservice. This procedure can be used to find a
suitable deployment configuration that could satisty the requirements of a relatively
static scenario, which is characterized by a constant workload of user requests. Further-
more, KT can demonstrate its effectiveness as a DT, whose purpose is to help service
providers identify a suitable configuration for their real-world system. For the follow-
ing experiments, user activity was modeled as an aggregated flow of requests with con-
stant intensity. More specifically, the interarrival times were defined by sampling from
a random variable with exponential distribution to simulate a workload of 100 RPS.
Moreover, we set the request generator to send a total of 10,000 requests, considering 1o
seconds for the simulation warmup and 10 seconds for the simulation cooldown. Each
microservice has a dedicated KTReplicaSet, which maintains a stable set of replica pods
running at any given time. The main objective is to evaluate different deployment con-
figurations by analyzing the TTR. To this end, multiple simulations run with different
numbers of replicas (from 1 to 20) and TTR of each request was collected to calcu-
late the mean and the 9gth percentile TTR. For the sake of clarity, these values (i.c.,
mean and 99th percentile TTR) include the time spent by requests while traveling to
the simulated locations (i.c., the time spent transmitting the request between users and
data centers). With this experiment, we could visually identify those deployments ca-
pable of fulfilling a given Service Level Indicator. In this case, a target 99-th percentile
TTR was set to 60 ms and the objective was to look for a deployment configuration
capable of satisfying the 60 ms Service Level Indicator.
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Figure 6.24: Mean and 9gth percentile TTR at different numbers of replicas

The results of this validation are visible in Figure 6.24, which shows the TTR and
99th percentile TTR while varying the number of replicas on the x-axis. the results for
the configurations with less than four replicas are excluded from Figure 6.24, which
were out of scale. Specifically, looking at Figure 6.24, it is easy to note that configura-
tions with up to 8 replicas struggle to meet the application requirements (60 ms 99th
percentile TTR) even if the mean T'TR is below the threshold, since the 99th percentile
TTR of the requests is still above the given target. In contrast, configurations with 9 and
more replicas show a decreasing trend in both the mean and the 99th TTR. Further-
more, Figure 6.24 also shows that over scaling the number of replicas does not improve
the performance in terms of the mean and 99th percentile TTR. Therefore, it is easy to
visually determine that a deployment configuration with 9 replicas for each microser-
vice (MSr1 and MS2) can fulfill the stringent 60 ms Service Level Indicator. Additional
replicas could be instantiated to deal with temporary fluctuations in the application
workload. For this reason, a deployment configuration with 1o replicas has been selected
for both MSr and MSa. As another interesting result, considering the small number of
pods to allocate, the edge computing resources at the Local DC are sufficient to deploy
up to 20 replicas for each microservice. Therefore, KT can effectively reenact also cus-
tom K8s scheduling policies, such as the one specified that tries to instantiate all pods in
the MEC DC first. This would allow service providers to estimate the deployment costs
for multiple configurations, e.g., shifting from the different tiers of the CC depending
on the prices of the computing resources, but also on the specific requirements of these
applications.

In a second validation, the objective is to verify if KT can support HPA. Starting
from the previous experiment, a more workload-aggressive scenario has been defined.
More specifically, for this experiment, the aggregated flow of user requests was mod-
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Figure 6.25: The distribution of the requests during simulation time.

eled as the summation of several flows of constant interarrival times to stress the per-
formance of the current deployment. This experiment should validate whether KT can
increase the number of replicas to meet the increased workload. It is worth noting that
this kind of experiment, which stresses the application by applying an increasing work-
load, can find many employments. For example, a service provider may need to test its
K8s deployment to configure the lower and upper bound for the K8s HPA.
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Figure 6.26: Average Time-to-Process requests per micro-service during the simulation
time compared to the desired Time-to-Process.
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Figure 6.277: Distribution of the number of pods for each microservice during the sim-
ulation time.

For this scenario, KT reenacted the processing of 130,000 requests. Specifically, a
baseline workload consisted of 100,000 requests at roo RPS, which was then increased
after 30 seconds since the beginning of the simulation by an additional workload of
20,000 requests at 150 RPS. Finally, the simulation considered an additional 10,000 re-
quests at 50 RPS starting 70 seconds after the beginning of the simulation. For clarity,
Figure 6.25 illustrates the workload distribution, which shows a spike in requests start-
ing from the 25th second of the simulation and ending around the 160th second of the
simulation, when the workload of 20,000 requests at 150 RPS terminates. This work-
load pattern defines an unexpected spike in the number of requests that would under-
mine the performance of the current deployment configuration. To reenact autoscaling
features, a KTPodScaler component was specified in the KT configuration for each mi-
croservice that would periodically check the desired performance scale of our targets.
In addition, each KTPodScaler considered the parameters for minReplicas = 10 (the
deployment configuration selected at the previous step) and maxReplica = so,and a
period of 15 seconds (the default interval according to K8s documentation). From the
most basic perspective, the KTPodScaler analyzes the ratio between the desired metric
value and the current metric value (see Eq. 6.1), skipping any scaling action if the ratio
is within the [0.90, 1.10] interval. Figures 6.26 and 6.27 report the results of the valida-
tions, which show respectively the average Time To Process along with the desired one
and the number of instantiated pods measured during the simulation time. Specifically,
the average Time To Process indicates the average time for processing a request, calcu-
lated as the difference between the finished processing time and the time at which the
request arrived at the container, whereas the desired Time To Process for each microser-
vice is defined as its expected processing time (i.e., when the system is not overloaded)
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plus a 20% tolerance, which is the maximum value that we are willing to accept. Figure
6.26 shows that the most affected microservice is MS1, which is the entry point for the
application workflow. Specifically, there is a notable increase in the Time To Process,
which is mainly due to a non-optimal number of instantiated replicas and a very strict
desired metric, illustrated with straight orange (MS1) and blue (MS2) lines in the figure.
On the other hand, MS2 is less affected by the increased workload, as it starts processing
each request only after M St finishes the initial processing. Therefore, the Time To Pro-
cess trend for MS2 is almost linear with some increase during the simulation time. To
improve the performance of the current configuration, the KTPodScalers intervene to
reduce the Time To Process for MS2 and MSt by allocating more replicas, as visible in
Figure 6.27. Specifically, this happens around the 3o0th second of the simulation, i.e., in
correspondence with the increased workload, where the Time To Process starts to in-
crease for all microservices. This behavior happens because the current deployment (1o
pods for MS1 and 10 pods for MS2) cannot process the increased amount of incoming
requests, i.e., these requests get queued. However, as soon as the KTPodScalers inter-
vene to activate new replicas, the Time To Process for the illustrated microservices starts
to decrease, stabilizing for the rest of the simulation. The activity of the KTPodScalers
is also visible in Figure 6.27, which shows that the number of associated pods changes to
cope with the increased request workload and to respond to performance degradation.
The number of instantiated pods for MSr goes up to 30, and the one for MS2 goes up
to 15 to address the notable increase in the Time To Process, while it gradually decreases
when the workload goes back to 150 RPS as expected. Additionally, while the average
Time To Process illustrated in Figure 6.26 is the result of all requests processed during
simulation time, the KTPodScalers take the scaling decisions by considering the metric
calculated over 15 second intervals, as described previously.

Finally, the distribution of the instantiated replicas for the most intensive deploy-
ment was retrieved from the seconds 105 to 120 of the simulation time and analyzed.
During this time window, the KTPodScaler instantiated 30 pods for MS1 and 14 pods
for MS2 among the Local DC and the Regional DC at Tier 1. Specifically, this distri-
bution is the result of the scheduling policy that tries to exploit computing resources
at the lowest tiers first. It should be noted that this scheduling policy would define de-
ployment as more performing in terms of TTR because of the reduced communication
latency given by the proximity of these computing resources to end-users.

6.3 Chapter Summary

This chapter presented KT, a comprehensive framework designed to implement DT's
of K8s-based deployments. KT emulates the K8s orchestration functions and network-
ing behaviors to be used as a guideline for service providers to accurately evaluate the
impact of complex and large-scale K8s deployment scenarios. It allows the definition of
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applications through a declarative description, which is semantically equivalent to K8s,
to reenact and assess them through both generic and application-specific (and user-
defined) Key Performance Indicators. KT enables its adopters to leverage the DT to
identify optimized deployment configurations and evaluate different scheduling poli-
cies in complex computing scenarios where resources can be distributed at many levels,
such as edge servers and cloud data centers.

KT has been evaluated in a reference use case reenacting a distributed MECapplication
deployment. The proximity of these applications to the network’s access part ofters re-
duced latency and increased bandwidth. Furthermore, MEC offers standardized APIs
that applications can consume to get real-time radio access network information. The
application deployment we considered includes a hybrid computing scenario with a
three-tier MEC environment and two remote Cloud data centers, representing a rel-
evant use case to test the capabilities of KT. This evaluation has shown that KT can
replicate complex and large-scale I'T infrastructures at both the application and orches-
tration platform levels. This allows for capturing Key Performance Indicators that are
essential to gaining an understanding of how the system operates.

To make this evaluation reliable, a statistical description method for response time
based on MDN has been investigated, which combines the use of conventional FFN
with characterization by means of mixture models. experimental results show how
MDN allows to accurately estimate the statistical distribution of the response time of
an illustrative microservice-based application. Section 6.2.5 showed how a MDN-based
model for the estimation of the statistical distribution of the response time of microser-
vices could improve the performance of simulation-based approaches like KT, improv-
ing its effectiveness as a DT for K8s environments.

The soundness of the KT framework as a DT for K8s deployments is thus demon-
strated, and it presents interesting research opportunities for future investigation, as
highlighted in its applications described in the next chapters.
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Chapter 7

Application of Kubernetes Digital
Twins for Chaos Engineering

CE is the discipline of injecting computing and network faults, such as increased net-
work latency and unavailability of computing nodes, into an IT system to help devel-
opers identify problems that could arise in a production environment and tackle them.
Several tools have emerged to ease the application of chaos engineering to complex IT
systems, leveraging microservice and container-based applications deployed on Kuber-
netes. However, applying such tools requires several phases to be put into practice,
from defining a steady state to establishing an effective response plan if something goes
wrong. At the same time, because of how dynamic and complex K8s deployments are,
unexpected faults can emerge over time, thus making it more challenging to find a re-
liable configuration for a K8s application. Therefore, there is a need for more efficient
solutions to test the resilience of an application and to make teams more aware of their
ecosystem dynamics [255]. If the adoption of CE can help to solve this task, there is still
a need to put in practice several phases, from defining a steady state to establishing an
effective response plan if something goes wrong. Consequently, the application of ef-
fective fault countermeasures and predicting the exact behavior of an application before
its actual deployment in a real environment can involve very costly operations, paving
the way for the application of DTs. In fact, DT methodologies can bring many advan-
tages to a wide range of analysis [256], [257] and ease the application of techniques such
as CE [232]. Specifically, by creating a virtual replica of a running K8s application, it is
possible to run what-if scenario investigations that evaluate both the impact of injected
faults and also the effects of mitigation policies.

This chapter focuses on investigating the combination of CE and DT methodolo-
gies to improve the resilience of container-based applications deployed atop K8s. Specif-
ically, it presents TELKA, a RL-based scheduler for K8s. TELKA can retrieve metrics
and monitoring information and intervene in case of performance degradation due to
computing and network faults. TELKA adopts KT to learn how to mitigate adverse

167



events of faults, such as node failure or increased communication latency. KT enables
to run multiple what-if scenario analyses during which the application is affected by
injected faults. To deal with these faults, TELKA interacts with KT to learn a policy
that can improve the resilience of the entire application. In this way, instead of inter-
acting with the physical K8s application, TELKA learns by interacting with a DT, thus
reducing the learning time and the operation costs related to the application of CE.

=1 The TELKA Scheduler

CE principles have been demonstrated to be very effective in increasing the resilience
of IT systems. Concerning the specific case of K8s, it is interesting to evaluate the im-
pact of injected faults and to evaluate best practices for mitigating these effects. In this
regard, TELKA combines DT, CE, and RL methodologies to define a smart scheduler
for K8s that can mitigate the effects of computing and network faults'. Specifically,
TELKA learns how to intervene in case of faults by interacting with a virtual replica
of a K8s application defined with KT, a framework we devised to define virtual repli-
cas of K8s applications and reenact their behavior in a computing scenario of interest
presented and described previously in this thesis. This DT approach enables running
a what-if scenario analysis in less time than running the same analysis on the physical
testbed. In addition, it is easier to define complex computing scenarios and simulate
injected faults. Therefore, TELKA embraces this approach to run multiple what-if sce-
nario analyses and learn the best mitigation policies using RL algorithms. During each
what-if scenario analysis, TELKA interacts with the DT of the K8s application as a
scheduler that reallocates K8s pods running on a node affected by a CE fault. Specifi-
cally, by simulating the internal control loop of K8s, KT can identify when a comput-
ing node stops responding, using the default probing mechanisms implemented in K8s.
When this occurs, TELKA can intervene to suggest K8s where to reallocate the evicted
pods.

The whole reallocating approach is depicted in Fig. 7.1, showing how TELKA in-
teracts with the DT. During each simulation run, KT injects a collection of faults.
Then, when an error has been identified on the node, KT replicates the kubelet’s ac-
tion to proactively terminate the pods and reclaim the resources on that node. After
each pod has assumed the evicted state, the node where the pods were running is deal-
located (i.e., excluded from the cluster), and its resources are retrieved. At this point,
instead of replacing the evicted pods, TELKA analyzes the status of the available nodes
and then decides where to assign the evicted pod. Regarding the modeling of the RL
environment, a state includes the evicted pod to reallocate (see Fig. 7.1) and a list of the

M. Zaccarini, D. Borsatti, W. Cerroni, et al., “Telka: Twin-enhanced learning for kubernetes appli-
cations,” in 2024 IEEE Symposium on Computers and Communications (ISCC), 2024, pp. 1-6. doi:
10.1109/ISCC61673.2024.10733736
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Figure 7.1: The workflow between TELKA andKT. TELKA tries to reallocate evicted
pods due to injected faults.

remaining nodes available, where each node includes its identifier, the amount of CPU
and memory available, and the cluster identifier, i.e., the cluster where the node resides.
On the other hand, the action to be performed at each step is the selection of the node’s
identifier where to allocate the evicted pod. Once TELKA selects the node, it sends this
information to KT, which applies the action and returns a reward to TELKA. This
process is repeated until the simulation (an episode) ends.

Concerning the reward, the following definition has been adopted:

I, if the pod is reallocated successfully.
—o.2, if the target node does not have enough
R = resources.

—o.5, if the target node does not exist or it is

unreachable.

where 1 corresponds to a successful reallocation operation, —o.2 to an unsuccessful ac-
tion that reallocates the pod to a node where there are not enough computing resources,
and —o.5 to those actions that select a non-existing or unreachable node. Moreover, the
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agents earn an additional reward at the end of the episode. Unlike other rewards, which
focus only on orchestration operations, the final reward assigns an additional “bonus”
based on overall performance. Specifically, it is designed to improve actions that can
lead to a higher percentage of satisfied requests and a reduced average TTR. In this
way, the agent should learn an orchestration policy capable to deliver a higher QoS to
the application’s user. When the agent receives the last reward, the socket is closed, and
the episode ends. Finally, concerning the implementation details, the communications
between KT and TELKA was modeled via a UNIX socket created in each episode when
the simulation started. Specifically, when KT detects a node failure, it establishes a con-
nection with TELKA, which then sends the data of each evicted pod, one at a time,
together with the information of all nodes that are still running in the clusters. This
communication model makes TELKA relatively flexible and efficient, and it was im-
plemented to allow a preliminary evaluation of this solution. Finally, the architecture
behind this mechanism enables it to potentially be adapted to a RESTful HT'TP model
similar to the one employed by the K8s API.

To evaluate TELKA, a CC scenario composed of multiple clusters located in the
edge, fog, and remote cloud layers was considered. Specifically, as represented by Figure
7.2, the scenario defined a total of seven different clusters of computing resources, i.e.,
groups of computing nodes: one at the edge (close to the end users of the application),
four fog computing clusters, and two clusters in remote cloud locations, which can be
exploited to scale the application when needed. Concerning computation availability,
each cluster at the edge and fog layer has 10 available nodes. Instead, each cluster lo-
cated in cloud data centers has 20 nodes, with a double resource availability compared
to nodes at the edge and fog layers. To ensure the right fairness and fidelity in reenact-
ing the physical K8s application, the image recognition application previously described
and modeled with MDN through KT was considered as a reference and ran on top of
the computing resources. The workload was composed of an aggregated flow of re-
quests with a constant intensity, with an interarrival time defined by sampling from a
random variable with exponential distribution, enabling a simulation of the processing
of nearly 8oooo requests. The communication latency between cluster locations was
shaped with randomly generated measures that consider latency data through connec-
tion tests conducted among several AWS DCs available via CloudPing.
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Table 7.1: Fault Injection Model used in TELKA Experimental Evaluation

Fault Type Clusters Fafllt. Faul?
Involved Description Start Time
Added delay | Crand C2 | Added 150 ms of commu- | start_time + 25 seconds
nication delay between clus-
ters from edge cluster Ci to
a fog cluster C2
Added delay | C2and C4 | Added 100 ms of commu- | start_time + 50 seconds
nication delay between two
fog clusters C2 and C4
Added delay | Crand C6 | Added7smsof communica- | start_time + 30 seconds
tion delay between clusters
from edge cluster Cr to a
cloud cluster C6
Node Injection Cr 2 node injections on cluster | start_time + 20 seconds
Ci
Node Injection Cs 4 node injections on cluster | start_time + 20 seconds
C3
Node Injection Cs s node injections on cluster | start_time + 20 seconds
Cs

Then, to apply CE techniques, Table 7.1 defines the faults considered, which KT in-
jects during each simulation run. Specifically, we envision two different types of faults:
the first consists in increasing the communication latency between pairs of clusters, and
the second type injects faults to reenact node failures. With these fault configurations,
the use case achieves two different objectives: i) simulate the unavailability of comput-
ing nodes and thus triggering the rescheduling of TELKA and ii) modify the scenario’s
condition, i.e., there is a performance difference in terms of communication latency be-
tween reallocating a pod in one cluster or a different one. During the training phase, the
faulty nodes in each cluster involved in the experiment are randomly selected. This en-
ables the generation of a considerable number of different scenarios, taking advantage
of the potential of the DT paradigm as a training ground for RL techniques.

This evaluation aims to verify if TELKA can learn an efficient policy that reallo-
cates evicted pods after the fault injection described in Table 7.1. Moreover, to ensure
a complete and fair analysis, TELKA’s results have been compared with two other ap-
proaches: a random approach, which simply selects a random node from the ones avail-
able and a greedy one that, at each step, always chooses the node with the largest avail-
able resource pool. As part of the TELKA’s evaluation, it is interesting to consider a
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Figure 7.2: TELKA evaluation scenario and fault injections summary.

performance comparison with two well-known RL algorithms, PPO and DQN, to de-
cide which could perform better for this task. For both PPO and DQN, we leverage
the standard versions of the algorithms provided by Stable Baselines3 have been con-
sidered, according to experiments presented throughout this thesis. The reason behind
this choice is associated with their simplicity and effectiveness demonstrated in various
scenarios, such as managing resources in the CC.

As for the training phase, the process included a total of 50.000 steps, where each
step represents a single pod reallocation by the agent. Figure 7.3 shows the evolution of
the average episodic return obtained by both DQN and PPO agents during training,
i.e., the reward earned at the end of each episode. It is easy to note the increasing PPO
trend, which demonstrates its good learning capabilities and the reward structure’s ef-
fectiveness in tackling the problem. On the other hand, DQN seems to remain stuck
between 10 and 12, suggesting an inferior capability to handle the given scenario. The
superior performance of PPO is also visible in Figure 7.4, which shows the ratio of suc-
cessful pod reallocation during training. PPO can consistently reallocate more than
85% of the evicted pods, while DQN stays frozen around 80% throughout the training
process.

As preliminary validation, models were tested on the training scenario and com-
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Figure 7.4: Average DQN and PPO Pod Ratio in 50000 steps of training.

pared DQN and PPO with the random and greedy approaches. Specifically, a total of
25 test episodes were performed in the baseline scenario, assessing the average TTR of
each individual request and the ratio of pods successfully reallocated by the agent to
the total pods evicted due to simulated fault injections. For clarity, TTR refers to the
time required to satisfy an HTTP request to the image recognition application. Table
7.2 outlines the mean value, the standard deviation, and the 9oth percentile for both
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Table 7.2: Results obtained by different approaches in 25 testing episodes.

Approach | Metric 1‘\,?11: ;‘;ﬁiﬁi goth Percentile
PPO TTR [s] | 0.2413 | 0.0304 0.2785
PPO Pod Ratio | 0.9934 | o0.0195 1.0
DQN TTR [s] | 0.2686 | 0.0630 0.3184
DQN Pod Ratio | 0.3967 | o0.1272 0.5747

Random TTR [s] | 0.2543 | 0.0389 0.3152

Random | Pod Ratio | 0.8107 | 0.0892 0.9147
Greedy TTR [s] | 0.2642 | 0.0472 0.3247
Greedy | Pod Ratio | 0.9937 | 0.0196 1.0

the TTR (measured in seconds) and the pod reallocation ratio collected across the 25
testing episodes for each approach under analysis.

Considering the TTR result, PPO consistently outperforms the others, being the only
one under o.25 seconds. This is a notable result, especially if considered along with
the pod reallocation ratio outcome. Indeed, the PPO agent achieves an average ratio
of successfully reallocated evicted pods of 99.34% (100% taking into account the 9oth
percentile) during all testing runs. Contrarily, DQN seems to be the worst approach in
this scenario. Despite a competitive TTR, it fails to achieve a reallocation ratio higher
than 40%, thus indicating that, in this specific use case, an on-policy approach like PPO
appears to be more suitable than an off-policy approach. Finally, random and greedy ap-
proaches demonstrate predictable behaviors in their testing trials. Given the abundant
resources across all combined clusters, the random strategy does a good job of reallocat-
ing the evicted pods. However, it does not reach the performance of the greedy strategy,
which, very similarly to PPO, maintains a ratio very close to the optimal.

A second more challenging experimental evaluation was designed to assess the strength
and adaptability of the approaches. Specifically, the number of nodes subject to fault
injections increased, with a total of 6 node failures at the Edge level on Cluster 1, 4
node failures at the Fog level on Clusters 4 and 5, and 10 node disruptions at the Cloud
level on Cluster 6. Consequently, the approaches under analysis had to deal with an
increased number of faults almost three times larger than the baseline scenario, proving
their capabilities to deal with unseen and more challenging conditions. Analogously
to Table 7.2, Table 7.3 presents the results obtained by all approaches in terms of mean
value and standard deviation over 25 testing episodes.

Even in this experiment, PPO outperformed the alternatives, obtaining the high-
est pod reallocation ratio and the lowest TTR, demonstrating a very good adaptability
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Table 7.3: Results obtained by different approaches in 25 testing episodes in heavy fault
scenario.

Approach Metric \1\; el?:; IS)::::;Z?I goth Percentile
PPO TIR [s] | 0.2804 | o0.1129 0.3376
PPO Pod Ratio | 0.9095 | 0.0826 1.0
DQN TTR [s] | 1.8098 2.4012 4.8841
DQN Pod Ratio | 0.2933 | 0.0646 0.3727

Random TTR [s] | 0.3325 0.1396 0.4994
Random | Pod Ratio | 0.8005 | 0.0537 0.8713
Greedy TTR [s] | 0.4698 | 0.6149 0.8827
Greedy Pod Ratio | 0.8836 0.0919 0.9892

to the mutations introduced. On the other hand, DQN continued to struggle signifi-
cantly, failing to effectively reallocate more than 30% of the evicted pods and exhibiting
a TTR nearing 2 seconds. Meanwhile, the random technique is notably impacted by
the increased fault injections and manifests a notable drop in the ratio (almost 60%).
The greedy heuristic, while slightly better in maintaining a high reallocation ratio com-
pared to PPO, saw a noticeable increase in its TTR, almost doubling. This deterioration
is likely due to the more aggressive fault model of this scenario, which forces a signifi-
cant reliance on the remaining active cloud nodes, i.e., the ones with higher resources
available. Therefore, this could be conceivably the central cause of the TTR increase,
given that these nodes are the farthest from users and consequently require more time
to process each request and send the response back.

7...1  Deep Sets Exploitation in TELKA

While TELKA showed promising results in reallocating evicted pods, its preliminary
implementations suffered from scalability issues, as the RL agent could only operate
effectively in scenarios with the same number of nodes seen during training. To over-
come this limitation, DS can be incorporated in TELKA, generalizing its operation on
different numbers of nodes>.

Specifically, the details of the data that compose the set used in this work are indicated
in Table 7.4. By interacting with KT through a UNIX socket created at each episode,

*M. Zaccarini, F. Poltronieri, D. Borsatti, et al., “Chaos engineering based kubernetes pod reschedul-
ing through deep sets and reinforcement learning,” in NOMS 2025-2025 IEEE Network Operations and
Management Symposium, 2025, pp. 1-7. doi: 10.1109/NOMSs7970.2025.11073590.
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Table 7.4: The structure of the features used as an input of DS.

Set Description

1: ID number of the pod.

Pod Information | 2: Original node where the pod
was allocated.

3: Resources required to run.

: ID number of the node.

2: CPU available (in MilliCPU).

3: Memory available (in RAM).

4: Operational status.

Node Information

the agent collects information about both the evicted pods (including their identifiers,
the original node where it was running, and resource demands) and the remaining op-
erational nodes (their identifiers, current status, and free resources in milliCPU and
RAM). To ensure a fair comparison with the original setup of PPO and DQN, the re-
ward definition is the same as adopted in the previous implementation [258]: successful
pod reallocations receive a positive reward, a minor penalty is applied if the agent picks
a node with not sufficient resources, and a larger penalty is imposed if the node is un-
reachable or unavailable. The reason behind this last case is that, even though TELKA
receives a list of available nodes at each step, it is still possible that a selected node be-
comes unavailable. This is because the probing mechanism that checks the status of
the available node does not refresh after every step. This is considered reasonable, as
it is consistent with the behavior of K8s, which performs these checks periodically (by
default every 15 seconds).

To validate the capabilities of the DS-RL architectures, the previous cluster distri-
bution in the CC was considered. More details of the characteristics of each cluster in
the scenario are indicated in Table 7.5. The ones that belong to the first two layers of
the CC (Edge and Fog layers) have half the total computing nodes and resources avail-
able for each one of them compared to the clusters placed at the Cloud level. However,
relying too heavily on the resources at the Cloud level would result in a degradation
of the performance, especially if metrics like TTR, i.e. the time required by the K8s
application to satisty an HTTP request, are considered.

To ensure a fair comparison, the experimental evaluation was also analogous to the
one conducted for the first implementation of TELKA. As a first step, both PPO-DS
and DQN-DS were validated in the same scenario used for their training process and
compared their results across a total of 25 testing episodes. Secondly, a much more de-
manding optimization problem was designed to exploit the generalization capabilities
that characterize DS. Specifically, an increased number of faults were injected into the
system, causing a variation in the size of the input manipulated by the algorithms.
Table 7.6 illustrates the workload adopted in both experimental evaluation scenarios,
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Table 7.5: The multi-cluster configurations described for the TELKA use case, which
depicts the configuration for the nodes available in clusters.

Name Tier | Node No. Node CPU | Node Mem.
Resources Resources
eu-south- | Edge 10 100 100
eu-central-1 | Fog IO 100 100
eu-west-3 Fog 10 100 100
eu-west-2 Fog 10 100 100
eu-north-1 Fog 10 100 100
ca-central-1 | Cloud 20 200 200
us-east-I Cloud 20 200 200

Table 7.6: The configuration for the statistical distributions of the workload, in number
of requests per second, sent to the application during the experiments.

Start Time Exponential | Number
A of requests
Start 50 50,000
Start + 30 seconds 25 20,000
Start + 70 seconds 35 10,100

which generates approximately 80.000 requests in a total of 1000 seconds of simulation,
including 1o seconds of initial warm-up and a corresponding cool-down period. The
workflow is composed of three different flows, each starting within the first 100 seconds
of simulation at a constant intensity. The interarrival time follows an exponential distri-
bution with unique rates assigned to each flow. Starting from the previously described
use case, both the PPO-DS and DQN-DS versions were evaluated under different con-
ditions. Specifically, these experiments aim to validate the ability of both approaches to
learn a policy that reallocates pending and unscheduled pods as a consequence of fault
injections. Leveraging DT and DS, this approach results in savings in computational
resources and facilitates the management of the system in the event of sudden and po-
tentially disruptive faults, offering a more proactive response than K8s mechanisms like
autoscaling. The training phase conducted was 15.000 steps long, where each step cor-
responds to a pod reallocation attempt by the TELKA agent. Specifically, Figures 7.5,
7.6, and 7.7, respectively, show the episodic return (i.e. the reward earned at the end
of each episode), the percentage of successfully reallocated pods, and the average TTR
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earned by both RL solutions. Both DQN-DS and PPO-DS effectively handle the prob-
lem from different perspectives while benefiting from the proposed reward structure,
converging to a high accumulated reward, achieving 90-100% reallocation of evicted
pods, and reducing the average TTR during training.
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Figure 7.8: Performance metrics during training for PPO-DS and DQN-DS.

Compared to the previous work, the training length was reduced to 15.000 steps instead
of potentially risking early convergence, which may limit the search process. Despite
this, DQN-DS experienced a temporary deterioration of the episodic return and pod
reallocation ratio around 12.000 steps, suggesting the detection of a new search space
region that could potentially lead to a more profitable solution. Conversely, PPO-DS
showed limited improvements after the first 5000 steps, making 15.000 steps a reason-
able choice overall. Looking more closely at the metrics, DQN-DS shows remarkable
and consistent performance improvement compared to its predecessor, increasing by
approximately 60% its episodic return (from 12 to 20) over 15.000 steps, and its pod
reallocation ratio from 0.8 to nearly r.o. Regarding PPO-DS, while it shows a simi-
lar trend to its earlier version under the same conditions, it achieves these results with
significantly fewer steps and reduced computational effort.

As indicated in Table 7.7, the mean value, the standard deviation, and the 9oth
percentile have been collected for each one of the considered metrics: TTR and pod
reallocation ratio. In the baseline scenario, both approaches obtained very good results
considering all the metrics included in the analysis. Specifically, DQN-DS achieved an
almost identical pod reallocation compared to PPO-DS, which successfully reallocated
the totality of evicted pods during testing. At the same time, DQN-DS was able to
make decisions that resulted in slightly better performance in terms of TTR, as visi-
ble in the numerical results illustrated in the table. Thus, with the additional reward
associated with the performance of the system as defined in the previous work, DQN-
DS achieved a higher overall reward. Compared with the results shown in Section 7.1,
both DS versions outperform the previous methods, with DQN-DS achieving a no-
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Baseline Scenario
Approach Metric DS Impl. DS Impl.
Mean goth perc.
PPO TTR[s] 0.2278 (0.0142) 0.2395
PPO Pod Ratio 1.0 (0.0) 1.0
0.2179
DQN TTR[s 0.260
Ql [s] (0.0458) 7
DQN Pod Ratio 0.9833 (0.0372) 1.0

Table 7.7: Comparative results of DS and previous approach in the baseline scenario

Heavy Fault Scenario
. DS Impl. DS Impl.
Approach Metric Mean goth perc.
0.2372
PPO TTRs] (0.0096) 0.2452
PPO Pod Ratio 1.0 (0.0) 1.0
0.2406
DQN TTRs] (0.0276) 0.2633
DQN Pod Ratio 1.0 (0.0) 1.0

Table 7.8: Comparative results of DS and previous approach in the heavy fault scenario

table 60% improvement in pod reallocation. These findings highlight the potential of
DS compared to standard versions of PPO and DQN in such scenarios.

Despite the alterations introduced, the results associated with the heavy fault sce-
nario, illustrated in Table 7.8, once again confirm the validity of the proposed approach.
Both algorithms maintain very good performance in all metrics evaluated. The increase
in the TTR can be attributed to the large number of faults and consequently fewer
available nodes. Between them, those allocated at the lower level of the CC provide the
main performance contribution froma TTR perspective. Therefore, even though both
algorithms achieve near-perfect pod reallocation ratios, the TTR and the total reward
show a slight decrease compared to the baseline scenario. Similarly to the experiments
in the baseline scenario, Table 7.8 highlights the analogies and discrepancies between
the two versions of each approach. On the first hand, regarding PPO-DS, there is an
improvement of 10% in the pod reallocation ratio and nearly 15% if considered TTR val-
ues. On the other hand, once again DQN-DS is the approach that introduces the most
significant improvements. The version in this work can reach a TTR which is nearly
87% better than the DQN standard implementation and 70% in the pod reallocation
metric.

This final experiment assess how well DQN-DS and PPO-DS handle clusters with
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Figure 7.9: Statistical distribution of the Pod Reallocation Ratio across 10 tests by vary-
ing the number of nodes per cluster from 20 to 2.

varying number of nodes. After injecting the fault, both approaches restore the service,
thereby estimating the fewest resources needed to overcome the fault model. To do
s0, baseline fault scenario was leveraged to run experiments with multiple cluster sizes,
identifying a viable number of nodes for system recovery.

Figures 7.9 and 7.10 present the performance considering pod reallocation ratio and
TTR of DQN-DS and PPO-DS as the number of computing nodes in each cluster de-
creases from 20 to 2. As visible in Figure 7.9, which shows the statistical distributions
of the pod reallocation ratio gathered in 10 different tests, it is easy to note that both
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Figure 7.10: Statistical distribution of the TTR of service requests collected during 1o
simulations by decreasing the number of nodes from 20 to 2.

methods already achieve pod reallocation around 80% with only 6 nodes per cluster
and reach full reallocation in most runs when 8 nodes per cluster are available. How-
ever, PPO-DS seems to show a more deterministic approach compared to DQN-DS.
As aresul, it tends to repeatedly select the same nodes as potential destinations for the
evicted pods, with a rapid consumption of their resources. This likely leads to a deteri-
oration of the pod reallocation ratio (visible in the 20 nodes per cluster case in Figure
7.9a), as PPO-DS continues to select nodes that have already run out of resources. In
contrast, DQN-DS adapts more effectively to low and high availability, maintaining
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consistently strong reallocation results. Figure 7.10 illustrates the TTR statistical dis-
tribution demonstrating a fast convergence to values between o and 1 second. Results
with 2 nodes per cluster are omitted from these results since they were out of scale, with
avery poor node reallocation and a consequent increase in TTR by tens of seconds. For
the other node settings, TTR remains steady in a range of o to 1 second, even when only
40% of the pods are successfully reallocated (e.g., the case of DQN-DS with 4 nodes per
cluster). Finally, the importance of these results is to allow service providers to quantify
the minimum number of computing nodes required to run an application with some
resilience against unexpected faults. In this case, a good configuration for the target
workload described in Table 7.6 is to rent at least 6 nodes per cluster.

7.2 Chapter Summary

Since its initial development at Netflix, CE has evolved to incorporate new concepts
and solutions adopted both in industry and academia over the years. By intentionally
introducing various types of fault into the system, such as increased network latency
or sudden shutdowns, CE enables adopters to analyze the resiliency of the system and
detect potential improvements [178], [259]. Moreover, to respond more quickly and
efficiently to the rapid growth in market demands, the majority of organizations are in-
creasingly shifting their approach toward new paradigms such as cloud-native ones or
Fog Computing to handle domains like IoT and Smart Cities [260]. Several tools have
emerged to ease the application of chaos engineering to complex IT systems, leveraging
microservice and container-based applications deployed on K8s. However, applying
such tools requires several phases to be put into practice, from defining a steady state
to establishing an effective response plan if something goes wrong. To ease the applica-
tion of CE to improve the resilience of K8s applications, this chapter presented a smart
scheduler for K8s called TELKA: a Twin-Enhanced Learning for K8s Applications,
which combines CE, DT, and RL methodologies to mitigate the effects of computing
and network faults. In a first experimentation, TELKA was evaluated in a complex CC
scenario in which computing and network faults have been injected to undermine the
performance of an image-recognition application deployed on K8s. Initial results high-
light the efficacy of the proposal, demonstrating how a CE strategy, when applied to
an accurate DT modeling, can bring many benefits. It not only facilitates the testing of
IT systems robustness, but can also be leveraged to develop tools to make them more
resilient to failures.

Although TELKA showed promising results in reallocating evicted pods, its pre-
liminary implementations suffered from scalability issues, as the RL agent could only
effectively operate on scenarios with the same number of nodes seen during training.
Therefore, a second architecture based on DS was designed to enhance the performance
of TELKA and the resilience of K8s-based applications through the application of CE
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methodologies. With the implementation of these novel algorithms and the introduc-
tion of DS in traditional PPO and DQN architectures provided by online libraries,
TELKA generalization capabilities have been evaluated in a CC scenario already defined
in its previous implementation. Outcomes emphasize the validity of this paradigm,
demonstrating how DS can remarkably improve the performance of the RL approaches,
making their decision-making ability less prone to changes in the reference environ-
ment and avoiding the need to spend additional time and computing resources in their
retraining.



Conclusion and Future Work

This doctoral research has addressed some of the main challenges of modern distributed
systems, focusing on the autonomous orchestration of cloud-native applications across
the CC. By integrating DT modeling, RL, and Cl into a unified methodological frame-
work, this work has shown how data-driven and simulation-enhanced approaches can
substantially improve the efficiency, adaptability, and resilience of orchestration strate-
gies for heterogeneous computing environments.

The main contributions of this thesis are summarized as follows:

* KT: a DT-based framework designed to emulate large-scale K8s deployments.
KT enables accurate what-if analyses, allowing the evaluation and optimization
of orchestration policies without impacting production environments. Through
MDN modeling and simulation-based inference, KT achieves precise characteri-
zation of microservice response times, thus validating the feasibility of DT-driven
decision support for service management in the CC.

* Comparative analysis and hybridization of RL and CI methodologies in
the CC: A systematic evaluation was conducted on the applicability, strengths,
and limitations of various RL and CI techniques, including DQN, PPO, GA,
PSO, and GWO, for service orchestration in CC environments. The results
demonstrated that while RL shows significant performance in long-term decision
making and adaptation to dynamic conditions, CI-based metaheuristics achieve
faster convergence and are less sensitive to non-stationary optimization condi-
tions. Based on the comparative findings, the thesis also proposed hybrid method-
ologies integrating RL agents with CI-based optimization layers. These hybrid
approaches leverage RL to accelerate metaheuristics space search and hot restart,
thus improving both convergence speed and stability in dynamic CC environ-
ments.

* gym-multi-k8s and HephaestusForge: two RL-based environments designed
for orchestrating microservice deployments across multi-cluster K8s infrastruc-
tures. These frameworks employ DS architectures to achieve generalization across
varying cluster configurations. The results demonstrated that RL agents can
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learn efficient service placement policies that balance latency, cost, and fairness,
outperforming heuristic-based strategies in dynamic CC conditions.

* TELKA: an RL scheduler that leverages DT simulations and CE to improve
system fault tolerance. By interacting with a virtualized twin instead of a physical
deployment, TELKA learns to detect and mitigate node failures and network
anomalies, thus reducing recovery time and operational overhead.

In summary, the thesis advances the state-of-the-art in autonomous orchestration
for the CC, bridging the gap between simulation fidelity and intelligent decision-making.
The proposed frameworks demonstrate that coupling DT-based simulation with learning-
driven optimization can yield orchestration mechanisms that are efficient and resilient,
paving the way toward fully self-adaptive service management in next-generation cloud-
native systems.

Although the results achieved in this work are promising, several directions remain
open for further exploration. For example, incorporating MO-RL will allow agents
to learn dynamic trade-offs and offer Pareto-optimal solutions that can adapt to evolv-
ing operational priorities. In this way, future orchestrators should simultaneously op-
timize multiple performance criteria (such as latency, cost, energy consumption, and
reliability) without reducing them to a single scalar objective. Another key limitation
of current traditional RL systems is the need to retrain when the environment shows
frequent drastic changes and focuses on finding a solution, rather than treating learning
as an endless adaptation. Integrating continual learning and meta-learning paradigms
would enable orchestrators to retain knowledge across tasks and adapt incrementally to
evolving workloads, infrastructure conditions, or policies in the CC.

Finally, as the CC increasingly spans geographically distributed and heterogeneous
infrastructures, orchestration will benefit from decentralized coordination mechanisms.
Extending this work toward Federated RL could allow local agents to collaboratively
learn orchestration policies while preserving data privacy and reducing communication
overhead.
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Awards, Invitations, and Notable
Scientific Contributions

During the doctoral studies, the author had the opportunity to contribute to the sci-
entific community through a series of research outputs, collaborations, and dissemina-
tion activities. Several of these efforts were acknowledged by the academic community,
resulting in awards, speech invitations, and other forms of recognition. This section
provides a brief overview of the most significant achievements obtained throughout

the Ph.D. program.

=.2.1 Awards and Distinction

Among awards and distinctions, the most notable include:

* IFIP-supported 19th International Conference on Network and Service Manage-
ment (CNSM 2023) Best Paper Award, recognizing L. Manca, D. Borsatti, F.
Poltronieri, ez al., “Characterization of microservice response time in kubernetes:
A mixture density network approach”

* IEEE/IFIP NOMS 2024 Student Travel Grant

* 2024 CNOM Best Paper Award, recognizing L. Manca, D. Borsatti, F. Poltron-
ieri, ez al., “Characterization of microservice response time in kubernetes: A mix-
ture density network approach”

* 2025 Future Generation Computer Systems (FGCS) Spring Editor’s Choice
Paper, recognizing J. Santos, M. Zaccarini, F. Poltronieri, et al., “Hephaestus-
forge: Optimal microservice deployment across the compute continuum via re-
inforcement learning”

* IEEE/IFIP NOMS 2025 Student Travel Grant

These distinctions reflect both the scientific relevance of the work conducted and
the broader interest it generated within the research community.
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».2.2 Invited Presentations and Talks

This research activity also led to several invitations to present at national and interna-
tional venues. In particular:

* 3rd IEEE/IFIP Workshop on Technologies for Network Twins (TNT 2024), in-

vitation as a guest speaker to present and discuss the KubeTwin framework.

* 16th International Conference on Network of the Future (NoF 2025), invited as
a tutorial speaker to present the proposal “Reinforcement Learning vs. Meta-
heuristics for Adaptive Orchestration in the Cloud Continuum”. Coauthors:
Filippo Poltronieri (University of Ferrara), Jos¢ Pedro Pereira dos Santos (Ghent
University)

These invitations provided valuable opportunities to disseminate findings, engage

in inspiring discussions, and receive feedback from experts in the field.

».2.3 Notable Scientific Contributions and Collaborations

In addition to formal recognitions, this doctoral work contributed to a number of sig-
nificant scientific initiatives. These include:

* Development of the KT framework, available as open-source on Github? and on
its related website [261].

* Development of the gym-multi-k8s, available as open-source on Github*.

* Development of the HephaestusForge framework, available as open-source on

Githubs.

Opverall, the recognitions and contributions summarized in this section highlight
the engagement, dedication, and scientific commitment that characterized the doctoral
journey.

3https://github.com/DSG-UniFE/KubeTwin
*https://github.com/mattiazaccarini/multiClusterGentFe
Shteps://github.com/jpedroi992/HephaestusForge
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Proximal Policy Optimization
Particle Swarm Optimization
Percentage of Satisfied Requests
Quality of Service

Quantum Particle Swarm Optimization
Radio Frequency Identification
Reinforcement Learning
Requests per Second

Simple Storage Service
Software-as-a-Service

Simple Moving Average

"Sieve, Process, and Forward”
Simple Network Management Protocol
Twin-Enhanced Learning for Kubernetes Applications
Trust Region Policy Optimization
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TTR
V2l
vav
VM
Vol
VOICE
VPA
VPN

Time To Resolution

Vehicle-to-Infrastructure

Vehicle-to-Vehicle

Virtual Machine

Value-of-Information

Value-of-Information for Compute Continuum Ecosystems
Vertical Pod Autoscaling

Virtual Private Network
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